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0x00 

“
” - Micropoor

0x01 

[root@localhost ~]# ./pentest  
    ==> “ ” 

0x02 C2(Command and Control)

C2  

“ ” HTTP SMTP HTTPS ….
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0x03 C2

0x04  – Cobalt Strike

Cobalt Strike  
…… teamserver

teamserver

https://www.cobaltstrike.com/
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0x05  – Metasploit Framework

Metasploit Framework  
……

https://www.metasploit.com/

0x06 
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PAYLOAD

0x07 PAYLOAD

 – 
Powershell -> IEX
DLL  -> regsvr32 rundll32
.NET  -> .cs -> csc.exe -> target.exe
……

0x08 PAYLOAD

DLL Injection DLL
Reflective DLL injection DLL
Stager

Metasploit Stager
Shellcode DLL EXE PE

cmd

DLL Injection PE

Reflective DLL injection DLL

0x09 DLL Injection DLL Hijacking

DLL DLL 
“DLL DLL DLL ”

0x10 DLL Injection DLL Hijacking

Injection
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DLL
DLL

Hijacking

DLL 
DLL 

0x11 Windows

32 Windows 4GB

32 0x00000000 ~ 0xFFFFFFFF
64  0x00000000*2 0xFFFFFFFF * 2

DLL DLL
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0x12 DLL Injecion

DLL

DLL

DLL
LoadLibrary

DLL Injection Example

0x13 DLL Reflective DLL injection

Windows PE

Windows exe dll
PE

PE

DOS
PE
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DOS DOS PE PE
PE

PE PE
DLL

Q.exe Q.exe A.dll
exec Q.exe A.dll Q.exe

A.dll Q.exe Q A exec

Windows API  LoadLibrary

DLL Windows LoadLibrary

https://github.com/fancycode/MemoryModule

Anti-virus software DLL

Hook LoadLibrary LoadLibrary DLL

LoadLibrary

PS LoadLibrary
Metasploit Stager

0x14 Cobalt Strike external C2
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Cobalt Strike C2 C2
PDF
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4

Team Server  Cobalt Strike 
Cobalt Strike external C2 Server TeamServer PAYLOAD

Controller  
Other Beacon

teamserver
PAYLOAD

C2
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….

Tips

Windows

Windows 

I/O ReadFile/WriteFile

CreateMailslot

CreatePipe

socket

OpenClipboard

CreateFileMapping

0x15 Cooolis – Bypass AV Cobalt Metasploit

Cooolis Cobalt Strike Metasploit
Windows Defender
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DLL rundll32

0x15 Cooolis – Bypass AV - 

Metasploit windows/patchupdllinject/reverse_tcp
DLL
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Cooolis PE DLL
Main

0x16 APT
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